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HacTpounTte Komnbrotep

I'Io,ququTe agantep NUTaHnAa U HaXXMUTE Ha KHOMKY NUTaHUA.

@l NMPUMEYAHUE: Onsa akoHOMWM 3apsifa aKKyMyJsiTOp MOXET NeperTu B IHeprocGeperaromi pexmm.

\

3aBepwmnTte ycTtaHoBKy cuctembl Windows.

[nsa 3aBepLueHns yCTaHOBKM criegynTe MHCTPYKUMSIM Ha dkpaHe. Bo Bpems HacTpoiikn crniegynTe npuBegeHHbIM ganee
pexomeHgaumsm Dell.

+ TlogkntoynTeck K ceTun, 4Tobbl nonyyaTte obHoBneHus Windows.

®| NPUMEYAHME: Ecnu Bl noAKIyaeTech K 3alMIleHHON 6ecnpoBOAHON CeTU, NP NOABNEHUN
COOTBETCTBYHOLLEro 3anpoca BBeauTe Naposb AoCTyna.

+ Ecnu komnbloTep nogknodeH k IHTepHeTy, Boaute B CMCTEMY C MOMOLLbHO CyLLIECTBYOLLEN y4eTHON 3anmcn MankpocodT
(nn6o cosparite HoBy). Ecnn komnbloTep He noakntoyveH kK IHTepHETY, co3aanTe aBTOHOMHYH YYETHYIO 3anuChb.

* Ha akpaHe Support and Protection ([logaepka v 3awuta) BBEAUTE CBOM KOHTaKTHbIE AaHHbIE.
Hangnte n ucnone3ynte npunoxenus Dell B meHto «[lyck» Windows (pekomeHayeTcs).

Ta6bnuua 1. Hangute npunoxexus Dell

MpunoxeHus Dell Noapo6HocTH

VJ PerucTtpauus npoaykra Dell




4

MpunoxeHus Dell

MoapobHocTn

@&

»

Cospante guck BocctaHoBreHnsa ans Windows.

Pernctpauna komnbtotepa B Dell.

CnpagBka n nogaepxka Dell

,D,OCTyI'I K CnpaBKe 1 nogaepixke and sallero KomnbTtepa.

SupportAssist

3abnaroBpemeHHasi npoBepka paboTocnocobHOCTH
annapaTHOro U NporpamMmmHoro obecnedeHnss KOMNbITEPA.

@® [ NPUMEYAHME: YTobbI NpoANUTb rapaHTUIO UNn
NOBbLICUTb €e YPOBeHb, HAXXMUTE AaTy OKOHYaHUs
rapaHTUHoro cpoka B SupportAssist.

Dell Update

YcTaHOBKa KpUTUYECKN BaXKHBIX UCMPaBReHNN 1 ApaniBepoB
YCTPOWCTB N0 Mepe NOSIBIIEHNS HOBbIX BEPCUA.

Dell Digital Delivery

3arpyska npunoxeHuw, B TOM YACHE U TeX, KOTopble Bbinu
npuobpeTeHbl, HO He BbINu NpeayCcTaHOBMEHbI
Ha KoMmMbloTepe.

® [ NPUMEYAHMUE: PekomeHpayeTcA co3aaTb AUCK BOCCTAaHOBNEHUS AN MOUCKA U YCTPAHEHUS BO3MOXHbIX

Henonaaok Windows.

[ononHuteneHble cBegeHns cM. B pasgene CosgaHve USB-Hakonutens BocctaHoBnenns ana Windows.



Co3spnaHue USB-agucka BoccTaHOBNEeHUSA
ans Windows

Co3spganTe OUCK BOCCTAHOBIEHMS ANs MOUCKa U YyCTPaAHEHUsT HENOMagoK, KOTOPble MOTYT BO3HUKHYTb Npu pabote ¢ Windows. ns
CO30aHuNs AMCKa BOCCTaHOBIEHNUs Tpebyetca dnaw-Hakonutens USB o6bemom He meHee 16 GanT.

@ | NMPUMEYAHUE: 3TOoT Nnpouecc MOXeT 3aHATb Ao 1 yaca.

®

NMPUMEYAHUE: B HekoTopbix Bepcusax Windows nocnegoBatenibHOCTb JeACTBMA MOXET OTSINYATLCSA OT ONMCaHHOM
HWxe. HoBeWline NMHCTPYKLUUM CM. Ha calTe noanepxku koprnopauuu MankpocodT.

1 TMopgknounte draw-Hakonutens USB k komnbloTepy.
B none noucka Windows BBeAnTe BoccTaHOBIIEHME.
3 B cnucke pesynstaToB novcka Bbibepute Co3aaHue Aucka BOCCTaHOBMNEHUSA.
Ecnun Ha akpaHe nosiButcs okHo KOHTponb y4eTHbIX 3anucei nonb3oBaTenen,
4 HaxmuTe Oa, 4ToObl NPOAOMKUTL NPOLEAYPY.
B oTkpbiBLIEMCS OkHe [JUCK BOCCTAaHOBMEHUSA
5 BblbepuTe BbINONHUTL pe3epBHOe KONMPOBaHMe CUCTEMHbIX (PayioOB Ha AUCK BOCCTaHOBMEeHUs u HaxvnTe Oanee.
6 Bbibepute ®naw-Hakonutenb USB 1 HaxxmuTe Odanee.
Cwuctema npegynpeauTt 0 TOM, YTO BCe AaHHble, Haxoadawmecs Ha dnali-Hakonutene USB, OyayT yaaneHsl.
7  Haxmute kHonky Co3paThb.
8 Haxmute MNoTtoBo.

JononHutensbHble cBegeHus o nepeyctaHoBke Windows ¢ nomoubio USB-Hakonutens BOCCTaHOBMNEHUS CM. B pasaene louck
u ycmpaHeHue HeucripagHocmel B Pykosodcmee no obcryxueaHuro Ballero NpoaykTa Ha cTpaHuue www.dell.com/support/
manuals.


https://support.microsoft.com
https://www.dell.com/support/manuals
https://www.dell.com/support/manuals

O630p Kopnyca

Tembl:

Bua cnepean B OTKPBITOM COCTOSIHUM
Bug cnesa

Bug cnpasa

Bug ynopa ans pyk

Bug cHuzy

CoyeTaHusa KnaBuLLl

Bua cnepeau B OTKPbLITOM COCTOSIHUM

12345

6
7
1 HanpasneHHbI MUKPOGOH 2 3aTtBop SafeView
3 Kamepa 4 MHankaTop COCTOSAHUS Kamepbl

5 HanpaeneHHbI MUKPOGOH 6 YKK-naHenb



7 VHOMKaTop akTMBHOCTM

Bua cneBa

1 MopT pasbema nuTaHus 2 Mopt USB 3.1 Gen 2 (USB Type-C) ¢ DisplayPort/
Thunderbolt (onumoHansHo)

3 USB 3.1 1-ro nokoneHus 4 YCTPONCTBO CUYNTLIBAHUS CMApPT-KapT (4OMNONHUTENBHO)

Bua cnpaBa

YCTPOWCTBO CUUTBIBAHMS KapT naMmaTn microSD Pasbem ans kapTbl micro-SIM

MopT USB 3.1 Gen 1
Mopt HDMI

MopT rapHUTYpbI/MUKPOdOHA

Mopt USB 3.1 Gen 1 ¢ noaaepxkon texHonornm PowerShare

N O W -
0o o N

CeteBon nopt CnoT ans KNMHOBOrO 3aMKa



Buag ynopa ansa pyk

1
2
4 3
1 KHomka nuTaHuns ¢ 4ONOMHUTENbHBIM YCTPONCTBOM 2 KnasuaTtypa
CYMTbLIBAHUS OTMNEYaTKOB NanbLeB
3 CeHcopHas naHenb 4 TeH30MeTpUYECKNIA [XKOUCTUK (ONLMOHANbLHO)

10  O6G3op kopnyca



Bug cHusy

Latitude s100

1 BeHTuUnaunoHHoe oTBepcTMe 4Ns OTBOAA Tenna 2 MeTka O6CJ'Iy)KVIBaHVI‘i|

3 OuHamukm

CoyeTaHusda KnaBuLl
®

NMPUMEYAHUE: CumBonbl KnaBuaTypbl MOryT pa3nuyaTbCcsi B 3aBUCUMOCTM OT Ai3bika KnaBuaTypbl. CoyeTaHus
KnaBuLU OAMHaKOBbI ANS1 BCEX A3bIKOB.

Ta6bnuua 2. Cnncok coyeTaHuUm Knasuil

KnaBuwim OnucaHue

Fn+ESC MepekntoyeHne BNOKMPOBKU KraBuMLLIN
Fn

Fn+F1 BoikntodyeHne 3Byka

Fn+F2 YMeHbLUeHne rpoMKOCTH

Fn+F3 YBenunyeHvne rpoMKocTun

O630p Kopnyca 11



KnaBuwm

OnucaHue

Fr+F4

Fn+F5

Fn+F6

Fr+F7

Fn+F8

Fn+F10

Fn+F11

Fn+12

Fn+CTRL

OTKIoYEeHE MUKPOGIOHA

BkntoueHne/oTkouYeHne NoacBeTKM
KnaBuaTtypbl

YMeHbLUEeHne ApKocTn

YBenunyeHne sipKkocTum

[NepekntoyeHne Ha BHELLHWUIA aucnnen
[NeyaTb akpaHa

[MaBHas

B koHewy,

OTKprTI/Ie MEHIO NPUIOXEeHUA



TexHn4Yeckue xapaktepucTuku

(® | NIPUMEYAHMUE: MpepnoxeHns B pasHbIX permoHax MoryT otnuyarbces. MpMBoasaTcs ToNbKo Te TEXHMYECKUe
XapaKTepUCTUKN, KOTOPbIe MO 3aKOHY He0O6X04MMO yKa3biBaTb NMPY NOCTaBKaxX KOMMNbIOTEPHOW TeXHUKU. YTOObI
Nony4Y1Tb AONONIHUTENbHbIE CBEAEHUA O KOHUIypaumum KOMnbIoTepa, OTKponUTe B onepaunoHHon cucteme Windows
pa3gen «CnpaBka u noaaepKka» U OTKpOUTe OKHO NpocMoTpa MHcopmaumm o cucteme.

CBepgeHus o cucteme

Ta6bnuua 3. CBegeHunsa o cucteme

KomnoHeHT

TexHU4YecKue XapaKTepUCTUKU

Ha6op Mukpocxem

PaspsgHocTb wuHel DRAM

OHeproHe3aBMcMMas NaMsiTb C ANIEKTPUYECKON Nepesanncolo
LLnnHa PCle

BHelwHAs YacToTa WnHbI

NMpoueccop
®

Tabnuua 4. TexHU4YeCKue xapakTepUCTUKM npoueccopa

MHTerpnpoBaHHbIV B NpoLeccop
64 6uTa

16/32 Mb6awt

Oo Gen 3

No8TTlc

NMPUMEYAHUE: Homepa npoueccopoB He yKa3biBalOT Ha Ux npousBoauTenbHocTb. Mogenu npoueccopos moryT
M3MEHATBLCA U OTNIMYATLCA B 3aBUCUMOCTM OT pernoHa/crpaHsil.

Tun Mpacbnyeckas nnara c apxMTeKTypomn BbigeneHHbIn rpaduyecknin agantep
UMA
Mpoueccop Intel Core Intel UHD Graphics 620 AMD Radeon 540X

i7-8665U 8-ro nokoneHus
(kaw 8 M6awi, 4 sgpa/

8 notokos, 1,9-4,8 My, HTM
15 BT, vPro)

Mpoueccop Intel Core Intel UHD Graphics 620
i5-8365U BocbMoOro

nokoneHus (kaw 6 M6anT,

4 appa/8 notokos, 1,6—

4,1 Tu, HTM 15 BT, vPro)

Mpoueccop Intel Core Intel UHD Graphics 620
i5-8265U 8-ro nokoneHus

(kaw 6 M6awiT, 4 sgpa/

8 notokos, 1,6-3,9 'y, HTM

15 BT)

Mpoueccop Intel® Core Intel UHD Graphics 620
i3-8145U 8-ro nokoneHus

AMD Radeon 540X

AMD Radeon 540X



Twvn Mpacdhnueckasn nnarta c apxuTeKTypon
UMA

BbiaeneHHbIn rpacdhnyeckuin apantep

(kaw 4 M6awT, 2 sgpa/
4 notoka, ot 2,1 0o 3,9 I'w,
HTM 15 BT)

OnepaTtuBHaA NnamMmATb

Tabnuua 5. TexHn4Yeckmne xapakTepucTMKM NnamAaTm

KomMnoHeHT

TexHU4YecKkue xapakTepucTuUKn

MuHuManbHas kKoHdUrypaums namsaTu
MakcrmanbHasi KoHUrypaums namsitu
KonunyecTtso cnotos

MakcrmaneHbIvi noaaepxmBaemMblit 06beM NamaTn ang
Kaxgoro crota

BapwuaHTbl mogynen namsaTtu

Tun

BbicTpogenctaune

NMpu xpaHeHUun

4 [6anT
32 Gant
2 cnota ansa mogynen namsitu SoDIMM

16 Méant

* 4 T6awnT (1 x 4 [6anT)
* 8 T6awnT (2 x 4 I'6anT)
* 8 T6awT (1x 8 [GanT)
* 16 6anT (2 x 8 M6anT)
* 16 '6anT (1x 16 M6anT)
*  32T6anT (2 x 16 M6anT)

IByxkaHanbHas namate DDR4

Mamsate SDRAM 2 666 MI'y, 6e3 nogaepxkn ECC paboTtaeT
Ha yacToTe 2 400 MI'y ¢ npoueccopamu Intel 8-ro nokoneHusi

Tabnuua 6. TexHn4Yeckme xapakTepMCTUKM NOACUCTEMbI XPaHEHUA AaHHbIX

Tvn

dopm-dakTop

UHTepdeiic

EmkKocTb

TBepaoTenbHbIN HaKoNUTENb
PCle

TBepaoTenbHbIN HaKoNUTENb
PCle

TBepaoTenbHbIN HaKoNUTENb
SATA

TBepaoTenbHbIN HaKoNUTENb
SED PCle

XKecTkui guck

TBepOoTenbHbIN HaKONUTENb
M.2 2230

TBepOoTenbHbIN HaKONUTENb
M.2 2280

TBepOoTenbHbIN HaKONUTENb
M.2 2280

TBepOoTenbHbIN HaKONUTENb
M.2 2280

2,5 gronma

PCle Gen 3 x2 NVMe, oo
32 Iéut/c

PCle Gen 3 x4 NVMe, oo
32 Iéut/c
SATA, knacc 20

SED PCle

SATA

Ho 512 Ieawnt

Ho 1 T6aunt

Ho 512 Ieawnt

Ho 512 eawnt

* Lo 1 T6awnT, 5400 06/MUH
* Lo 1 T6awnT, 7 200 06/MUH



Pa3zbemMbl HA CUCTEeMHOU nnarte

Tabnuua 7. Pa3beMbl Ha CUCTEMHOM nnaTe

KomnoHeHT TexHUYecKne xapakTepUCTUKN

Pasbemel M.2 *  OpauH pasbeM M.2 2230 ¢ kntovom E

*  OpwuH pasbem M.2 2280 ¢ kntoyom E
*  OagwuH pasbem M.2 3042 c kntoyom B

YCcTpOMCTBO CUMTLIBAHUA KapT NaMATH

Tabnuua 8. TexHU4YeCcKkne xapakTepUCTUKU YCTPOMUCTBA YTEHUSA KapT NaMaTH

KomMmnoHeHT TexHU4YecKkue xapakTepucTuKun

Twn Cnot ans kapt microSD

Cnot yCTp0I7ICTBa CYUTbIBAHNA CMapT-KapT (,ElOﬂOHHVITeanO)

Moppepxunsaemble KapThbl .
*  YCTPOWCTBO CYUTBIBAHMSA CMapT-KapT (4ONOMHUTENBHO)

e microSD
Ta6bnuua 9. TexHNn4yeckme xapakTepUCTUKU ayaAnoCcUCTeMbI
KomnoHeHT TexHUYeckne xapakTepUCTUKN
KoHTponnep Realtek ALC3204 ¢ TexHonornen Waves MaxxAudio Pro
[MpeobpasoBaHue cTepeocurHana 24-paspsiaHbin npeobpasosartens DAC (umdpoaHanorosbii) 1

ADC (aHanoro-uncposon).

Tun HD Audio
OvHamukn [Ba
WHTepdenc BHyTpeHHue:

* Intel HDA (3BYyK BbICOKOIO paspeLleHust)
BHelwHwne:

e 7.1-kaHanbHbIN BbiXo4 Yepes pasbem HDMI
» Bxoga undposoro mnkpodoHa B Moayre kamepbl
*  KomMBuHMpOBaHHbIN pasbeM AnA rapHUTYpbI (BXo4 ANS
CTepeoHayLLIHUKOB/MUKPOpOHa)
Yceunurtens BHYTPEHHEro AuHamMmuka BctpoeHHbIi B ALC3204 (knacc D, MowHocTbio 2 BT)

BHelUHWe perynsiTopbl FPOMKOCTH Knaeuwwm 6bICTpPOro BbI30Ba A5t yNpaBneHus MynstuMeama

MoLHOCTb AMHaMUKOB: CpenHsaa — 2 Bt



KomMnoHeHT

TexHuYecKMe XxapaKTepUCTUKU

MwukpodoH

MnkoBass — 2,5 BT

LincbpoBor MUKPOOOHHBIM MaccuBe

NnaTta BuageoapanTtepa

Tabnuua 10. TexHMn4YecKkMe XxapakTepMCTUKM NNaTbl Bugeoagantepa

KoHTtponnep Tun CootBetcTBYt0O Tun EmkocTb
wun
npoueccop

rpachuyeckon
namsaTm

Mopnepxka
BHELUHUX
pucnnees

MakcumanbHoe
pa3pelueHue

Intel UHD UMA
Graphics 620

AMD Radeon Ha otpenbHoM  —

540X nnare

Kamepa

Mpoueccop
Intel Core
i7-8665U
(vPro)

Mpoueccop
Intel® Core
i5-8365U

Mpoueccop
Intel® Core
i5-8265U
Mpoueccop
Intel® Core
i3-8145U

BcTpoeHHbIn CoBMeCTHO

KOHTponnep ucnonb3yemas
cucTeMHas
namsTb

Mamate GDDR5 2 M6ant

Tabnuua 11. TexHn4Yeckme xapakTepUCTUKU Kamepbl

Mopt HDMI 1.4b

He npumeHumo

4096 x 2304 npwu
24 'y,

He npumeHumo

KomnoHeHT TexHUYecKne xapakTepUCTUKN

Twn kamepbl RGB, HD ¢ dpmKcupoBaHHbIM (DOKYCHBLIM PacCTOSHUEM
MK-kamepa MK-kamepa 6 MM (onLmoHanbHo)

Paspeluenne HenoaswxHoe nsobpaxeHue: paspeweHne HD (1280 x 720)

Yron 063opa no gunaroHanu

Twvn gatyunka

Bugeo: paspewenme HD (1280 x 720) ¢ yactoton 30 kagpos/c

MK-kamepa: 87 rpagycos

RGB-kamepa: 78,6 rpagyca

LOatumnk CMOS

(® | NIPUMEYAHMUE: UK-kamepa c chyHkLmen RBG npegHasHadeHa Tonbko Ans npunoxeHus Windows Hello. ins apyrux

I'IpVInO)KQHI/II;I OHa HeJoCTynHa.



CBA3b

Tabnuua 12. TexHMYEeCKNe xapakKTePUCTUKN CBA3N

KomnoHeHT TexHU4YecKkue xapakTepucTuKku

CeTteBon aganTtep BcTpoeHHbin Ethernet-koHTponnep Connection 1219-LM/1219-V,
10/100/1 000 M6uT/c (RJ-45)

MOOUNBbHAA LUMPOKOMNOSIOCHAA CeTb

Tabnuua 13. MOOMNbLHaA LWMPOKONONOCHasA ceTb

TexHMYecKne XxapaKTepUCTUKU

Intel XMM 7360 Global LTE-Advanced

BbecnpoBoagHasa CBA3b

Tabnuua 14. TexHMYeCcKne xapakTepucTukM 6ecnpoBOAHON CBA3N

TexHU4YecKue XapaKTepUCTUKU

[ByxamanasoHHas nnata 6ecnposoaHoi cesasu Intel Wireless-AC 9560 (802.11ac) 2x2 + Bluetooth 5.0
[ByxamanasoHHbI agantep 6ecnposoaHon cBsidn Qualcomm QCAB1x4A, 802.11ac (2x2) + Bluetooth 4.2

Mnata Intel Wi-Fi 6 AX200 2x2 802.11ax 160 MHz + Bluetooth 5.0 (onunoHanbHo)

MopTbl 1 pasbembl

Tabnuua 15. MopTbl M pazbembl

KomnoHeHT TexHUYecKne xapakTepUCTUKMN

YCTPOWCTBO YTEHUA KapT namsATy _ )
*  YCTPOWCTBO CUUTbIBAHUSA KapT namaT microSD

YcTponcTteo YteHus SIM-kapTbl OpauH cnoT ang kapT micro-SIM

usB * 3 nopta USB 3.1 1-ro nokoneHus (Type-A)

* 1 nopt USB 3.12-ro nokonenus (Type-C) ¢ noaaepxkom
TexHonoruu DisplayPort/Thunderbolt 3 (onumoHansHo)

Security (besonacHocTb) He3no onsa knuHoBoro 3amka Noble

Audio 1 nopT rapHUTypbl (KOMOUHMPOBAHHBIN ANS HAYLLUHUKOB U
MUKpooHa)

Video (Bugeo) 1 nopt HDMI 14b (nogaepxka pa3peLuenust ao 4K, 30 'y)

CeTeBoll aganTtep Pasztem RJ-45, 10/100/1000, co cBeTOANOAHBIM MHANKATOPOM



Oucnnen

Tabnuua 16. TexHMYeCKne xapakTepuUCTUKM aucnnes

KomMnoHeHT

TexHMYeCcKMe XxapaKTepUCTUKU

Tun

BoicoTa (akTvBHasi obnacTb)
LLivpuHa (akTmuBHasi obnacTb)
[OwnaroHanb

Mukcenen Ha gronm (PPI)
COOTHOLLEHNE KOHTPACTHOCTU

ApkocTb (HOMuHan)
YacTota obHOBnEeHUs

Yron o63opa no ropM3oHTanu (MyH.)
Yron o63opa no Beptukanu (MvH.)

MoTpebnsiemasn MOLLHOCTL (Makc.)

KnaBunarypa

Tabnuua 17. TexHU4YeCKne xapakTepuCcTUKM KnaBuaTypbl

KomMnoHeHT

* 14 OonMMoB BbICOKON YeTKoCTH (1366 x 768) ¢ hopmaTHbIM
COOTHoOLEeHMEM 16:9, aHTUBNMKOBLIM NOKPLITUEM, Geron
CBETOANOAHON NOACBETKOW U APKOCTbIO0 220 HUT, 6e3
CEHCOpPHOro BBOAA

* 14 gronmoB ¢ paspelleHnem Full HD (1920 x 1080), wmpoknum
yrnom o63opa, hopMaTHbIM COOTHOLLEHMEM 16:9,
aHTMONMKOBBIM NOKPbLITUEM, Benoli cBeTOANOLHON
NOACBETKON U APKOCTbI0 220 HKUT, Ge3 CEHCOPHOro BBOAA

* 14 pronmos ¢ pa3peluennem Full HD (1920 x 1080), wmpoknm
yrrnom o63opa, BCTpanBaeMoin CEHCOPHOWN MaHEenNbHo,
TexHonorven Truelife n apkocTbto 220 HUT (ONUMOHANBHO)

173,95 mm (6,84 arorima)
309,4 mm (12,18 gronma)
355,6 mm (14 gronmos)
112 (HD)

157 (FHD)

400:1 (HD)

700:1 (FHD)

220 Hut

60 'y

+40 rpagycos (HD)

+80 rpagycos (FHD) (onunoHanbHO)

10/30 rpagycos U/D (HD)

180 rpagycos (FHD) (onumoHanbHo)
2,4 Bt (HD)

2,8 BT (Full HD)

3,15 BT (ceHcopHas naHenb Full HD)

TexHU4YecKkue xapakTepucTuUKun

KonunyecTtBo knasuLu

* 81 (CWA v Kanaga)



KomnoHeHT TexHUYecKne XxapakTepUCTUKN

* 82 (BenukobputaHusa/bpasunusi)
e 85 (AnoHus)

Pa3mepsbl [NonHopasmepHas

*  X=19,05 mm (0,75 gronma) pacctostHne mMexay LieHTpamu

Knaewu

*  Y=19,05 mm (0,75 Aorima) paccTosiHne Mexay LeHTpaMu
KnaewL

KnaBuatypa ¢ nogceeTkon OnunoHanbHO (C NoacBeTKoN 1 6e3 NoaCBETKN)

Packnagka knasuaTtypsbl QWERTY

Tabnuua 18. TexHU4YecKne xapakTepPUCTUKU CEHCOPHOW NaHenu

KomnoHeHT TexHUYecKkne xapakTepUCTUKN

PaspelueHne 1221 x 661

Pasmepe! «  Lupura: 101,7 mm (4,00 groiima)
* BbicoTa: 55,2 mm (2,17 gronima)

MynbTrCEHCOpHbLIN BBOA, Mopaepxka 0QHOBPEMEHHOIO KacaHus NATLIO Nanbuamm

@ NMPUMEYAHUE: OononHuTenbHble CBeAEHUA O
XecTax ceHcopHou naHenu ans Windows 10 cm. B
cTaTbe 6a3bl 3HaHu MarkpocodTt 4027871 no
aapecy support.microsoft.com.

CKaHep oTneYyaTtka nanbua — ONMUMUOHAJIbHO

Ta6nv|u,a 19. TexHnyeckue XapakKTepuCTUkKM CKkaHepa oTnevyaTtka nanbua

KomnoHeHT TexHU4YecKkue xapakTepucTukun
Tun FPR B kHOMKe nutaHmsa
TexHonorunsa gatymnka EMKOCTHbIN

PaspelueHune gatumka 363 nukcens Ha aonm

30Ha peructpauun gatymka Ouametp: 10 mm



OnepaunoHHaa cucrtema

Tabnuua 20. OnepaumMoHHasa cucrtemMa

KomMnoHeHT

TexHMYeCcKMe XxapaKTepUCTUKU

MoppepxuBaemble onepaumoHHbIE CUCTEMbI

AKKymMynsitop

Tabnuua 21. AKKymynsTop

KomMnoHeHT

TexHU4YecKne xapakTepucTuKu

*  Windows 10 JomawwHsas, 64-pa3psgHas Bepcusi

*  Windows 10 NpodeccroHanbHas, 64-pa3psagHas Bepcus
*  Ubuntu 18.04 LTS, 64-pa3pagHas Bepcusi

*  NeoKylin 6.0 c naketom 06HoBneHns SP4 (PRTS)

Twun

®opwm-cakTop

Macca (makc.)
HanpspkeHue

Cpok cryx6bl

Bpems 3apsagkm

npw
OTKIMHOYEHHOM
KomnbioTepe

(npnbnuantensH

0)

Bpems pabothl

TpexceKUMOHHbIN NIUTUN-NOHHbIN
akkymynsatop (42 Bt-y)
¢ TexHonoruewn ExpressCharge

LWvpuHa 95,9 Mm
(3,78 gronma)
MmybwuHa
181 mm
Beicota (7,13 poronma)

7,05 Mmm
(0,28 gronma)

200 r (0,44 dyHTa)

11,40 B nocTosiHHOro ToKa

300 umknoB paspsaaku/Noa3apsaku

CraHgapTHas OT10p050°C:B
3apsagka TeyeHune 4 yacoB
Express Charge OT0p015°C: B

TeyeHue 4 yacos

OT1 16 go 45 °C:

B TeYyeHune
2 yacoB

OT1 46 no 50 °C:

B Te4yeHue
3 yacos

3aBucut ot yCJ'IOBMl71 Kcnnyataunn 3aBucuT ot yCJ'IOBVIVI 3Kcnnyatauun 3aBucut ot YCJ'IOBVIIZ JKcnnyatauun

N MOXET ObITb 3HAYMNTENBHO

TpexCeKUMOHHbIN SIMTUNNOHHbIN
akkymynsatop (51 Bt-y)
¢ TexHonoruen ExpressCharge

WnpuHa 95,9 mm
(3,78 gronma)
MmybuHa
181 mm
BeicoTa (7,13 pronma)
7,05 mm
(0,28 gronma)

250 r (0,55 dhyHTa)

11,40 B NnOCTOSAHHOrO TOKa

300 umknoB paspsiaku/nog3apsioku

CraHpapTHas
3apsagka

Express Charge

OT1 16 pno 45 °C:

B TeYeHune
2 yacoB

OT1 46 pno 50 °C:

B Te4yeHue
3 yacos

M MOXET ObITb 3HAYUTENBHO

OT10p0050°C:B CraHgapTHas
TeyeHue 4 yacoB 3apsigka

OT10m015°C: B Express Charge
TeyeHue 4 vacos

YeTbIpexceKUnoHHbIN
NUTUANOHHBIN aKKyMynsTop
(68 BT'4) c TexHonorunen

ExpressCharge
LnpuHa 95,9 Mm
(3,78 gronma)
my6uHa
233 MM
BbicoTa (9,17 pronma)
7,05 mm
(0,28 gronma)

3401 (0,75 cpyHTa)
7,6 B nocTosiHHOMO TOKa

300 umknoB paspsiaku/3apaaku
(cTaHOapTHLIM KOMMNEKT)

1 000 umknoB paspsaaku/3apankn

(KOMNNEKT C yBEMUYEHHBIM CPOKOM

cnyx0bl)

OT1 16 po 45 °C:
B TeYyeHue
2 yacoB

OT1 46 po 50 °C:

B Te4yeHue
3 yacos

N MOXET ObITb 3HAYMTENBHO

OT10p050°C: B
TeyeHune 4 yacos

OT0po15°C:B
TeyeHue 4 yacos



KomMnoHeHT

TexHuYeckMe XxapaKTepUCTUKM

Onana3soH
Temnepatyp: Bo
Bpems paboTbl

[unana3oH
Temneparyp:
[Mpw xpaHeHun

Batapeiika Tvna

MeHbLLUe Mpu onpegerneHHbIX
YCINOBMSIX MOBbILLUEHHOIO
3HepronoTpedneHus.

Bapsigka: o1 0 °C go 50 °C (ot
32 °F po 122 °F)

Paspsigka: ot 0 °C go 60 °C (ot
32 °F po 139 °F)

oT -20 °C go 60 °C (ot -4 °F po
140 °F)

CR-2032

MeHbLUe Mpu onpeaeneHHbIX
YCNOBMSIX NOBbILLUEHHOIO
3HepronoTpetneHns.

3apsigka: ot 0 °C go 50 °C (ot
32 °F po 122 °F)

Paspsaka: ot -20 go 60 °C (o1 -40

0o 139 °F)

oT -20 °C po 60 °C (ot -40 °F go
140 °F)

CR-2032

MeHbLLUe Npu onpeneneHHbIX
YCNOBUSIX NOBbILLIEHHOIO
3HepronoTpetneHns.

3apsigka: o1 0 °C go 50 °C (ot
32 °F po 122 °F)

Paspsgka: ot 0 °C go 60 °C (o1
32 °F po 139 °F)

oT -20 °C po 60 °C (o1 -4 °F go
140 °F)

CR-2032

«Tabnetka»

ApanTtep nUTaHus

Tabnuua 22. TexHMYeCKue xapakTepucTUKN agantepa nuTaHusa

KomnoHeHT

TexHu4Yeckue xapakTepucTuKu

Tun
BxogHoe HanpshkeHne

BxogHon Tok
(MakcumarnbHbIn)

Pasmep aganTepa

CoefuHuTenb «rHesano-
rHesno»

Bec
BxogHas yacToTta
BbixogHom Tok

HomuHanbHoe BbixogHoe
HanpsxeHune

[vnanasoH Temnepatyp (nNpu
paborte)

[nanasoH Temnepatyp (npu
XpaHeHU 1
TPaHCMOpPTUPOBKE)

ED, 65 BT
ot 100 oo 240 BONLT NEPEMEHHONO TOKa

19A

Pasmepbl
B gtonmax: 0,87 x 2,6 x 417

B mm: 22 x 66 x 106

7,4 Mm

0,23 kr (0,51 cpyHTa)
50-60 Iy,
3,34 A (pnutensHo)

19,5 B nocTosiHHOro ToKa

o1 0 °C po 40 °C (ot 32 °F no 104 °F)

oT -40 °C po 70 °C (o1 -40 °F po 158 °F)

E5, 90 Bt
ot 100 go 240 BOMNLT NEPEMEHHONO TOKa

16 A

Pasmepsbl
B gronmax: 0,87 x 2,6 x 5,12

B mm: 22 x 66 x 130

7,4 Mm

0,32 kr (0,7 cpyHTa)
50-60 Iy,
4,62 A (anuTenbHo)

19,5 B nocTosiHHOro Toka

o1 0 °C no 40 °C (ot 32 °F go 104 °F)

oT —40 °C po 70 °C (ot -40 °F go 158 °F)



TexHNYecKne xapakTepUCTUKN OaTHYUKOB U
35IeMEeHTOB yrnpaBrieHu s

Tabnuua 23. TexHU4YeCKne xapaKTepuCTUKM AaTHMKOB U 3NIEMEHTOB yrnpaBrieHuUs

TexHu4eckue XapakTepUCTUuKu

1. [latunk cBo60AHOrO NageHus Ha MaTepUHCKO nnare

2. [atunk Xonna
Pa3mepbl n macca

Tabnuua 24. Pasmepbl M macca

KomnoHeHT TexHUYecKkue xapakTepucTuKku

BeicoTa MepepHsas cropona: 19,6 mm (0,77 gronva)

3apgHsasa ctopoHa: 20,85 mm (0,82 groviva)

LnpuHa 323,05 mm (12,7 grorima)
my6uxa 216 mm (8,5 gronma)
Bec 1,52 kr (3,36 cyHTa)

YcnoBus JKCnJsiyaTaumm KOMnbroTEepa

YpoBeHb 3arpAsHAKLWMX BewecTB B aTMocdepe: G1, kKak onpegeneHo B ISA-S71.04-1985

Tabnuua 25. YcnoBus akcnnyaTtauMm KoMnbiotTepa

Mpwn pa6ore Mpwn xpaHeHuun
[wanasoH Temnepatyp ot 0 °C po 35 °C (ot 32 °F go 95 °F) o1 -40 go 65°C (ot -40 go 149 °F)
OTHocuTenbHas BNaXHOCTb (MaKc.) Ot 10% Ao 80% (6e3 obpasoBaHus ot 0% Ao 95% (6e3 obpasoBaHus
KoHOeHcaTa) KoHOeHcaTa)
(@ | MPUMEYAHUE: Temnepatypa (@ | MPUMEYAHUE: Temnepatypa
MaKCUManbHON TOYKM POCbI = MaKCUManbHON TOYKM POCbI =
26 °C 33°C
Bubpauusa (makcumansHas) 0,26 GRMS 1,37 GRMS
YpapHas Harpyska (MakcumarnbHas) 105G T 40 G*
BbicoTa Hap ypoBHEM Mopsi (Makc.) OT1-15,2 M go 3 048 m (o1 =50 hytoB iIo  OT —15,2 M fo 10 668 m (oT —50 chyTOB
10 000 cpyTOB) 0o 35 000 dyToB)

* /IamepeHo ¢ UCMonb3oBaHWeM crekTpa crnyyanHbix konebaHui, UMUTUPYIOLWLUX YCroBUst paboTbl NOMb3oBaTens.

1 NamepeHo ¢ ncnonb3oBaHMEM nonycnHyconganbHOro nMmnynbca AnnTenbHOCTbIO 2 MC BO Bpemsi paGOTbI XeCTKOro gucka.



1 OnpeueneHo Ona nonycuHycomganbHOro uMmnynbca onnTenbHOCTbIO 2 MC nNpun HaxogsLLenca B NpUnapkoBaHHOM MOMOXEHUN

roJ10BKe XXeCTKOro gucka.

Security (be3sonacHocTb)

Ta6nuua 26. Security (BesonacHocTb)

KomMnoHeHT

TexHu4Yeckne xapakTepucTuKun

Mogyne TPM 2.0
Firmware TPM

Mopaepxka Windows Hello

KabenbHbIi 3aMok

KnasunaTtypa Dell ¢ ycTpONCTBOM CUMTBIBAHUSA CMapT-KapT

Ceptudpmkauus FIPS 140-2 ana TPM

Cuctema paclumpeHHon ayteHTudmkaumm ControlVault 3 ¢

ceptudpmkaumen FIPS 140-2 yposHs 3

Tonbko yCTpOﬁCTBO CYUTbIBaHNA OTNe4YaTKoB narbLeB

KoHTakTHOE yCTPONCTBO CHUTbIBAHUSA CMapT-KapT

n ControlVault 3

BcTpoeH B cucTeMHyto nnaty

Heobs3aTenbHble

[a, onunoHanbHbIN CKaHep oTnevaTkoB nanbueB Ha KHOMKe

nnMTaHnAa

HononHutensHas VK-kamepa

3amok Noble

HeobszaTenbHble

Oa

Ha, ana FPR, SC n CSC/NFC

CeHCOpHbLIN CkaHep oTnevaTtka nanbua Ha KHOMKe NuTaHus,

npuBssaHHbIv K ControlVault 3

CepTudmkaumus ycTporcTea YteHus cmapt-kapT FIPS 201/SIPR

MapameTpbl 6e3onacHocTU. KOHTaKTHOE
YCTPOMCTBO YTEHUSA CMapT-KapT

Tabnuua 27. KoHTakTHOE YCTPOMCTBO CYUTbIBAHUA CMapT-KapT

O6palweHue

OnucaHue

YCTPOMCTBO CYMTLIBaHUSA CMapT-KapT
Dell ControlVault 3

Mopaeprxka nnatol ISO 7816-3 knacca A

Mopaeprxka nnatol ISO 7816-3 knacca B

Mopaepxka nnatbl ISO 7816-3 knacca C

CosmecTtumo ¢ ISO 7816-1
CosmecTtumo ¢ ISO 7816-2

YCTPONCTBO YTEHUSA C BO3MOXHOCTbIO
CYMTbIBaHMSA CMapT-KapT ¢ NuTaHuem 5 B

YCTPONCTBO YTEHUSA C BO3MOXHOCTbIO
CYMTbIBaHMSA cMapT-KapT ¢ nuTaHuem 3 B

YCTPONCTBO YTEHUSA C BO3MOXHOCTbBIO
CYMTbIBAHUS CMapPT-KapT C NUTaHnem
1,8B

Cneundukaums ans ycTponcTea YTeHus!

Cneundmkaums pumsnyeckmnx
XapaKTepUCTWK YCTPONCTBa CMapT-KapT
(pa3mep, pacnonoxeHune To4ek
NOOKIOYEHNA N T. A.)

Oa

Oa

Oa

Oa
Oa



O6paweHue

OnucaHue

YCTPOMCTBO CUMTbLIBAHUSA CMapT-KapT
Dell ControlVault 3

Mopnepxka T=0

Mopnepxka T=1

CosmecTtumMocTb ¢ EMVCo

CepTtudmumposaHo EMVCo

Wutepdgenc PC/SC OS

CoBMecTMMOCTb ¢ gpariBepom CCID

CepTtudmumposaHo anga Windows

CosmecTtumo ¢ FIPS 201 (PIV/HSPD-12)
yepes GSA

KapTbl nogaepxunBatoT nepegady AaHHbIX
Ha ypoBHE CMMBOJ10B

KapTbl nogaepxueatoT nepegady AaHHbIX
Ha ypoBHe GroKoB

CoBMECTMMOCTb CO CTaHAapTammn cMapT-
kapt EMVCo (anga ctaHgaptos
3MNEKTPOHHbIX Nnarexen),
pasMeLLeHHbIMM Ha WWW.emvCco.com

dopmarbHO cepTUMMLMPOBAHO Ha
OCHOBaHUW CTaHAApPTOB CMapT-KapT
EMVCo

Cneundukaumsi nepcoHanbHoro
KoMMbloTepa/cMapT-KapThl Ans
WHTErpaumm anmnapaTtHbIX YCTPONCTB
YTEeHWs1 B Cpefly NepcoHanbHOro
KoMnbioTepa

Mopaepxka obWwux gpaviBepoB Ans
YCTpPONCTBa UHTepdenca BCTPOEHHbIX
nevaTHbIX NNaT 4N ApariBepoB yPOBHS
OC.

YcTtponcTtso ceptudmumposaHo Microsoft
WHCK

YCTpPONCTBO COBMECTMMO C
TpeboBanusamu FIPS 201/PIV/HSPD-12

La

La

La

La

La

La

La

La

MapameTpbl 6e30nacHOCTU. BeCKOHTaKTHbLIN
CYMTbIBaTeNnb CMapT-KapT

Ta6bnuua 28. BeCKOHTaKTHbIN CYMTbLIBaTelNb CMapT-KapT

O6paleHue

OnucaHue

BecKoOHTaKTHOe yCTPOMCTBO
cuuTbiBaHus cmapT-kapT Dell
ControlVault 3 c NFC-moaynem

MNopneprkka kapT Felica

Mopaepxka kapTt Prox (Proximity)
(125 kl'w)

Mopaepkka kapt ISO 14443 Type A

Mopaepxka kapt ISO 14443 Type B

YCTPOWCTBO YTEHUSA 1 MPOrpamMmmMHoOe
obecrneyeHne Ans NoaaepKk1
OeCKOHTaKTHbIX KapT Felica

YCTPOWCTBO YTEHUSA 1 NPOrpaMMHOe
obecneyeHne onsa nogoepxkkm
OEeCKOHTaKTHbIX KapT Prox/Proximity/
125 klMy

YCTPOWCTBO YTEHUSA 1 MPOrpamMmmMHoOe
obecrneyeHne Ans NoaaepKk1
©eckoHTakTHbIX KapT ISO 14443 Type A

YCTPOWCTBO YTEHUSA 1 MPOrpamMmmMHoOe
obecrneyeHne Ans NoaaepKk1
©eckoHTakTHbIX KapT ISO 14443 Type B

La

Het

La

La



O6paweHue

OnucaHue

BeckoHTakTHOE YCTPOMCTBO
cuynTbiBaHMA cmapT-kapT Dell
ControlVault 3 ¢ NFC-mopynem

MNCO/M3K 21481

MCO/M3K 18092

Moppepxka kapt ISO 15693

Mopnepxka meTkn NFC

Pexxum yctponctsa uteHus NFC

Pexum yctponctsa 3anvcu NFC

Pexwum ogHopaHroson cetn NFC

CosmecTtmmocTtb ¢ EMVCo

CeptundmumposaHo EMVCo

MHTepdenc NFC Proximity OS

WHTepdenc PC/SC OS

CoBmecTuMocTb ¢ gpansepom CCID

Ceptudmumpoaro gns Windows

Moppepxka Dell ControlVault

YCTPOWCTBO YTEHUS U MPOrpamMMHOe
obecneyeHne Ans noaaepXkm
GECKOHTaKTHbIX KapT 1 KIo4en
6e30MacHOCTM, COBMECTUMbIX CO
craHgaptom MCO/M3K 21481

YCTPOWCTBO YTEHUS U MPOrpamMMHOe
obecneyeHne Ans noaaepXkm
GECKOHTaKTHbIX KapT 1 KIo4en
6e30MacHOCTM, COBMECTUMbIX CO
craHgaptom MCO/M3K 21481

YCTPOWCTBO YTEHUS U MPOrpamMMHOe
obecneyeHne Ans noaaepXkm
B6ecKkoHTaKTHbIX kapT ISO 15693

MopnepxuBaeT YTeHne n o6paboTky
MHdopmaLmm MeTkn, coBmectumon ¢ NFC

Mopoaepxka pexxuma ycTponucTBa YTeHus,
onpegeneHHoro NFC Forum

Mopoaepxka pexxuma ycTponcTaa 3anucu,
onpegeneHHoro NFC Forum

Mopopepxka pexxuma ogHOPaHroBOMW CETH,
onpegeneHHoro NFC Forum

CoBMeCTMMOCTb CO CTaHgapTaMu cMapT-
kapT EMVCo, pa3meLleHHbIMY Ha
WWW.emvco.com

dopmanbHO cepTdMLMPOBaHO Ha
OCHOBaHUW CTaHAapTOB CMapT-KapT
EMVCo

Mepeuncnset yctponctea NFP (Near Field
Proximity) ansa ncnons3osarus 8 OC

Cneuundumkaumnsa nepcoHanbHoOro
KOMMbloTepa/cMapT-KkapThbl Ans
WHTErpaumm annaparHbiX YCTPOMCTB
YTeHWs B cpeny NepcoHanbHOro
KoMnbloTepa

Mopaepxka obwux gpariBepoB Ans
YCTPOWCTBa MHTepdenca BCTPOEHHbIX
neyvaTHbIX NNaT Ans ApaiBeEPOB YPOBHS
ocC

YcTtponcTteo ceptudmumpoaHo Microsoft
WHCK

YcTponcTteo noakntoyaetca K Dell
ControlVault ans ncnonb3oBaHus n
06paboTknN AaHHbIX

@| MPUMEYAHME: BeckoHTaKTHbIe KapTbl 125 K'Y He NnoaaepXnBaloTCA.
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Tabnuua 29. MNopaepxxmBaemble KapTbl

MpoussoauTens Mnarta MopaepxuBaeTtca
HID Mnata jCOP readertest3 A (14443a) Ha

1430 1L

DESFire D8H

iClass (npexHux Bepcuii)
iClass SEOS
NXP/Mifare Mnatbl Mifare DESFire 8K White PVC Oa
Mnatel Mifare Classic 1K White PVC
Mnarta NXP Mifare Classic S50 ISO
G&D idOnDemand — SCE3.2 144K [a
SCEB.0 FIPS 80K Dual+ 1K Mifare
SCEB.0 nonFIPS 80K Dual+ 1 K Mifare
SCEB.0 FIPS 144K Dual + 1K Mifare
SCEB.0 nonFIPS 144K Dual + 1K Mifare
SCE70 FIPS 144K
Oberthur idOnDemand — OCSb.2 80K Oa
Mnata ID-One Cosmo 64 RSA D V5.4 T=0

Mporpammbl ob6ecneyeHns 6e3onacHoOCTH

Tabnuua 30. TexHn4eckune xapakrepuctuku NO ons o6ecnevyeHus 6e3onacHoOCTU

TexHM4YecKkue xapakTepucTuKun

Maket Dell Client Command

OnumoHanesHoe MO Dell Data Security and Management

*  Dell Endpoint Security Suite Enterprise

e Dell Data Guardian

*  Dell Encryption Enterprise

*  Dell Encryption Personal

* Dell Threat Defense

¢ MozyPro nnn MozyEnterprise

¢ RSA NetWitness Endpoint

* RSA SecurlD Access

*  VMware Workspace ONE

* ABGcontoTHas HarmsAHOCTb U KOHTPOMb KOHEYHOM TOYKM



NMporpammMHoe obecne4vyeHune

B aTon rnaBe onucaHbl NogaepXMBaemble onepaumoHHbIE CUCTEMbI U NOPSOO0K YCTaHOBKU OpanBepos.

3arpy3Ka ApauBepoB AOnis

1
2
3

© 0 N o o b

Bkntounte HOyTOYK.
Mepevigute Ha Be6-y3en Dell.com/support.

Beibepute pasgen Product Support (Moanepxka no npoaykram), BBEAWTE CEPBUCHBIN KOA Ballero HoyToyka n Haxmute
kHOMKy Submit (OTnpaBuTb).

®

NMPUMEYAHMUE: Ecnu y Bac HeT cepBUCHOro KoAa, MUCNonb3ynTe PyHKLUIO aBTOMaTUYECKOro O6HapyXeHus
WM HanauTe Moaesib Ballero HOyToyka Bpy4Hylo.

LWenkHnte Ha Drivers and Downloads (O panBepbi u 3arpy3ku).

BbibepunTe onepaunoHHY0 CUCTEMY, YCTAHOBIEHHYIO Ha HOYTOYKe.

MpokpyTuTEe CTpaHuLy BHWU3 1 BbibepuTe ApaviBep AN YCTAHOBKM.

Haxmute Download File (3arpy3utb chann), 4tobbl 3arpy3uTb Apansep AN Ballero HoyToyka.
Mocne 3aBeplueHns 3arpy3ku nepenaute B Nanky, rae 6uin coxpaHeH dann gpansepa.
[Baxabl HaXXMUTE Ha 3HAYOK havina Apaneepa 1 cnegynTe ykasaHUAM Ha SKpaHe.



HacTtpouka cucremsl

N3meHATbL napameTpbl B nporpamMmme HacTponku BIOS MOXHO TONBKO ONbITHLIM
nonb3oBaTensiM. HekoTopblie U3MeHeHUs1 MOTyT NPUBECTU K HENMpPaBUIIbHOW paboTe KOMNbIOTEpa.

(® | NIPUMEYAHMUE: Mpexae YeM BHOCUTL U3MEHEHUA B NporpamMmmy HacTpouku BIOS, pekomenayeTcs 3anucatb
MHdopMaLMIO C ee 3KpPaHOB AJIA UCNONMb30BaHUA B GyayLuem.

WcnonbayiTte nporpammy HacTporku BIOS ang cnegyowmx uenen:

* nomny4yeHue nHdopmauum 06 obopyaoBaHMM KOMMNbIOTEPA, Hanpumep 06 obbeme onepaTMBHOM NAMATN N EMKOCTU XXECTKOTO
Ancka;

*  M3MEeHeHue NHdopMaLmMKn 0 KOHUrypaLuum CUCTEMBI;

¢ YCTaHOBKa Ui n3MeHeHune nofib30BaTesIbCKUX NapamMeTpoB, B YACIIE€ KOTOPbIX Naposib nofb3oBarend, TUMn yCTaHOBJIEHHOIO
XeCTKOro aucka v BKnovYeHune nnn oTkniovYeHne OCHOBHbIX yCTpOI7ICTB.

Tembl:

*  MeHto 3arpysku

*  KnaBuwu HaBuraymu

* [NocnepoBaTenbHOCTb 3arpy3ku

e [lapaMeTpbl HACTPOWNKMN CUCTEMDI

*  OG6HoBneHue BIOS B Windows

*  CucTemHbI Napornb 1 Naporb NporpaMMbl HACTPOMKM

MeHI0 3arpy3Ku

HaxmuTte knasuwy <F12> npu nosisnexHun norotuna Dell, 4To6bl OTKPbITb MEHIO OQHOKPATHOW 3arpy3ku CO CMMCKOM NMOoAXO0OSLLMX
3arpy3o4HbIX YCTPOWCTB cMCTeMbl. B faHHOM MeHIo Takke nmetroTest nyHkTbl Diagnostics (dunarHocTtuka) n BIOS Setup (MNporpamma
HacTpolikn BIOS). YcTpoWicTBa, ykasaHHble B MEHIO 3arpy3ku, 3aBUCAT OT 3arpy304HbIX YCTPOWUCTB cUCTEMbI. [laHHOe MEeHIo NonesHo
npu NOnbITKE 3arpy3nTbCsi C KAKOrO-NIMOO KOHKPETHOrO YCTPOMCTBA UMW BbINOMHWUTL AUAarHOCTUKY cucTeMbl. [pyn ncnonb3oBaHnm
MEHIO 3arpy3ku He MPOUCXOAUT HUKAKUX U3MEHEHWUIA B NOpsiaKe 3arpy3ku, coxpaHeHHoMm B BIOS.

JocTynHble NnapameTpbl:

» 3arpyska B pexume UEFI:
—  Windows Boot Manager (MeHegxep 3arpy3ku Windows)

* [pyrve napameTpbl:
— Hactpowika BIOS
— O6HosneHuve dnaw-namatn BIOS
— [OwnarHocTtuka
—  W3meHuTb HacTporikn pexuma 3arpy3ku

KnaBuwu HaBuraumm
®

NMPUMEYAHUE: Onsa 6onblUMHCTBa NapamMeTpoB NporpaMMbl HACTPOMKKU CUCTEMbI, BCe caeraHHble Nonb3oBaTenem
M3MEHEHUS PEerucTpupyroTcsi, Ho He BCTYNaKT B CUITY A0 Nepe3arpy3ku CUCTEMBI.




KnaBuwn HaBurauusa

Crtpenka BBepx MepemellaeT Kypcop Ha npeablgyLuee none.

Crtpenka BHU3 MepemeLllaeTt Kypcop Ha cnegyollee nore.

Beop Mo3BonseT BbIOpaTh 3Ha4YeHNe B BbIGPaHHOM nore (eCnu NPYMEHNMO) MW MPOWTU MO CChINKe B Morne.
KnaBuwa Pa3BopauuBaeT nnv cBOpayMBaEeT PackpbIBaOLLMNCH CNNCOK (€CNN NPUMEHNMO).

npob6ena

Bknapgka MepemeLllaet kypcop B cneaytoLLyo obnacTb.

KnaBuwa Esc O6GecneunBaeT nepexo K NpeabiayLlen CTpaHuLe A0 NOsIBNEHMS OCHOBHOIO akpaHa. lNpu HaxaTtun

KnasuLuM Esc Ha OCHOBHOM 3KpaHe oTobpaxaercs coobLeHre, B KOTOPOM NpeaiaraeTcsi COXpaHWUTb BCe
HeCOXpaHeHHble U3BMEHEHUA U Nepe3anyCTUTb CUCTEMY.

lNocneaoBaTenibHOCTb 3arpy3Ku

dyHkumsa Boot Sequence (MocnegoBatenbHOCTb 3arpy3ku) NO3BOMSET NONb30BaTENAM 060MTU YCTaHOBINEHHYIO
nocnenoBaTenbHOCTb 3arpy3ku C YCTPOWCTB M BbIMOMHUTE 3arpy3ky cpasy C BbIOpaHHOro ycTponcTBa (Hanpumep, ¢ ONTUYECKOro
UINN XXeCTKOro aucka). Bo Bpemsi camoTecTmpoBaHusi npu BknodeHun nutanus (POST), noka BeicBeunsaeTcst norotvn Dell, Bbl
MOXeTe BbINOMHUTL CrieaytoLmne OeicTBUS.

+ Boitu B nporpaMmy HacTpOMKM CUCTEMbI HaXaTUEM KraBuwn <F2>
+ BbI3BaTb MEHIO OQHOKPATHOW 3arpy3ku HaxaTvem knasuwm <F12>

MeHto ogHOKpaTHOWM 3arpyskum 0To6pa>KaeT AOOCTYNHbIe OnA 3arpy3ku yCTpOVICTBa, a Takxe d)yHKLl,IMO ANarHOCTUKN. ,D,OCTyI'IHbIe
beHKLI,VIVI B MEHIO 3arpy3ku.

» Removable Drive (if available) (CbemHbI guck (ecrnv TakoBoOW JOCTYMEH))
* STXXXX Drive (Aunck STXXXX)

@| MPUMEYAHUE: XXX o603Ha4yaeT Homep aucka SATA.
»  Optical Drive (if available) (OnTuuyeckun amck (ecnun 4OCTYMNHO))
»  SATA Hard Drive (if available) (?KecTtkun gnck SATA (ecnu JOCTYMNHO))
* [warHocTtuka

0]

NMPUMEYAHME: MNMpwu BbI6ope nyHkTa Diagnostics ([inarHoctnka) otobpa3muTtca akpaH ePSA diagnostics
(AvarHocTuka ePSA).

M3 akpaHa nocnegoBaTenbHOCTU 3arpy3kn Takxe MOXHO BOWTU B nporpammy HaCTPOMKN CUCTEMBI.

MapameTpbl HACTPOWKN CUCTEMbI
®

NMPUMEYAHUE: B 3aBUCMMOCTM OT HOYTOYyKa M YCTaHOBIEHHbIX B HEM YCTPOMCTB yKa3aHHbIe B AAHHOM paspaene
MYHKTbl MEHIO MOTYT OTCYTCTBOBaTh.

O6wue napameTpbl

Tabnuua 31. «O6wme»

MapameTp OnucaHue

System Information OTobpaxaeTcsa cnepyrowas MHOOPMaLUS:
+ System Information: oTobpaxatotcsa BIOS Version, Service Tag, Asset Tag, Ownership Tag,
Manufacture Date, Ownership Date 1 Express Service Code.

*  Memory Information (CBegeHunst o namstu): otobpaxatotca Memory Installed
(YcraHoBneHHas namsaTb), Memory Available (JocTynHas namaTb), Memory Speed



MapameTp

OnucaHwue

Battery Information

[NocnepoBaTtenbHOCTb 3arpyskum

UEFI Boot Path Security

Date/Time

(BbicTpoaencTeue namsaTn), Memory Channel Mode (Pexxum kaHanos namsatu), Memory
Technology (TexHonorusa namsatu), DIMM A Size (Pa3mep namatu B cnote DIMM A) n
DIMM B Size (Pa3smep namatu B cnote DIMM B).

CeepieHus o npoueccope: otobpaxatotcs Processor Type (Tun npoueccopa), Core Count
(KonuuecTtBo sinep), Processor ID (MpeHTudmkaTop npoueccopa), Current Clock Speed
(Tekywasn TaktoBas 4acrora), Minimum Clock Speed (MnHumanbHas TakToBas
yacrtorta), Maximum Clock Speed (MakcumanbHas TaktoBasi yacrtora), Processor L2
Cache (Kaw BTOporo yposHsi npoueccopa), Processor L3 Cache (Kaw TpeTbero ypoBHs
npoueccopa), HT Capable (Mopaepxka cdyHkumn HT) n 64-Bit Technology (64-
paspsigHas TexHomnorus).

Device Information: otobpaxatotcs Primary HDD, M.2 PCle SSD-0, LOM MAC Address, Video

Controller, Video BIOS Version, Video Memory, Panel type, Native Resolution, Audio
Controller, Wi-Fi Device 1 Bluetooth Device.

OT06pa)K36TC$I COCTOAHUE paGOTOCI'IOCOGHOCTVI aKKymMmyndaTopa un NHopmauus, YCTaHOBIEH 1NN
aganTtep nepemMeHHOro Toka.

[Mo3BonseT onpeaennTb NOPSA0K, B KOTOPOM OCYyLLEeCTBNAKTCA NONbITKN HanTn onepaunoHHYO
cucrtemMmy Ha yCTpOVICTBaX, YKa3aHHbIX B CMNCKe.

OTOT napameTp No3BONsET onpeaenuTb, OyaeT N cuctema 3anpalumeaTh y nonb3oBaTens
napornbs agMuHucTpaTopa npu 3arpyske no nytu UEFI us meHto 3arpysku F12.

Always, Except Internal HDD (Bceraa, 3a nckno4YeHmem BHyTPEHHErO XeCTKOro AMcka) — no
yMOnyaHuio

Always, Except Internal HDD&PXE
Always (Bcerga)
Never (Hukoraa)

MosBonger YCTaHOBUTb aTy N BpeMA. M3mMeHeHnsa cucteMHoOM gaTbl U BpEMEHU BCTynawT B
cuny HemensneHHo.

CBeaeHusa o cucteme

Ta6bnuua 32. System Configuration (KoHdurypauus cuctemsi)

MapameTp

OnucaHwue

Integrated NIC

SATA Operation

Drives

[Mo3BoONSAET HACTPOUTL BCTPOEHHLIN KOHTPOMSEP NOKaNbHOW CETU.

Disabled (OTknio4eHO) — BCTPOEHHbIN KOHTPOMep foKanbHON CETU OTKIIOYEH N HEe BUAEH
Ons onepaunoHHON CUCTEMBI.

Enabled (Bknto4eHO) — BCTPOEHHbIV KOHTPOIIEP NTOKanbHOW CETU BKITHOYEH.

Enabled w/PXE (BkntoveHo ¢ ncnons3osaHnem PXE) — BCTPOEHHbI KOHTpOnep
noKkanbHOW CeTun BKIoYeH (C 3arpyskon PXE). 3ToT BapmaHT BbIGpaH Mo ymonyaHuio.

[Mo3BONSAET HACTPOUTL PEXNM pa6OTbI BCTPOEHHOro KOHTpOonfepa XeCcTtknx AUNCKOB.

Disabled (OTknto4eH0) = KoHTponnepbl SATA CKpbITbI
AHCI| — SATA-koHTpornnep HacTpoeH and pabotel B pexume AHCI
RAID ON = SATA HacTpavBaeTcsa anst nogaepxku pexuma RAID (BbIGpaHo No ymonyaHuio)

Mo3BonseT BKMOYaTb UMM OTKIOYaTh Pa3nUyHble UCKA U AUCKOBOAbI, YCTAaHOBMEHHbIE B
KoMMbloTEpE.

SATA-2 (BKIKOYEHO MO YMOIMYaHWI0)



MapameTp

OnucaHwue

Smart Reporting

USB Configuration
(KoHdpurypauumsa USB)

Thunderbolt Adapter
Configuration

USB PowerShare

Audio

Keyboard lllumination

Keyboard Backlight Timeout on
AC

*+  M.2 PCle SSD-0 (TeepgoTtenbHbii Hakonutenb M.2 PCle SSD-0) — BKtO4eHO Mo
YMOMYaHuio

370 none onpeaensert, 6yayT nu Bel4aBaTbCsi COOOLLEHNS 06 OLIMOKaX BCTPOEHHbIX XXECTKMX
AVCKOB BO BpeMms 3anycka cuctemsl. lNapametp Enable Smart Reporting option (BkntounTtb
BbiBoA coo6weHnt SMART) no yMOnYaHUo OTKITHOHEH.

MosBonseT BKMOYaTb UMM OTKIIOYAaTb BCTPOEHHBI KOHTpornep USB.

» Enable USB Boot Support (Bkntounts nogaepxky sarpy3ku ¢ USB)
* Enable External USB Port

Bce napameTpbl BKMAOYEHbI MO YMOMYaHUIO.

OTOT pasgen No3BoNAeT HaCTpouTb KOHGUrypaumio agantepa Thunderbolt.

*  Thunderbolt — BKNIOYEHO NO YMOMYaHMIO

* Enable Thunderbolt Boot Support — oTknto4yeHo
¢ No security — OTKNOYEHO

* User configuration — BKIOYEHO NO YMOMYaHMIo
+ Secure connect — OTKIMOYEHO

* DisplayPort and USB Only — oTkIto4eHo

OTOT napameTp CNyXWUT AN HACTPOWKN pexrnMa paboTbl pyHkumm USB PowerShare.
* Enable USB PowerShare — OTKMNOY4EHO MO yMOSYaHWIo

3T1a (hyHKUMA NO3BONAET NONb30BaTENsM 3apsAXaTb BHELUHWE YCTPOWCTBA, HanpumMep
TenedOoHbl U NOpTaTUBHbIE My3blKarnbHble NpourpbiBaTeny, nnm obecnevmBaTtb UX
3MEeKTponMTaHne, NCMOoMb3ys HAKOMMEHHYIO 3HEPrio CUCTEMHOIO akKyMynsaTopa, Yepes nopt
USB PowerShare Ha HOyTOyke, Noka HOYTOYK HaxogQUTCA B CMSILLEM PEXUME.

Mo3BonseT BKOYaTh UMM OTKIIOYaTbL BCTPOEHHbIN ayanokoHTponnep. Mapametp Enable Audio
(BknounTb ayamno) BeibGpaH no yMonyaHumio.

+ Enable Microphone (Bkntountb MUKPOOH)
» Enable Internal Speaker (Bkno4nTb BCTPOEHHbIV AUHAMMK)

O6a napameTpa BKIKOYEeHbl MO YMOM4YaHUIo.

B aTtom none MoxHo BbIGpaTh pexnm paboTbl yHKUMM NOACBETKMN KNaBnaTypbl. YpoBEHb
APKOCTW NOACBETKMN KraBmaTypbl MOXHO yCTaHOBUTL B ananasoHe ot 0 4o 100%. JocTynHble
napameTpbl:

» Disabled (OTkntoyeHo)
» Dim (Tyckno)
* Bright — BKNtOYEHO NO yMONyaHuio

Bpems oxunaaHus 3aTeMHeHNst NOACBETKM KnaBuaTypbl Npu NUTaHUM OT UCTOYHUKA
nepeMeHHoro Toka. ATOT NapaMeTp He BMUSIET HA OCHOBHYO (hYHKLMIO MOACBETKM KraBuaTypbl.
OcBelleHWe KnaBnaTypbl MPOAOITKUT NOALEPKNBATL PA3NINYHbIE YPOBHU OCBELLEHUS. JTOT
napameTp AeNCTBYeT, koraa NofcBeTka BKItodeHa. [JocTyrnHble napameTphbl:

+ 5¢

* 10 sec — BKIIHOYEHO MO YMOMYaHUo
« 15c

« 30c

* 1 MUH

* 5MuH



MapameTp OnucaHue

e 15 MuH
* Never (Hukorga)

Keyboard Backlight Timeout on Bpems oxugaHus 4o OTKMHOYEHUSI MOACBETKM KNaBuaTypbl NPy NUTaAHUM OT akkymynsTopa. dToT

Battery napameTp He BMUSIET HA OCHOBHYIO OYHKLMIO NOACBETKM knasuaTypbl. OcBelleHne KnaBuaTypbl
NPOOOIHKUT NOAAEPKMBATL PA3NUYHbIE YPOBHM OCBELLEHUsI. ATOT NapameTp AeWCTBYET, Koraa
nofceeTKa BkntoveHa. [locTynHble napameTpsbi:

« 5¢

* 10 sec — BKIOYEHO MO YMOMYaHUIO
« 15¢c

« 30c

* 1 MUH

* 5MuH

* 15 MuH

* Never (Hukorga)

Unobtrusive Mode » Enable Unobtrusive Mode (OTKMHOYEHO MO YMOMYaHuo)

Ecnun a10T napameTp BKIOYEH, HaxaTtue knasuw Fn+SHIFT+B oTkno4yaeT Bce UCTOYHMKKM CBETa
1 3ByKa B CMCTEME.

HaxwmuTte knaBuwm Fn+SHIFT+B, 4Tobbl BEpHYTHCA B OOLIYHbBINA PEXUM.

Miscellaneous Devices [Mo3BonseT BKNOYaTb UM OTKMOYATb cnegywuine YCTPOVICTBEZ

* Enable Camera (BkniounTb Kamepy): napaMeTp BKIOYEH NO YMOMYaHUIo
» Enable Hard Drive Free Fall Protection (BKNOYEHO MO yMOM4aHuIo)

» Enable Secure Digital (SD) Card (BKMO4€HO N0 YMOMNYaHuto)

»  Secure Digital (SD) Card Boot

»  Secure Digital (SD) Card Read-Only Mode (Pexwum "Tonbko YteHue" gns kapTbl Secure Digital
(SD))

MAC Address Pass-Through »  System Unique MAC Address (OTKMOYEHO MO YMOMYaHMIo)
* Integrated NIC 1 MAC Address (MAC-agpec BCTpOeHHOW ceTeBor nnatbl 1)
+ Disabled (OTknto4yeHo)

3Ta PyHKUMA 3ameHseT BHewH MAC-agpec ceTeBor nnatbl (B NnogaepXnsaemom
CTbIKOBOYHOM MoZyre unv nepexogHuke) Ha BolbpaHHbii MAC-agpec us cuctemsl. o
YMOMYaHWIO yCTaHaBNnBaeTcsa ncnornb3oBaHne TpaHantHoro MAC-aapeca.

Video (Bugeo)

MapameTp OnucaHue

LCD Brightness Mo3BonsieT HaCcTpOUTb APKOCTb AUCTNES B 3aBUCMMOCTM OT MCTOYHUKE NUTAHUSA: akKymMynsaTopa unm
WCTOYHUKA NepeMeHHOro Toka. ApkocTb XKK-gucnnesi He 3aBUCUT OT akkymynsaTopa v aganTtepa
nepemMeHHoro Toka. Ee MOXHO HacTpouTb C MOMOLLIbIO MON3YHKa.

@ | MIPUMEYAHUE: MapameTpbl M306paxeHUsi 0TOGpaxaloTCA TONbLKO NpU YyCTaHOBKE B KOMNbIOTEP BblAeneHHOW
BUAEOKapThbl.



Security (be3onacHocCTb)

Tabnuua 33. Security (BesonacHocTb)

MapameTp

OnucaHue

Admin Password
System Password

Internal HDD-2 Password

Strong Password

Password Configuration

Password Bypass

Password Change

UEFI Capsule Firmware Updates

TPM 2.0 Security

Absolute

Mo3eonser yCTaHaBnMBaTb, UBMEHATb N yOaNATb Naposib agMUHUCTPpartopa.
Mo3eonser yCTaHaBnMBaTb, UBMEHATb N yOanATb CUCTEMHBbIN Naponb.

OTOT NnapaMeTp No3Bonset yCTaHaBMBaTb, USMEHATb NN yaanATb Naponb ANA BHYTPEHHEro
XEeCTKOro Aucka CUCTeMbl.

OTOT NapaMeTp NO3BOSISIET BKIIKOYATL UKW OTKIOYaTh HAAEXHbIE Naponn Ans KomnbloTepa.

Mo3eonser YCTaHOBUTb MUHUMalbHOE U MakCUMalribHOE YMCI1I0 CUMMBOSOB A4 NaponA
agMUHUCTpaTopa 1 CUCTEMHOTIO Naponsi. YMcno cMmMBOIOB MOXET ObITb OT 4 go 32.

OTOT NnapaMeTp No3Bonset obontn npurnaweHna K BBogy CUCTEMHOIo (3arpy30quro) napons
1 napona BCTPOEHHOIo XXeCTKOro Ancka BO BpeMsd nepesarpy3km CUCTeMbl.

» Disabled (OTknto4eHo0): Bcerga 3anpallnBaTtb BBOA CUCTEMHOMO Napons 1 naponsi
BCTPOEHHOrO XECTKOro ANCKa, eCriM TaKOBble YCTAHOBMEHbI. dTa PYHKUMSA BKIOYEHA NO
YMOIYaHMIo.

» Reboot Bypass (O6xog npu nepesarpyske): 06xoa npurnalleHuii K BBogy naponew npu
nepesanyckax («ropsymx» nepesarpyskax).

(@ |MPUMEYAHUE: Cuctema obsasaTenHo OyaeT BbiAaBaTh 3anpoc Ha BBOA
YCTaHOBJIEHHOIO CUCTEMHOIO NMapons 1 Napons 3alWuTbl BCTPOEHHOr0 XXeCTKOro
AUCKa Npu BKNHOYEeHNU NUTAHUA U3 BbIKITIOYEHHOINo COCTOAHUA (T. H. «XofiogHas
3arpy3ka»). Kpome Toro, cuctema 6yaeT BbigaBaTh 3anpoc Ha BBOA4 naponeun
NIOObIX XEeCTKUX AUCKOB, YyCTaHaBlIMBaeMbIX B nob6oe MoAynb pacwupeHus.

[aHHbIN napameTp NO3BONSET pa3peLunTb UK 3anpeTUTb U3MEHEHNE CUCTEMHOIO Napong n
naposida XeCTKoro Ancka, ecrn yCctaHoBneH naponb agMUuHUCTpartopa.

Allow Non-Admin Password Changes (Pa3pelunTb n3ameHeHue naponen nNuLom, He
ABNAOLWMNMCA aAMUHUCTPATOPOM): 3Ta (DYHKLMS BKIOYEHA MO YMOMYaHUIo.

OT10T NnapameTp onpeaenseT, byaeT Ny cuctema paspeluatb o6HoBneHus BIOS ¢ nomoLsto
naketoB obHoBneHusa UEF| Capsule. 3ToT napameTp BbibpaH no ymonyaHuo. OTKYEHME 3TOro
napameTpa 6yaert 6nokuposatb 06HoBNeHus BIOS oT Takmx cnyx6, kak LieHTp o6HoBneHus
Windows u Linux Vendor Firmware Service (LVFS).

Mo3BonseT KOHTPONMPOBATb JOCTYMHOCTb AOBEPEHHOIO nnartdopmeHHoro moayns (TPM) ans
onepauyoHHON CUCTEMBI.

+  TPM On (dyHkums TPM BknoveHa) (N0 yMOnyYaHuio)

*  Clear (O4mncTutb)

» PPl Bypass for Enable Commands (06xog PPl onst BKno4YeHns KomaHa)
» PPl Bypass for Disable Commands (06xoa PPl anst oTkno4eHns komaHza)
* PPl Bypass for Clear Commands (O6xog PPl ansa cépoca komaHa)

+ Attestation Enable (BkntounTb aTTectauuio) (Mo yMonyaHuto)

* Key Storage Enable (Bkntountb xpaHunuiuie knoven) (no ymonyaHumio)

+  SHA-256 (no ymonuaHmio)

BbiGepute oauH 13 BapuaHToB.

+ Disabled (OTknto4yeHo)
* Enabled (BkntoyeHo) (no ymonyaHuto)

370 none No3BONSAET BKIOYUTL U OTKIIOYNTL BPEMEHHO MMM OKOHYaTENbHO MHTepdenc moayns
BIOS onuwnoHanbHom cnyx6bl Absolute Persistence Module ot Absolute Software.



MapameTp

OnucaHwue

OROM Keyboard Access

Admin Setup Lockout

Master Password Lockout

SMM Security Mitigation

* Enabled — aTOT BapuaHT BbIOpaH No yMmonyaHuio.
+ Disabled (OTknto4yeHo)
* Permanently Disabled

OTOT NapameTp NO3BOMSIET ONPeAenuTb, JOCTYNEH N Nonb3oBaTensam Bxog B MeHto Option
ROM Configuration (KoHdurypauus gononHutensHoro M3Y) ¢ noMoLLbo ropsiumx Knasul BO
BpEMSI 3arpy3ku.

* Enabled (BkntoyeHo) (no ymonyaHuio)
» Disabled (OTknto4YeHo)
* One Time Enable (BkntounTtb Ha oguH pas)

MMo3BonseT npegoTBpaTUTL BXOA NONb30BaTenemn B nporpammy HaCTPOWKN CUCTEMbI, ECINN
YCTaHOBJ1€H NapoJib agMUHUCTPAaTopa. 3101 napamMmeTp no ymosi4aHuio He yCTaHOBJIEH.

[Mo3BoONSAET OTKNIOYNTL noaaepXkKy OCHOBHOIO napond. M3MeHNTb 3TOT NapameTp MOXHO
TOJNbKO nocne yganeHua naponewn XecTknx ANCKOB. oToT napamMmeTp no ymosiHaHuto He
YCTaHOBJ1E€H.

MosBonseT BkMoYaTb MMM OTKMOYATh AONONHMTENbHbIE CPeACTBa ANS YCTPaHEeHNs yrpo3
6e3onacHocTn UEFI SMM. BToT napameTp nNo yMonyaHuio He yCTaHOBIIEH.

Secure Boot (be3onacHas 3arpy3ka)

Tabnuua 34. Secure Boot (Be3onacHas 3arpy3ka)

MapameTp

OnucaHune

Secure Boot Enable (BEesonacHas
3arpyska BKIHYeHa)

Secure Boot Mode

Expert key Management

Mo3BonsieT BKMOYATb UK OTKMOYaTh hyHKLUMIO Be3onacHow 3arpy3ku
» Secure Boot Enable (besonacHas 3arpyska BkrtoyeHa)

MapameTp He BbIGpaH.

lMo3BonseT nsmeHnTb NoBeaeHve 6e3onacHon 3arpy3ku, paspeLuas oueHuBaTh Um
NPUHYAMTENBHO NPUMEHATL LudpoBblie nognucu gpansepos UEFI.

*  Deployed Mode (Pa3BepHyTbIN pexunm) — no yMOn4aHuio
* Audit Mode (Pexum ayauTa)

[Mo3BonseT ynpaBnATb kNoYOM 3awwuTbl 6a3 AaHHbIX, TOMBKO €CN CUCTEMA HAaXOAWUTCS B
nonb3oBartenibckom pexmme. PyHkumsi Enable Custom Mode (Bknrountb
nonb30BaTeNbCKUA PEXUM) MO YMONMYaHWIo OTKMoYeHa. [JocTynHble napameTpbl:

*  PK (no ymonyanuio)

« KEK
« db
« dbx

Ecnu BkntounTb Custom Mode (Monb3oBaTenbLCKUA peXXnM), NosIBATCA COOTBETCTBYHOLLNE
BapuaHTbl Bbibopa ans PK, KEK, db u dbx. [locTynHble napameTpbi:

» Save to File (CoxpaHuTb B chain): coxpaHeHue Knoda B BbIOpaHHbIN Nofb3oBaTenem
dann

* Replace from File (3ameHuTb U3 cpanna): 3ameHa TeKyLLEro Kro4va KIo4om u3s
BbIGpaHHOro nonb3oBarenem danna

* Append from File (o6aBuTb U3 canna): gobasneHue kniova B TeKyLUyto 6a3y gaHHbIX
13 BbIGpaHHOro Nonb3oBaTenem darina



MapameTp OnucaHue

* Delete (YaanuTtb): ynaneHue BbiGpaHHOIo Kntova
* Reset All Keys (C6pocuTb Bce kntoum): cOpoc C BO3BPATOM K HACTPOWKE MO YMONMYaHWI0
» Delete All Keys (YaanuTb Bce Kno4u): yaaneHne BCex Kroven

@® | IPUMEYAHUE: Ecnu otkntounTb Custom Mode (Monb3oBaTenbCckuil pexum), Bce
BHECEHHbIe U3MEHEHUA OyayT yaaneHbl, u 6yayT BOCCTaHOBMNEHbI HACTPOWUKU
KJTIIO4YEeN MO YMONYaHUIO.

Intel Software Guard Extensions

Tabnuua 35. Intel Software Guard Extensions

MapameTp

OnucaHue

Intel SGX Enable

Enclave Memory Size

OTu nonsi No3eonsoT obecneyunTb 3alMLLEHHYIO cpeay Ans
3anycka koga/xpaHeHusi KoHpmaeHUMarnbHbIX JaHHbIX B
KoHTekcTe ocHoBHom OC.

BbibepuTe 0AMH U3 CrieayoLLX BapuaHToB.

+ Disabled (OTkntouyeHo)
» Enabled (BkntouyeHo)

« Software Controlled (YnpaBneHue ¢ nomouibto NMO) — no
yMonyaHuio

[aHHbin napameTp ycTaHasnueaet 3HadeHne SGX Enclave
Reserve Memory Size (Pa3vep pe3epBHO NamMsiT BHYTPEHHEW
obnactn SGX).

BbiGepuTe oauH 13 criedyowmnx BapuaHToB.

+ 32MB
« 64 MBb
* 128 MB (128 M6anTt) — no ymonyaHuto

Performance (lMpousBoguTenbHOCTD)

Tabnuua 36. Performance (Mpou3BoguTenbHOCTD)

MapameTp

OnucaHue

Multi Core Support

B aToM none ykasblBaeTcs konumyecTso BblaeneHHbIx sgep LM
NS 3TOoro npouecca — OAHO unu Bee. MNpor3BoanTenbHOCTb
HEKOTOPbIX NPUNOXEHUIA MOBBILLAETCS NPU MCMONb30BaHWUM
[LOMNOMHUTENbHLIX AAep.

* All (Bce) — no ymonyaHuio
e 1
. 2



MapameTp

OnucaHue

Intel SpeedStep

C-States Control

Intel TurboBoost

Hyper-Thread Control

- 3

[Mo3BonseT BkNoYaThk UM OTKNOYaThL pexum npoueccopa Intel
SpeedStep.

* Enable Intel SpeedStep (Bkntountb ¢yHkuuio Intel
SpeedStep)

OToT napamMeTp yCTaHOBJIEH NO yMON4YaHUio.

Mo3BoMNsET BKIOYATL MU OTKIHOYATL AOMONHUTENBHBIE
COCTOSIHVSi CHa npoueccopa.

» C States (C-cocTosiHuSA)

OTot napamMeTp yCTaHOBJIEH MO yMOT4YaHUIO.

[No3BonseT BkNOYaTb UNK OTKMYaTh pexuM Intel TurboBoost
npoueccopa.

* Enable Intel TurboBoost (BknounTtb pexum Intel
TurboBoost)

OT0T NnapameTp YCTaHOBMNEH MO YMON4YaHuio.

Mo3BonsieT BKNOYaTh UK OTKIOYATL PEXUM FMMNEPNOTOYHOCTM
B MpoLeccope.

+ Disabled (OTkntouyeHo)
» Enabled (BknioveHo) — no ymonyaHuio

YnpaBneHue 3aHepronoTpebneHnem

MapameTp
AC Behavior

Enable Intel Speed
Shift Technology
(Bknountb
TexHornoruo Intel
Speed Shift)

Auto On Time

USB Wake Support

OnucaHue

[Mo3BonseT BKNOYaTb UM OTKMAOYATb BO3MOXHOCTb aBTOMAaTUYECKOro BKMAOYEHNSA KOMMbOTEPA NpuU
nogcoeanHeHM agantepa nepemMeHHOro Toka.

3HayeHue no ymonuaHuio: naxok Wake on AC (3anyck npu NOAKNIOYEHUN K CETU NEPEMEHHOIO TOKa) He
YCTaHOBIEH.

+ Enable Intel Speed Shift Technology (Bkntountb TexHonoruio Intel Speed Shift)

3HadeHune no ymon4yaHuto: Enabled (BkntoueHo)

[Mo3BonseT 3afaBaTb BPEMS aBTOMaTUYECKOrO BKNHOYEHMS NUTaHNS KOMMbOTEPa. D,OCTyI'IHbIe napameTpbl:

+ Disabled (OTknto4yeHo)

* Every Day (Kaxabiin AeHb)

*  Weekdays (B paboune gHn)
» Select Days (BbibpaTb gHu)

3HadeHune no ymon4yaHuto: Disabled (OTknto4eHo)

Mo3BonseT BkMo4aTh BO3MOXHOCTb BbIBOAA KOMMbIOTEPA M3 pexrma Standby (pexnm oxuaaHust) ¢
nomotwbto yctporncts USB.



MapameTp

Wireless Radio
Control

Wake On LAN
(Mpo6yxaeHue no
nokanbHoOMu ceTn)

Block Sleep

Peak Shift

Advanced Battery
Charge
Configuration

Primary Battery
Charge
Configuration

OnucaHune

NMPUMEYAHMUE: 3T1a dpyHKUMA paboTaeT TONbLKO B TOM clly4ae, eciii K KOMNbTepy
noacoeAuHeH aganTep nepemMeHHoro Toka. Ecnu orcoegnHuTb agantep nepeMeHHOro Toka o
nepexoaa KoMmnblTEpa B XAyLWwun pexxum, BIOS npekpatut nogayy nutaHus Ha Bce noptbl USB
B LieNniX 3KOHOMUU 3apsAaa akKymynsrTopa.

+ Enable USB Wake Support (Bkntountb nogaepxky BolBoAa KOMMbOTEPA U3 PEXNMa OXUAAHUS C
nomotwbto yctporncts USB)

Ecnun ata dyHKUMA BKNOYEHA, OHa HAXOOWUT NOAKIIOYEHNE CUCTEMBI K MPOBOAHOW CETU, NOCHE Yero
OTKMoYaeT BbibpaHHble ycTponcTea 6ecnposogHon cesaan (WLAN n/mnn WWAN).

*  Control WLAN radio — OTKnto4eHo

[Mo3BonseT BKNOYaTb UK OTKMOYATb beHKLI,VIIO, o6ecneqMBarou.|,yro BKIMKOYEeHUe nnTaHna BbIKIMKOYEHHOIo
KOMNblOTEpa No curHany, nepegaBaemMomy no NoKanbHOM ceTu.

+ Disabled (OTknto4yeHo)
* LAN Only (Tonbko LAN)
* LAN with PXE Boot (LAN B pexume 3arpysku PXE)

3HayeHune no ymonyaxmio: Disabled (OTkMo4eHO)

OTOT NapameTp No3BosseT GrokupoBaTh nepexoq B cnawmii pexum B cpege OC. Mpu BKIOYEHUN 3TOMO
napameTpa cucTeMa He GyOeT NepexoamnTb B CMSLLMIA PEXUM.

Block Sleep — oTknto4eHo

[aHHbI napaMeTp NO3BONSET MUHUMN3NPOBATL n0Tpe6r|$|emy|o MOLLHOCTb NepeMeHHOro Toka Bo BpemMs
NUKOBbIX Harpy3okK pa60qero aHs. Mpwn BKNOYEHMM 3TOrO NapameTpa cnuctema r|0Tpe6n$|eT TONbKO 3HEPruto
aKKyMyndaTopa, gaxe ecrn nogkniyeH NCTOYHUK NepeMeHHOro Toka.

* Enable Peak Shift (BknounTb peXum CMeLLEHUS MMKOBOWM Harpy3km) — OTKITHOYEHO
* YcrtaHoBuTe nopor 3apsga ansa akkymynatopa (o1 15 go 100 %), no ymonyaHuio 3agaHo 3HaveHve 15 %

OTOT NapaMeTp NO3BOSISAET NPOLNNTL paGOTOCI’IOCO6HOCTb aKKyMyndaTtopa. [MNpw BKNOYEHUN JAHHOTO
napameTpa cucrtema ncnonb3yet CTaHOAPTHbIN anropuTM 3apsiaky 1 apyrue cnocobbl BO BpemsA
6espenicTBus KOMNblOTEPA, YTO NO3BONAET NPOoASINTb CPOK CJ'Iy>K6bI aKKymMyndaTtopa.

Enable Advanced Battery Charge Mode (BkntounTb yny4LIEHHbIA PEXUM 3apsakvM akkymynsatopa) —
OTKITHOYEHO

MosBonseT BbIbpaTh PexXunM 3apsiakv Ans akkymynstopa. [JocTynHele napameTpbi:

* Adaptive (AganTuBHas 3apsgka) — BKIOYeHa Mo YMOMYaHuo
» Standard (CTaHgapTHas 3apsgka) — nosfHas 3apsigka akkymynsitopa B CTaHOapTHOM pexumMe.

+ ExpressCharge — 3apsafka akkymynstopa npoucxoguT 3a MeHbluee BpemMs brnarogapsa TexHonorum
GbicTpol 3apsaku Dell.

*  Primarily AC use (Pabota npeMmyLLeCTBEHHO OT CETU NEPEMEHHOIO TOKa)
» Custom (Monb3oBaTenbckasi)

Ecnun BeiGpaH napametp Custom Charge (INonb3oBaTtenbckas 3apsigka), MOXXHO TakKe HacTpouTb
napameTpbl Custom Charge Start (3anyck nonb3oBaTtenbckon 3apsigku) n Custom Charge Stop (OcTaHoBka
Nonb30BaTENbCKON 3apsiaKm).



MapameTp OnucaHue

NMPUMEYAHMUE: Bce pexuMbl 3apAaku MOryT 6bITb HeAOCTYNHbI ANsi BCEX TUMOB
aKKyMynsaTopoB. UToGbl BKNOYUTL 3TOT NapamMeTp, oTkniouuTe cdyHkumuto Advanced Battery
Charge Configuration (HacTpoiika paclumpeHHOW 3apAAKM akKyMynsaTopa).

POST Behavior (Pexxum pabotbl POST)

MapameTp OnucaHune

Adapter Warnings  [lo3BonsieT BknoYaTb UM OTKNKOYAaTb NpeaynpexaeHnsi nporpaMmbl HAacTpoiiku cuctemsl (BIOS) npu
ncnonb3oBaHUW onpeaeneHHbIX aganTepoB NUTaHUS.
3HaueHue no ymonyanuto: Enable Adapter Warnings (BknounTb npegynpexaeHvs agantepa)

Numlock Enable MosBonseT BkntouMTb NnapameTp Numlock npu 3arpyske komnbloTepa.
Enable Network (BkntounTb ceTb) 3Ta pyHKUMS BKIOYEHA MO YMOMYaHMIO.

Fn Lock Options Mo3BonseT ncnonb3oBaTb codeTaHune knaeuw Fn+Esc ans nepeknioyeHnsa mexay Habopamu dyHKUnA Ans
knaeuw F1-F12 (ctaHgapTHeIM 1 BTOpPOCTENEHHbIM). ECnn aTOT napamMeTp OTKMOYeH, Bbl HE CMOXeTe
OVHaMUYEeCKU NepekniodaTbea Mexay Habopamun yHKLMIA Ans 3TMX Knaeuw. [JoCTynHbI cnepytoLme
BapWaHThbl:

* Fn Lock (BnokupoBka knaBuwwm Fn) — BKMAOYEHO MO YMOM4aHUIo

* Lock Mode Disable/Standard (OTkntountb pexum 6noknposkn/CtaHaapTHble PYHKLUMN) — YCTAHOBIEH NO
YMOMYaHuio

* Lock Mode Enable/Secondary (BkntounTb pexxum 6nokmposku/JononHutensHblie (yHKLNN)

Fastboot Mossonset YCKOPUTb NpoLecC 3arpy3kn 3a CHeT Nponycka HEeKOTOPbIX Waros no obecneyeHuno
COBMECTUMOCTW. ﬂ,OCTyI’IHbIe napameTpbl:

*  Minimal (MuHUManbHbIN)
*  Thorough (MonHbIN) — BKIFOYEH MO YMOSTYAHUIO
* Auto (ABTOMaTUYECKUIA)

Extended BIOS MossonseT gobaBnTb AONOMHUTENBHYIO 3a4epPXKKy nepea 3arpy3kon cuctemsl. [locTynHble napameTpsi:

POST Time
» 0 seconds (O cekyHA) — napamMeTp YCTAaHOBMEH MO YMOMYaHUIO.

* 5 seconds (5 cekyHA)
* 10 seconds (10 cekyHA)

Full Screen Log
(JTlorotnn Ha Becb
3KpaH)

Enable Full Screen Logo (BkntounTb NOroTnn Ha BECb 3KPaH) — He BKMHYEHO

Warnings And Errors .
*  Prompt on warnings and errors (3anpoc npy npeaynpexneHnsx n onbKkax) — BKIMIOYEH Mo yMOMYaHmio

» Continue On Warnings (MpogomkaTe Npu npeaynpexaeHnsx)
»  Continue on Warnings and Errors (MpoaomkuTb paboTy Npu BO3HMKHOBEHMM OLLUMOOK 1 NpeaynpexaeHnin)



BO3MOXHOCTU ynpaBlieHUsA

MapameTp

Intel AMT
Capability

MEBX Hotkey

MEBX Hotkey

Onucaxue
MossonseT BkNo4mMTe AMT 1 pyHKUMIO ropsumx knasuw MEBX BO Bpems 3arpysku CUCTEMBI.

+ Disabled (OTkntoyeHo)
* Enabled — no ymonyaHuio
* Restrict MEBx Access

Mpw BkNtoYeHMM TexHonorum Intel AMT MOXXHO NPOBECTM NOArOTOBKY K paboTe C MOMOLLbIO NTOKanbHOro
daina Ha ycTponcTBe XpaHeHus AaHHbIx USB.

* Enable USB Provision — oTKrnt04€HO N0 yMONYaHuto

MosBonseT BkNo4nTb yHKUMo MEBx Hotkey BO Bpems 3arpy3ku CUCTEMBI.

*  Enable MEBx Hotkey — BKMo4eHO N0 yMOnYaHuio

Virtualization Support (lNMoapepxka BUpTyanusauun)

MapameTp

Virtualization

VT for Direct 170

Trusted Execution

OnucaHue

[aHHoe none YKas3blBaeT, MOXET M1 MOHUTOP BUPTYyalibHbIX MaLUWH (\/MM) ncnonb3oBaTb YCIIOBHbIE
annapaTtHble BO3MOXXHOCTMH, obecneunBaemble TEXHONOINen BUpTyanusauum Intel.

Enable Intel Virtualization Technology (BkntounTb TEXHOMOIMIO BUpTYyanuaauuu Intel) — BKHOYEHO NO
YMOIYaHuio.

BkntoveHve nnu oTknioYeHne ncnonb3oBaHNA MOHUTOPOM BMpTyanbHbix MawwuH VMM (Virtual Machine
Monitor) BOMONHMTENbHbBIX annapaTHbIX MYHKUWIA, NpeaocTaBnsemMblX TeEXHonornen suptyanusauum Intel®
AN NpsAMOro BBoAa-BbIBOAA.

Enable VT for Direct I/0 (Bkno4MTb TEXHOMOMMIO BUPTYanu3auum Ans npsMoro BBoAa-BbiBoAa): ata pyHKUmMA
Mo YMOJI4aHUIO BKITHOYEHA.

3TOT napameTp onpegenseT, MOXeT N KOHTPONUPYEMbI MOHUTOP BUPTYyanbHbIX MawwuH (MVMM)
MCMonb30BaTh AOMOMHUTENbHBIE annapaTrHble BO3MOXHOCTH, obecneyrBaemMble TEXHONMOMNen AOBEPEHHOIO
BbinonHeHus (Trusted Execution Technology) Intel. ns ucnonb3oBaHus aTon pyHKUMN AOMKHBI ObITh
BKITHOYEHbI TEXHOMNOrNA BUpTyanm3auuu TPM 1 TexHonorua BupTyanusaumm Ansg npsMoro BBo4a-BbiBoaa.

Trusted Execution (JJoBepeHHOe BbINOMHEHWE): OTKITFOYEHO MO YMONYaHMWIO

BecnpoBogHas cBA3b

OnucaHune
napamMmeTpoB

Wireless Device
Enable

lMo3BongaeT BkNOYaTb UK OTKAOYATb BHYTPEHHME 6ecnposo,u,Hb|e yCTponcTBa.

* 6€CI'IPOBO}J,HaF| JloKalnbHasaA CeTb



OnucaHune
napamMeTpoB

* Bluetooth

Bce napameTpbl BKMAOYEHbI MO YMOn4aHuio.

AKpaH Maintenance (O6cnyxuBaHue)

MapameTp
Service Tag

Asset Tag
BIOS Downgrade

Data Wipe

BIOS Recovery

First Power On
Date (QaTa
nepBoro
BKIIOYEHUA
nuTaHuA)

OnucaHue
OTo6pa>KaeTc;| MeTKa 060]'Iy>KVIBaHVIF| AaHHOro KomMmnbloTepa.

[Mo3BonseT co3gaTtb AECKPUNTOP CUCTEMHOIO pecypca, ecnn oecKkpnntop pecypca ewe He yCTaHOBINEH.
dT0T napamMmeTp no ymosn4yaHuio He yCTaHOBJIEH.

YnpaBneHue oTkaToM CUCTEMHOIO MUKpONporpaMmmMHoro obecneyveHns 4o npeablaylwimx sepcuii. Mapametp
Allow BIOS Downgrade (Paspelwwmntb Bo3BpaT Kk npeabiayLuern sepcum BIOS) BKAOYEH NO yMOMYaHUIo.

C nomoLbto 3TOr0 NapameTpa nonb3oBaTtenu MoryT 6e3onacHo yaanuTb AaHHbIE U3 BCEX BHYTPEHHUX
YCTpOWCTB XpaHeHusi. MapameTtp Wipe on Next boot (YaanuTe AaHHbIe NpW CreayloLLe 3arpy3ke) He
BKITHOYEH MO YMOMYaHuto. Hike NpvBeaeH CNNCOK 3aTparnBaeMbiX YCTPOWCTB.

*  BHyTpeHHWI xxecTknA AUCK/TBepAoTENbHbIN HakonuTens SATA
*  BHyTpeHHu TBepaoTenbHbIn Hakonutenb M.2 SATA

* BHyTpeHHWI TBepgoTenbHbIn HakonuTenb M.2 PCle

* Internal eMMC (BHyTpeHHuin HakonuTtens eMMC)

[aHHoe none no3BonsaeT BOCCTaHaBnNMBaTb OnpeaeneHHbIe noBpexaeHHble napametpsl BIOS ns dannos
BOCCTaHOBIMEHUSA HA OCHOBHOM XECTKOM AMCKe unun BHewwHem USB-kriove.

» BIOS Recovery from Hard Drive (BocctaHoBneHue BIOS ¢ xeCTkoro Amncka) — BKIYEH MO YMOMYaHWIo
* Always perform integrity check (Bceraa BbInonHATE NPOBEPKY LIENOCTHOCTM) — OTKITHOYEH MO YMONYaHuto
OTOT NapameTp NO3BOMSIET YCTAHOBUTL AaTy NpUoOpeTeHus.

* Set Ownership Date — N0 yMOn4aHUio OTKIIOYEHO

System Logs (CuctemHbIe XXypHanbl)

MapameTp
BIOS Events

Thermal Events

Power Events

OnucaHune

Mo3BonseT npocmaTprBaTh U yAanaTb COObITUSA NporpaMMbl HAacTponku cuctemsl (BIOS) Bo Bpemst
CaMOTECTUPOBaHMSA MPU BKMOYEHUN MUTaHUS.

Mo3BonsieT npocmaTpmBaTh 1 yAanaTb COObITUS NporpaMMbl HACTponku cuctemsl (Thermal) Bo Bpemsi
CaMOTECTUPOBAaHMSA MPW BKMOYEHUN MUTAHUS.

Mo3BonsieT npocmaTpmBaTh 1 yAansaTb COObITUS NPOrpaMMbl HACTPOWKKM cnctemsl (Power) Bo Bpems
CaMOTECTUPOBAaHMSA MPW BKMOYEHUN MUTAHUS.



O6HoBneHue BIOS B Windows

PekomeHayeTcsa o6HoBNATL BIOS (HacTpowka cMcTeMbl) Nocne 3aMeHbl CUCTEMHOWN NNaTbl UMW Nocne nosiBneHns o6Hoenenus. [ns
HOYTOYKOB: y6eanTeCh, YTO akKKyMynATOp NOMHOCTLIO 3apsKeH M HOYTOYK NOAKMIOYEH K PO3ETKe.

0]

NMPUMEYAHUE: Ecnu TexHonorusa BitLocker BknoyeHa, ee Hy>HO NPUOCTAaHOBUTL A0 06HoBneHus BIOS cuctemsl, a
3aTeM CHOBa BKJIIOYUTb Nocre 3aBepLlueHuss o6HoBneHus BIOS.

1 TlepesarpysnTte KOMMbIOTEP.
2 [lepengute Ha BeG-y3en Dell.com/support.

+ Bsepgurte Service Tag (MeTky o6cnyxumeaHus) unu Express Service Code (Kog akcnpecc-o6¢cnyxuBannst) u Haxmmte Submit
(OTnpaBuThb).

* Haxmute kHonky Detect Product (O6HapyxuTb NPOAYKT) N CNeaynTe UHCTPYKLUUSAM Ha SKpaHe.
3  Ecnu He ygaetcs 06HapyXuTb UNN HAUTK CepBUCHBIN Ko, HaxxmuTe Choose from all products (BbiGpaTh 13 Bcex NpogyKToB).
4  BbibepuTe B cnivcke kateroputo Products (MpoAaykThbl).

®| NMPUMEYAHUE: BbibepuTe HyXXHYIO KaTeropuvio Ans nepexona Ha cTpaHuuy npoaykra

5 BblbepuTe Mmogenb Ballero KOMnboTEpPa, Nocrne 4Yero 0TobpasnTcst COOTBETCTBYOLLAsA emy cTpaHuua Product Support
(Mopaepxka npoaykTa).

6 LenkHuTe ccoinky Get drivers (MonyunTb ApanBepbl), a 3atem Haxmute Drivers and Downloads ([ panBepbl u 3arpy3km).
OTkpoeTcst pas3aen ApaBepoB 1 3arpy3ok.

7  HaxwmuTe Find it myself (HanTn camoctosaTenbHo).

8 LUWenkHute BIOS anst npocmotpa Bepcun BIOS.

9 Hangute Hanbonee ceexun dann BIOS n HaxvmTe Download (3arpy3unTsb).

10 BbiGepute nogxogswmmn cnocob 3arpy3ku B okHe Please select your download method below (Bbi6epute cnoco6 3arpysku
M3 npeacTaBieHHbIX HUXKe); HaxmmuTe Download File (3arpy3uts cain).

Otkpoetcsa okHo File Download (3arpyska danna).

11 HaxmwuTe kHonky Save (CoxpaHuTb), 4TOObI COXpaHnTL harn Ha paboyun cTon.

12 HaxmwuTte Run (3anycTuTb), 4TOObI YCTAaHOBUTL OGHOBMNEHHbIE HAacTpolikv BIOS Ha komnbloTep.
CneayinTe MHCTPYKLUUSIM Ha 3KpaHe.

O6HoBneHune BIOS B cuctemax ¢ BKIOYEeHHON (byHKLMEN
BitLocker

Ecnu pa6ora BitLocker He 6yaeT npuocTaHoBNeHa nepea o6HoBneHnem BIOS, To npu
cnepyrollen nepesarpyske cCUCTeMbl He pacno3HaeTcs kntou BitLocker. B Takom cny4yae 6yaeT npeasnoXxeHo BBECTU
KJT1HO4 BOCCTAHOBIIEHUA ANsi NPOAOINKEeHUA paboThbl, N cucTemMa OyaeT 3anpawmBaTh 3TO NPU KAXA0W nepe3arpyske.
Ecnu kno4y BocCTaHOBIEHNUA HEU3BECTEH, MOXET BO3HUKHYTb NOTEPA AaHHbIX UMM NOTPebyeTCcA HEeHYXXHas
nepeycTtaHOBKa onepauyMoHHON cucTeMbl. [lononHUTeNIbHbIE CBeAEHUA NO 3TON TeMe CM. B cTaTbe 6a3bl 3HaHUN:
https://www.dell.com/support/article/sIn153694

O6HoBneHue BIOS ¢ ncnonb3oBaHnem ¢pnaw-HakonuTens
USB

Ecnun B cucteme He yaaeTcs BeINONHUTL 3arpysky Windows, HO no-npexxHemy Heobxoanmo o6HoBuTb BIOS, 3arpysute daiin BIOS ¢
NOMOLLIbIO APYroN CUCTEMbI U COXpPaHWUTE ero Ha 3arpy3o4HoM dnalu-Hakonutene USB.


https://www.dell.com/support/article/sln153694

(® | NIPUMEYAHMUE: Heobxoammo 6yaeT ncnonb3oBaTh 3arpy304Hbii cnaw-Hakonutens USB. Bonee noapoGHble
cBeAeHunsA cM. B cneayrowen cratbe: https://www.dell.com/support/article/us/en/19/sIin143196/

3arpysute EXE-dann o6HoBnenus BIOS B gpyryto cuctemy.
CkonupywTte dann, Hanpumep O9010A12.EXE, Ha 3arpy304HbIn donaw-Hakonutens USB.
BcraBbTe dnaw-HakonuTens USB B cuctemy, ans kotopon Tpebyetcsi obHoBneHme BIOS.

A O DN -

Mepesarpy3nte KOMMNbIOTEP N HAXMUTE Knasuwy F12 npu noseneHun 3actasku Dell, 4ToObl BbI3BaTb MEHIO OLHOKPATHOM
3arpysku.

C nomoLbio knasuww co cTpenkamu Bbibepute USB Storage Device (YcTponcTBO XxpaHeHust faHHbIx USB) u Haxmute «BBO».
Mocne 3arpysku cuctemMbl nosBuTcsa npurnawexue Diag C:\>.
3anyctuTe dann, BBeas nonHoe ums danna, Hanpumep O9010A12.exe, n HaxMuTe knaeuwy «BBO».

0 N O O

Mocne 3arpysku ytunuTel o6HoBneHus BIOS crneayiite MHCTPYKUMAM Ha SKpaHe.
BIL Update ULility

Thiz utility will update the system BIOS and lirmware. During the

update procedure, your system will restart. Do not interrupt this

procedure once it beginz. Do not discoamect the AC ) roce (if you
= updating a mobile computer. connect the A

Interruption of the BIOSATirmware update procedure will likely reander

your system unusable.

Do you wish to continue (ysmd? y

2011 Dell Inc. nll Rights

PucyHok 1. OkpaH o6HoBneHus BIOS yepes DOS

CuncrteMHbIU Naponb U Naposnb NporpamMmmbl
HaAaCTPOUKHU

Tabnuua 37. CucTeMHbIN Naporb U Naporb NPorpaMmbl HACTPOWKK

Twun napons OnucaHwne
System Password (CMcTeMHbIN Naporb) Maponb, KoTopbI HEOGXOAUMO BBOAUTL NPU BXOAE B CUCTEMY.
Setup password ([apornb HacTPONKM CUCTEMBI) Maponb, KoTopbIi HEO6XOAUMO BBOAWTL A1 NOMYYEHUS

gocTyna kK HacTpovikam BIOS u BHeCeHUs1 U3MEeHEHUIN B HUX.

[nsa sawnTbl KOMNbIOTEPA MOXHO CO34aTb CUCTEMHBIV NAposib M NapOosib HACTPONKN CUCTEMBI.

DYHKLUA yCTaHOBKM Naporei o6ecneunBaeT 6a30Bbif ypoBeHb 6€30MacHOCTY AAHHbIX
KOMnbloTepa.

Ecnu paHHble, XpaHsLwWMecs Ha KOMNbIOTEpe He 3aGﬂOKMpOBaHbI, a caMm KoMnbroTep HaxoauTcs
6e3 npucmoTpa, A4oCcTyn K AaHHbIM MOXeT NOoJIy4YUTb KTO YrogHo.

@| NMPUMEYAHUE: ®yHKUUA yCTAHOBKM CUCTEMHOIO Naporsisi U Naposs NporpaMMbl HACTPOMKU CUCTEMbI OTKITHOUYeHa.


https://www.dell.com/support/article/us/en/19/sln143196/

Ha3HavyeHue naponAa nporpamMmmbl HaCTpov’IKVI CUCtTeMbl

Bbl MOXeTe Ha3HaunTb HOBbI CUCTEMHbIW Naponb MU Naposib agMUHUCTPaTopa, ToNbKo ecnu ero coctosiHue Not Set (He
3ajaH).

YT106bI BOWTU B nporpammy HaCTPOWMKN CUCTEMbI, HXXMUTE Knasuwy F2 Cpasdy nocne BKN4YeHNa NTaHna Unn nepesarpy3ku.

1

Ha akpaHe System BIOS (BIOS cuctembl) unu System Setup (Hactporika cuctemsbl) BbibepuTe nyHKT System Security
(BesonacHoOCTb CUCTEMBI) N HAXMUTE Enter.

OTobpasutca akpaH Security (be3onacHocTb).

Bbibepute nyHkT System/Admin Password (CrcteMHbIi naponb/lMapons agMuHUCTpaTopa) 1 co3nainTte napornb B none Enter
the new password (Beeaute HOBbI MAporb).

Bocnonb3ynTteck NpuBeAeHHbIMU HKE YKa3aHUAMU, YTOObl Ha3HauYMTb CUCTEMHBIV Naponb:

» [laponb MOXeT cogepxaTtb 40 32 3HAKOB.

+ [Maponb moxeT cogepxatb uncna ot 0 oo 9.

* [Maponb fomKkeH COCTOATb TOMbKO M3 3HAKOB HWDKHEro permcrpa.

» [onyckaeTcs cnonb3oBaHMe TOMbKO creayowwmx cneumanbHblix 3HakoB: npoben, (), (+), (), (=), (1), (1), ), (D, (V), ), ().

BeeaunTe cMcTeMHbIV Naponb, KOTOPLIV Bbl BBOAUNW paHee, B none Confirm new password ([logTeepaunTe HOBbIN Naponb) v
HaxxmuTe kHornky OK.

HaxmuTe Esc; NosiBUTCS COOBLLEHME C 3anpPOCOM COXPaHUTL U3MEHEHUS.
HaxmuTe Y, 4ToBbl COXpaHUTb U3MEHEHWS.
KomnbloTep nepesarpysntcs.

YpaneHune n nameHeHue CyuwecTBYHOLEro napons
nporpamMmMbl HACTPOWKN CUCTEMbI

Y6eautecb, 4to napametp Password Status (CocTosiHue naponsi) meeT 3HadeHne Unlocked (Pa3bnokupoBaHo), npexae Yem
NbITaTbCA YAANMTb WU U3MEHUTb CyLLECTBYIOLLMIA CUCTEMHBIN Napornb 1 (Unn) Naposb HAacTPOMKK cucTeMbl. Ecnn napametp
Password Status (CocTosiHue napons) umeet 3HadeHue Locked (3abnoknpoBaHo), HEBO3MOXHO yaaneHue unv uaMeHeHue
CYLLECTBYIOLLIEr0 CUCTEMHOIO Naponsi N1 Napons HAaCTPONKN CUCTEMBI.

UTo6bl BONTM B NpOrpaMmy HacTpPOWK/ CUCTEMBI, HaXXMUTE F2 cpasy npy BKIOYEHUN NUTaHUA Nocne nepesanycka.

1

Ha akpaHe System BIOS (BIOS cuctembl) nnu System Setup (HacTtpownka cuctemsl) BoibepuTte nyHKT System Security
(Be3onacHOCTb cucTeMbl) U HaxxmuTe Enter.

OTobpasutcsa okHo System Security (Be3onacHOCTb CUCTEMBbI).

Ha skpaHe System Security (Be3onacHoCTb cucTembl) NpoBepkTe, YTO Ansg napameTpa Password Status (CocTtosiHue
napons) yctaHoeneHo 3HadeHne Unlocked (Pa36nokupoBaHo).

BbibepunTe System Password (CUCTeMHbIN napornb), M3MeHUTe Unun yaanuTe ero n Haxmute Enter nnu Tab.
Bbibepute Setup Password (Maponb HaCTPOMKU CUCTEeMbI), U3MEHUTE UK YAanuTe ero n HaxmuTe Enter nnm Tab.

®| NPUMEYAHWUE: Ecnm 6b1n nameHeH naposib CUCTeMbl U (MNK) Naposnb NporpamMmMmbl HACTPOWUKK, BBeaUTe
NOBTOPHO HOBbLIN Naponb Npu oTobpaxeHuu 3anpoca. Ecnu 6bin yaaneH naponb cuctembl 1 (Mnu) naponb
nporpaMmmbl HACTOWKKN, NOATBEPAUTE yAaneHue npu otoépaxeHuun 3anpoca.
HaxmuTe Esc; nosasutcst coobLyeHune ¢ 3anpocoM COXpaHUTb N3MEHEHMUS.
HaxmuTe Y, 4To6bl COXpaHUTb M3MEHEHMS 1 BbINTW U3 MPOrpamMmbl HACTPOMKW CUCTEMBI.
KomnbloTep nepesarpysurcs.
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Nony4yeHue cnpaBKu

OG6paweHune B komnaHutro Dell
®

NMPUMEYAHMUE: Mpwu oTcyTCTBMM AENCTBYIOLErO NOAKIOYEHNUA K UHTepHeTY MOXHO HaUTU KOHTaKTHble CBeAEHUA B
cyeTe Ha NpuMobpeTeHHOe usgenve, ynakoBOYHOM fIUCTe, HAaKNagHOM UNK KaTanore npoAaykuum komnadum Dell.

KomMnanus Dell npegoctaBnsieT HECKOMNbKO BapnaHTOB NOAAEPXKKN U 0BCnyXunBaHus Yyepe3 VIHTepHeT 1 no TenedoHy. JocTynHoCcTb
cnyx6 pasnuyaertcs no cTpaHam 1 BuAam npoayKuum, 1 HeKoTopble Cryx0Obl MOryT ObiTb HEAOCTYMHBI B Ballem pervoHe. lMopagok
obpatyeHusi B komnanmio Dell no Bonpocam cobiTa, TEXHNYECKON NOAAEPXKKM U 06CNYyXMBaHUSI NONb30BaTeNel ONncaH Hxe.

1 Tepergute Ha Be6G-y3en Dell.com/support.

2  Bbibepute kaTeropuio NoaaepxKu.

3 YkaxuTte cBO CTpaHy Unu pervoH B packpbiBatollemcst meHio Choose a Country/Region (Bbi6op cTpaHbi/pernoHa) B
HWXKHEW YacTu CTpaHuLb.

4  BblGepuTe COOTBETCTBYIOLLYIO CIYXBY MNKN CCbINKY Ha pecypc TEXHUYECKOWN NOAAEPXKKU, B 3aBUCMMOCTHM OT BalLMX
noTpe6HoCTEN.
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