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SALLUMNTA IT-UHOPACTPYKTYPbI CETOAHSA —
BALL BKJIAA B BE3OIMNACHOE 3ABTPA

Kaxkabli AeHb MUANMapabl toAen paboTatoT C Pa3nMyHbIMU AAHHBIMUM 1 NepesatoT X Yepes nHTepHeT. O6MeH nHbopMaLmel
MEXY KOMMaHUSAMK, NX COTPYAHUKAMU, KIMEHTAMWN U MOCTaBLUMKAMKN MPOUCXOANT HEMPEPBLIBHO MO BCEMY MUPY. DTO
[laeT 6U3HeCy oYeBMAHbIE MPEMMYLLECTBA, HO OAHOBPEMEHHO CO34aeT AOMONHUTENbHbIE PUCKM AN MHOOPMALMOHHOM

6€30MacHOCTU KOMMNaHUMN.

B cuTyaumn korna exxeHEBHO MOSBASIOTCS COTHM ThICSAY HOBbIX
Yrpo3, pacTeT YUCIO LieNleHanpaBaeHHbIX aTakK 1 rMo6GanbHbIX KaM-
MaHWn NO KMGEPLLUMUOHAXY, KPYMHbIM KOPNOPaLMaM NPUXOAUTCS
yAEeNsTb 0CO60€e BHUMaHWeE YyCUNEHMIO CUCTEMBI IT-6e30nacHOCTM.
Bbi6Op NOAXOAALLMX PeLLeHMI 3aBUCUT OT CErOAHAWHNX M 3aBTpaLL-
HWX PUCKOB, CTOALLMX Mepes KOMMaHWeN, CIOXHOCTH ee Hbpa-
CTPYKTYPbI, YPOBHS Tpe6OBaHUI K 3alimTe KOHOUAEHUMANbHbIX
LaHHbIX, HEO6XOANMOCTU KOHTPOS 33 LENCTBUAMM COTPYLHUKOB
N MHOYeCTBa ApYrnx GakTopOB.

CeroaHs, Kak HUKOTAA NMpexae, KpYmnHbli 6UM3HEC HyxaaeTcs
B 3alLMTE OT KU6EPYTPO3, KOTOPblE CMOCO6HbI MOBAUATH Ha KPUTU-

PeweHunsa ona 6usHeca: kaspersky.ru/enterprise

4eCKM BaxkHble 6M3HEC-MPOLLECChI, MPUBECTM K MPOCTONAM, GUHAH-
COBOMY U penyTauMOHHOMY yliep6by. PeweHus «JlabopaTtopumn
Kacnepckoro» HaueneHbl Ha 60pb6y Kak C CyLLECTBYOWMMM, TaK
N paHee HeM3BEeCTHbIMU U CIOXHbBIMW YrpPO3aMu, MO3TOMY OMTU-
MasibHO MOAXOAAT AS1 KOMMAaHMIA, HaLleNeHHbIX COXPaHUTb Herpe-
PbIBHOCTb TEXHONOMMYECKMX 1 6U3HEC-MPOLIECCOB M MPEeAOCTaBAATh
LUMPOKMIA CMEKTP COBPEMEHHbBIX BO3MOXHOCTEN AN COTPYAHUKOB,
KJIMEHTOB N MAapPTHEPOB.

MpyHUMA Hawen paboTbl MPOCT: Ay4llas KCNepTu3a B COYeTa-
HUW C NYYLMMU TEXHONOTUSMM MO3BOJIAIOT O6ECNednTb NyYLlyio
3aLmTy KOPropaTUBHOW I T-MHOPaACTPYKTYPbI.
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3ALLUTA U KOHTPOJIb PABOYUX MECT

3aLymTa HOBOIrO rNOKOIEHMSI OT BCEX BUIOB KM6EPYrPO3, HaLENEHHbIX Ha YCTPOMCTBA

COTPYAHVNKOB 1 roJib30BaTenemn

XaKkepbl U KN6EpPNPEeCTYNMHUKN MPUMEHSIOT BCe 60/1ee M3OULPEHHbIE METOAbI aTak MPOTMB IT-MHbPaACTPYKTYp
KPYMHbIX KOMMaHWI. bes Haanexalmx CpeacTs 3alnThl 1 yrnpaBneHus I T-6e30MacHOCTbIO NMPeanpPUaTUS NoABEpPratoT
cebs MOBbILWEHHOMY PUCKY. MpK 3TOM 60MBLIMHCTBO KMbepaTak NpoM3BOAMUTCS NPU MOMOLLM Paboumx YCTPONCTB
COTPYAHMKOB. HagexHas 3alimTa KaXkAoro paboyero Mecta MOXET C/YXKUTb OCHOBOM A1s abdeKTUBHOM cTpaTernm

B 06J1aCcTn obecnevyeHmns 6e30nacHOCTH.

CerofHs paboyee MeCcTo — 3TO He TObKO CTalMOHAPHbIN KOM-
nblOTEP COTPYLHMKA, HO U HOYTBYK, NAaHLWeT UM cMapTdOH, Ha
KOTOPbIX XPaHATCS LIeHHble 6M3HeC-AaHHble U KOHbUAEHLMabHas
nHdopmMauus. [Npmn TaKoM pazHOOH6PA3NM HYXKAAIOLLMXCS B 3aLLUUTE
paboymx MmecT TpebyeTcs pelleHne, MO3BONSOLLEE LIeHTPanm3o-
BaHHO KOHTPOAMPOBaTh MX 6€30MacHOCTb. OHO TakXe AO/IKHO
ObITb AOCTATOYHO MMOKMM, YTOObI O6ECNEeYUTb MOAAEPKKY N3Me-
HeHU IT-MHOPaCTPYKTYpPbl OpraHn3aL v B 6yayLleM.

KASPERSKY SECURITY AJ11 BUSHECA

PeweHune Kaspersky Security ona 6msHeca o6ecrneymBaeT KOM-
MAEKCHYIO 3aWmnTy BCex paboymx ycTtponcTts. OHO coyeTaeT
CUrHaTypHble N O6ayYHble TEXHONOTMKM, METObl IBPUCTUYE-
CKOTO aHanm3a v MHCTPYMEHTbI MPOAKTUBHOIO pearnpoBaHns
0N CO3[laHMs MHOFOYPOBHEBOWM CUCTeMbl 6€30MacHOCTU pabo-
YMX CTAHUMN U MOBGUbHBIX YCTPOMCTB. TEXHONOTMU 3aLLMThI
LLOMOJHSIOTCA MHCTPYMEHTaMM KOHTPONS paboyero MecTa, Ko-
TOpble MOMOTaloT YNPaBAATb MPUIOKEHUAMU, KOHTPONIMPOBATb
WAW 3amnpeLLaTh UCMob30BaHME CbEMHbIX YCTPOWCTB U NMpUMe-
HSTb MOANTUKM 6€30MaCHOro AOCTYMNa K UHTEPHETY.



YPOBHMWM KASPERSKY SECURITY AJ14 BUSHECA
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LleHTpannsoBaHHoe 3awwuTa oT 3awmTta Gannosbix  NHCTpPYMeHTbI Ynpasnexue UndposaHne CuctemHoe 3awunTa cepBepos

ynpasnexve BPEOHOCHOTO cepBepoB KOHTpOns MOBUIbHBIMM LLaHHbIX aAMUHUCTPUPOBAHME COBMECTHOW PaboThl,

MO n CeTteBow yCTpOMCTBaMM MOYTOBbIX CEPBEPOB

3KpaH 1 VX 3aWmTa N UHTEPHET-LLI0308

CTAHOAPTHbIN ‘
PACLUMPEHHbI
TOTAL
CTAHOAPTHbIN PACLLUWPEHHHbIN TOTAL

e |T-6e30MacHOCTb PabOUMX CTaAHLMN
1 GannoBbIX CEPBEPOB

e VIHCTPYMEHTbI KOHTPONS Paboynx MecT

o KOHTPOAb M 3almMTa MOGUIbHbIX
YCTPOWCTB

o LleHTpann3oBaHHOE ynpaBaeHmne
CUCTEMOW 3alUThI

e 3aluMTa OT NpOrpamm-BbiMoraTenem

PeweHunsa ona 6usHeca: kaspersky.ru/enterprise

NHCcTpymeHTbl ypoBHS CTaHAaPTHBIN,
a Takxke:

CpeacTtea CUCTEMHOTO
aAMVHUCTPUPOBaHUSA

MOHUTOPUHT YS3BUMOCTEN 1 YCTaHOBKa
MCNpaBAeHnn

3aLmTa JaHHbIX C MOMOLLIO TEXHONOMMIA
LwndpoBaHus

KOHTpOsb 3anycka NpunoXKeHun
Ha cepBepax

VIHCTpYMEHTbI YPOBHS PaclumpeHHbIn,
a Takxe:

e 3allMTa NOYTOBbLIX CEPBEPOB
e 3allMTa CepBepOB COBMECTHOM PaboThl
e 3alMTa MHTEPHET-LWIO30B


http://kaspersky.ru/enterprise

3ALLUTA BUPTYAJIbHDBIX CPEL

SppeKkTrBHaS 3aLLumMTa OCHOBHBIX BUPTYa/IbHbIX M1aTHOPM

(=]

CerofHs TUNMYHas BUPTYyasibHas cpeaa NpeanpuaTmus BKIKOYAET WNPOKNIA CMEKTP TEXHONOTMUN, MHOTUE U3 KOTOPbIX
pPaboTatoT NOL PasHbIMU TMMEPBU3OPAMM. DTa COXKHAsS MHPPACTPYKTYpPa TPebyeT 3aLlUMThbl OT yTeYeK AaHHbIX U KnbepaTak,
Tem 6osiee YTO yLLep6 B pesysbTaTe aTak, 3aTPOHYBLUNX BUPTYasbHble Cpefbl, KaK MPaBMIO, OKa3blBAETCS 3HAYNTENbHbIM.

TexHonorum BUpTYyanm3aLmm nosbIWatoT 3¢GdeKTmB-
HOCTb 1 MPOMN3BOAUTENBHOCTD | T-MHOPACTPYKTYpSbI.
OpaHako He CTOWUT 3abbIBaTh, YTO 6OMbLUIMHCTBO
KubepaTtak, KOTopble HaLleneHbl Ha dusnyeckme
KOMMbIOTEPLI, MOTYT MOPaXaTb W BUPTYyaslbHble
MaLLVIHbL. PUCK AN BUPTYasbHbIX CPEe AaXe BbILLE,
MOCKOJIbKY OTCIEXMBATb PaboTy U B3aUMOLEN-
CTBME KaXKLOrO N3 TEXHONOMMYECKUX YPOBHEN —
He Tak NpocTo. Kpome Toro, BUpTyalbHble Cpeapl
MMeIoT 60/blle «KMOBEPXHOCTEN aTaku», YTo
aKTUBHO MCMOJb3YIOT KU6EPMPECTYMHUKM.

KASPERSKY SECURITY
O BUPTYAJIbHbIX CPEL

Cneumrann3snpoBaHHoe pelleHune Ans 3alnTol
BMPTYasbHOW MHOPACTPYKTYPbl Ha 6a3e VMware®
vSphere®, Microsoft® Hyper-V®, Citrix® Xen® n KVYM
1 obecrneyeHst ee BbICOKOW MPOU3BOAUTENBHOCTM.

MoTeps AaHHbIX, KOTOPas NPOMU3OLLIIA Yepes BUPTYaslbHbIE
NHPPACTPYKTYPbI, O60LLNACL B CPEAHEM B [1Ba Pa3a JOPOXE,
yem NoTeps AaHHbIX B GU3NYeCKom cpeae

$942K

. O6LWmMI NpsSIMON yLLEPS U U3LEPXKKM

O6LuMe 3aTpaTbl Ha OTBETHbIE MEPbI

Be3 yuactus BUpTY- C yyacTuem

anbHbIX Cpes, BUPTYanbHbIX CPes,

WcTounnk: MccnepoBaHue puckos IT-6e3onacHocTu «Jlabopatopus Kacnepckoro» n B2B International 2015



KASPERSKY SECURITY AJ14
BUPTYAJIbHbIX CPEL] — 2TO:

LleHTpannsoBaHHas 3awmnTa
BMPTYasbHbIX MaLlWH (BM)

C MOMOLLBIO BUPTYasrbHOrO
yCTpOMCTBa 6€30MacHOCTU

[TonHoueHHas 3almnTa
oT BpefoHocHoro MO ¢ ncnonb-
30BaHMEM 061a4YHbIX TEXHONOT UM

[TepcoHanbHbIN CETEBOWM 3KPaH
N cucTemMa NpefoTBpPaLLeHNs
BTOpPXKeHnn (HIPS)

KoHTponb NpunoxeHni, Be6-pecypcos
1 nepndepuinHbIX yCTPONCTB

MpoBepka IM-coobLieHNI, MOYTOBbIN
" BE6-aHTUBMPYC

LleHTpann3oBaHHOE yrnpasneHue yepes
Kaspersky Security Center

MHTerpaums ¢ VMware NSX

Kaspersky Security ang BupTyanbHbIX Cpes
MOXET NNLIEH3NPOBATLCS ABYMS CMOCO6aMK,
B 3aBMCUMOCTM OT MOTPEBGHOCTEN KOMMaHNN
1 OCO6EHHOCTEN BUPTYaibHOM MHDPACTPYK-
TYpbl: MO KONNYECTBY BMPTYasbHbIX Paboumnx
CTaHLMI 1 CEPBEPOB MM MO KONNYECTBY SAEP
$U3MYECKMX MPOLLECCOPOB XOCT-CEPBEPA.

PeweHunsa onsa 6usHeca: kaspersky.ru/enterprise

KASPERSKY SECURITY 419 BUPTYAJIbHbIX CPE/

KoHpurypaums c yctaHoBKoM Jlerkoro areHTa

Nerkun areHt

« Mepenosas 3aWwmTa ans cepsepos v VDI

« 3alWTa NaMATV 1 NPOLIECCOB

« KOHTPONb NPUNOXKEHWI 1 YCTPONCTB 1 Beb-KoHTpons

« 3awmTa ot BPEeAOHOCHOro MO ans NoyTl, VHTEpHETa 1 MeCCEHAKEPOB

» TexHonorvs aBTOMaTMYeCKOW 3aLLMTbl OT SKCMNIONTOB

BupTyanbHoe yctpoincTtso 6e3onacHoctn (SVM)
* AHTUBUPYCHbIE 6a3bl

* LleHTpanu3oBaHHas nposepka Gannos

« OTKa3oyCTOMYMBOCTL

« Pacnpenenenue 3aaay NpoBepky

%
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3ALLUTA BE3 YCTAHOBKU ATEHTA

Tonbko ang cpen VMware

3awmTa Ha ypoBHe anioBON CUCTEMBbI
1 KOPMOPATUBHOM CETU

MwuHUManbHoE BANSHME Ha MPOU3BOAUTENBHOCTb
MWHVMabHbIE 3aTpaThbl HA YCTAHOBKY W yrpaB-
NneHne

TunoBoe npuMeHeHve: BUpTyanusauns cep-
BEPOB C KOHTPONMPYEMbIM MOAKOYEHNEM
K MUHTEpHeTy

3ALLNTA HA BA3E JIETKOTI'O ATEHTA*
o [Ina cpen VMware, Microsoft, Citrix n KVM

e 3awmTa KPUTUYECKN BaXKHbIX 415 6U3Heca
BMPTYanbHbIx cepepos 1 VDI

¢ PaclwmpeHHas 3awmTa, B TOM Yncne KoOHTponb
nporpamm, yCTponcTe 1 Be6-KoHTponb
¢ TUNoBoe NpUMeHeHWe: BUPTyanmn3aLums pabo-

YNX CTaHUMIM 1 CepBePOB, BbINOHAOLWNMX KpU-
TNYECKM BaXKHbI€ 3a4a4M

* [1ns BpeMeHHbIx BM 3awwmTa ocylecTBaseTcs cpasy xe nocne fLobasneHus Jlerkoro areHTa B o6pa3 BM. [Ins 3awmTbl
MOCTOSHHBIX BM Jlerkuin areHT fo/mKeH 6biTb YCTAaHOBEH Ha KaXAYIO BUPTYaNbHYIO MallMHY B MPOLIECCE UHCTaNNALMNM.
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3ALLUTA LLEHTPOB OBPABOTKUM AAHHDIX

WIHCTPYMEHTbI 3aLUMNTbl KPUTUYECKM BaXKHbIX yHAaCTKOB MHPPACTPYKTYPbI LIEHTPOB

06pPabOTKM AaHHbIX

HenpepblBHOCTb 61M3HEC-NMPOLECCOB 1 6€30MaCHOCTb JaHHbIX CEFOAHS ABNSIOTCS MMaBHbIMU MPUOPUTETAMM 451 KPYMHbIX
KOMMaHWiN. BO MHOroOM OHK 06eCnedrBatoTCs C MOMOLLbIO HAAEXHOW 3aLMThl LLEHTPOB O6PabOTKM AAHHbIX.

MOYEMY KAYECTBO 3ALLNTDbI LLOAOB TAK BAXXHO

He3aBMCHMO OT TOro, Kakom LIeHTP 06pabOoTKM AaHHbIX MCMOb3Y-
eTCs B OpraHm3aumm — CO6CTBEHHbIV UM apeHAOBaHHbIN, — nepes
KOMMaHMen CTOUT HenpocCTas 3aZavya No obecneyeHunio 6ezonac-
HOCTM M LENOCTHOCTWN XPaHMMOM Ha HeM MHOOPMaLMN. 3alLMTHbIe
pelleHus NS TakMx CUCTEM AOMKHbI 6bITb TMOKNUMU: MOAAEPKMN-
Basi HEOOGXOAMMBIN YPOBEHb 6€30MacHOCTU CyLLECTBYIOLLEN Cpebl
CerofiHs, OHW AOMKHbI IErKO MacLITabrpoBaTbCs, YTO6bI Moanep-
aTb NO6ble ee U3IMEHEHNS B ByyLLEM.

HepocTtaTouHaa MHTerpauma cuctemsl 6e3onacHocTu IT-uHodpa-
CTPYKTYPOW MAM HEBO3MOXHOCTb €e MacCLUTabupoBaHNS Hera-
TUBHO CKa3blBakOTCS HE TONbKO Ha KavecTBe paboTbl LIOJa, HO 1 Ha
abdeKTMBHOCTM 6M3HEeCa B Leiom. Kpome Toro, 3almTHble pelue-
HWSI HE JOMKHbI OKa3blBaTb 3HAYUTENBHOIO BAVSHUS Ha MPOU3BO-
ONTENbHOCTL IT-cUCTEM AN 3aTPYAHATb PaboTy MOb3OBaTENEN.
B NpOTMBHOM Clly4ae 3TO MOXET NMPUBECTU K YBEIMYEHWNIO PaCXO-
[0B 1 CHkeHuto ROL.

KOMMNNEKCHOE PELLEHUE

«JIABOPATOPU KACIMEPCKOIO»:

e 3awmwaet LO/ n ueHHyo nHbopmMaumio oT knbepaTak

* [1pepocTaBnget adOEKTUBHbIE MHCTPYMEHTBI 419 MOAAEPXKAHNS
BbICOKOW MPOU3BOANTENBHOCTU U HEMPEPBLIBHOCTN 6M3HEC-
npoLeccos

o [1pOCTO pa3BePTLIBAETCS U UHTEMPUPYETCS C LEHTPOM 06PabOTKM
OAHHbIX TI060M KOHOUTYpaLmn

o ObecrneymBaeT 6€30MaCHOCTb BUPTYaNbHON MHOPACTPYKTYPbI
N CETEBbIX XPaHUNLL

o AIMVHUCTPUpPYETCS N3 €AMHON KOHCONN yrpaBaeHus

NOAAEPXXKA NONYNAPHbIX NMTATOOPM

PeweHnwne «JlabopaTopunmn Kacnepckoro» cneumanbHO pa3paboTaHo
OAs 3aWmThl Kntodesbix TexHonornt LO/. OHo 3aluLaeT camble
pPacnpoOCTPaHEeHHbIE FMNePBN30OPSI, B TOM Yncine VMware, Microsoft,
KVM n Citrix, nomoras 4OCTUYb BbICOKOWM CTEMEHM MAOTHOCTU BUP-
TyasnbHbIX MalUMH. B fONoNHeHWe K creLumanbHbIM 3aLlMTHBIM pelue-
HUSM 419 BUPTYanbHbIX cpeq «JlabopaTopus Kacnepckoro» Takxe
npeaoCTaBAsSET pelleHns ans 3awmnTsl cepeepoB Network Attached
Storage (NAS) v dainoBbix cepBepos.
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3ALLUTA OT DDOS-ATAK

lNpotueoaencTeme DDoS-aTtakam m obecreyeHme HerpepbiBHOM paboTbl 6U3HECa

OpnHa DDoS-aTaka MoyeT 06epHYTbCS MHOTOYaCOBbIMM C6OSMN U MHOTOMUITAIMOHHbBIMK Y6bITKaMW. [1pr 5TOM CTOMMOCTb
NpoBeAeHMS TaKMX aTaK CErOAHS MOXET COCTaBSATb BCErO HECKOJbKO ThICSY py6nen.

DDOS-ATAKU CTAHOBATCA CNNOXXHEE

3aTpaTbl Ha NpoBeaeHne DDoS-aTak CHMXAIOTCS, @ UX KONMYECTBO
NMOCTOSIHHO pacTeT. [1pn 3TOM aTakm CTAaHOBSATCS CIOXHEE 1 Mac-
lWTabHee: 3a CYMTAHHBIE MUHYTbl OHWN MOTYT BbIBECTWU M3 CTPOS
Be6-pecypChl NPeanpusTs, Bbi3BaTb Neperpy3sky CETU, OCTaHOBUTb
KntoYeBble BHYTPEHHME 6U3HEC-MPOLLECChI M MONHOCTLIO Napanm-
30BaTb OHIAMH-ONEepaumm.

HapyLlieHune paboTbl OHNANH-CEPBMCOB KOMMaHUK, AEATENbHOCTb
KOTOPOW HampsMyto CBA3aHa C GYHKUMOHUPOBaHWEM Be6-CalTa Unn
BHyTpPeHHEN I T-MHPPaCTPYKTYpbl, COBEPLUEHHO HEAOMYCTUMO ANS
COBPEMEHHOTO 6M3Heca. 3allMTa He JO/MKHa OTCTaBaTb OT Pa3Bu-
TUA aTak, TeM 6onee YTO GUHAHCOBbIE M pernyTaLMOHHbIE MOCNe -
cTtBug DDoS-aTaku 6bIBatOT BECbMa 3HAYMTENbHbIMU.

10

BOPbBA C DDOS-ATAKAMU HA IBYX ®POHTAX

PelweHune Kaspersky DDoS Protection cnoco6HO pacno3HaBaTb
aTakv NpefenbHO 6bICTPO M 6OPETCH C HUMMK Ha ABYX GPOHTax: Yepes
cnctemy MmoHuTopmHra DDoS Intelligence 1 ¢ nomoLlubto cneumans-
HOW 3aLlUMTHOWM MHOPACTPYKTYypbl «JlabopaTopmmn Kacnepckoro».
Kpome TOro, B «Jla6opaTtopun Kacnepckoro» paboTaeT rpynna
3KCMepTOB, KOTOPas MCMNOb3yeT NepeoBble METOAbI, YTO6bI Cne-
OnTb 3a HoBenw MK DDOS-yrposamum 1 onpenensaTb yrpo3bl Kak
MOXHO paHblLe.

KASPERSKY DDOS PROTECTION:

e KPYMIOCYTOYHO aHaNM3NPyeT MHTEPHET-TPaduK;
e MpenynpexaaeT O BO3MOXHOW aTaKe;

o MepeHanpaenseT TPAaduK Ha LEHTP OUNCTKM;

e BO3BPALLAET OUYULLEHHbIN TPadUK B Bally CETb.

Mocne Toro Kak aTtaka 6yneT oTpaxkeHa, «JlabopaTopusa Kacnep-
CKOro» NpefocTaBUT NOAPOGHbIN OTYET C MOHON MHPOPMaLMel
06 MHLUMIEHTE, YKa3aHWeM ANUTENbHOCTW aTakn 1 pesynbraTe
pa6oTbl Kaspersky DDoS Protection.



APXUTEKTYPA KASPERSKY DDOS PROTECTION

WHTEPHET
NHpacTpyKkTypa
Kaspersky DDoS Protection Bawa ceTb
AHOHCbI BGP uepes ueHTpbl 0UMCTKM B Clyyae aTakum

r— - ----"--"=——-"-"-=-=- - = 1
. |
LeHtp E— BupTyanbHble TyHHenu MorpaHnyHbIN I

ounCTKN 1 flE— mapupyTmusatop KommyTtatop

mky

Beb-cepBep

entp SPAN

— BupTyanbHble TYHHenu
ouncTkm 2 F—
n

Cratnctumka
< [ X}

CeHcop KDP

PeweHunsa ona 6usHeca: kaspersky.ru/enterprise
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3ALLUTA MOBWIbHOIO U OHJIAUH-BAHKUHTA

CHKeHme prcKka MOLLIEHHMNYECTBA MW COBEPLLEHWN PUHAHCOBbIX OrepaL i

KnmeHTbl BCe pexe NoceLLatoT OTAeNeHMs GaHKOB 1 MPELNOYUTaIOT COBEPLLIATh 6aHKOBCKME OMepaLm, NCrOMb3ys KOMMbOTED
1 TenedoH. PazymeeTcs, 3Ty TEHAESHUMIO 3aMETUIN MHOTUE GUHAHCOBbIE OPraHM3aLMy — OHM aKTUBHO 3aryCKaloT MOGUIIbHbIE
MPUNOXEHNS 1 pa3pabaTbiBaOT OHJANH-CEPBUCHI. DTO MPUBIEKAET HE TONbKO HOBYIO ayAUTOPMIO, HO U KMEEPMPECTYMHNKOB.

ATAKWU HA CHETA U TPAH3AKL UM

[ns noxuLleHns aeHer Yepes MHTepHeT-6aHKM 1 CaliTbl GUHAHCO-
BbIX YCNYT KM6EPNPeCTynHUKN MPUMEHSIIOT Pa3HOO6Pa3HbIE CXEMbI.

K OCHOBHbIM Yyrpo3am OTHOCATCA:

e KpaXka yYeTHOM 3anmMcu — ataka, MpuM KOTOPOM 3N10YMbILLINEH-
HVK Nony4YaeT AOCTYN K ayTEHTUDUKALMOHHBIM AaHHbIM MOJb-
30BaTeNs U UCMONb3YeT VX AN OCYLLECTBAEHNS HENErMTUMHBIX
onepaumu,

e Kpaxka MepCoOHasbHbIX JaHHbIX MOb30BaTENS — Ha OCHOBE 3TUX
[aHHbIX CO3[aOTCS JIOXKHbIE YYeTHble 3anncK OT fivLa MOJb30-
BaTens (419 MOLWEHHUYECTBA UK HENTeranbHOrO BbIBOAA AEHET);

* BMELWATENBbCTBO B TPAH3aKUNN — N3MEHEHME NapaMeTPOB TPaH-
3aKLMM M CO3AaHME HOBOW TPaH3aKUMM OT MMEHM NONIb30OBaTENA.

KASPERSKY FRAUD PREVENTION

Kaspersky Fraud Prevention He mpocTo ycTpaHsaeT nocnencTsms
MOLLEHHNYECKOrO MHUMAEHTA, HO AAeT OpraHM3aLmsiM BO3MOXHOCTb
NMPUHSATb MPEBEHTUBHbIE MEPBbI, YTOGbI HE MO3BONNTb 3/T0YMbILLIEH-
HUKaM 0O6UTbCA cBoel Lenu. MNnatdopma akTUBHO G6IOKMPYET
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MOMbITKN KUGEPMPECTYMHUKOB MOXUTUTb AaHHblE MOb30OBaTENEN,
YyCTpaHssa yrpo3y MOLWEHHNYeCTBa 4O TOrO, Kak OHa Moay4mT
peanbHOe BomoweHre. KOHCONMb pelleHns TakKe No3BonseT
COTPYAHMKaM 6aHKa, OTBEYaloWMM 3a 60pbOY C MOLIEHHWNYECTBOM,
cob6paTh TOUYHbIE CBEAEHUS O KAXKAOM UHLUMULAEHTE, B TOM YucCe
y4eTHble aHHble, MCMOMb3OBaHHbIE 4718 AOCTYMa K CYETY.

3ALLNTA B PEXXUME PEAJZIbBHOIO BPEMEHU

Kaspersky Fraud Prevention oTHOCKTCS K cCMCTEMaM CneaytoLlero
MOKONEHWUS, KOTOPbIE MO3BOJIAIOT B PEXMME PEANIbHOIrO BpEMEHM
aHanM3MpoBaTb NMOBEAEHME, YCTPOMCTBA M OKPYXKEHME MOSb30-
BaTenNs, @ TaKXXe C MOMOLLbIO MALIMHHOTO OBYYEHUNs BbISBASTb
NPOABUHYTbIE CXEMbl MOLIEHHWNYECTBA M OTMbIBaHWS AEHeEr.
Kpome Toro, Kaspersky Fraud Prevention nomoraet a¢pdekTnBHO
3alLMLLATb MOBUbHbBIE YCTPOMCTBA NOMIb30OBaTENEN OT 6ONbLUMHCTBA
MN3BECTHBIX Yrpo3.



Kaspersky Fraud Prevention ycunnsaeT CyLLECTBYIOLLYIO CUCTEMY
6e30MacHOCTW 6GaHKa, BbIBOAS €e Ha MPUHLUMMNNANbHO HOBbIN
YPOBEHb.

Kaspersky Fraud Prevention Cloud

BbISIBNSIeT MOLUEHHNYECTBO B OHMANH- U MOBUIBHOM GaHKUHrE.
OcHoBHas GYHKUMOHANBHOCTb — ayTEHTUPUKALLMS C y4eTOM daK-
TOPOB PUCKa N HEMpPepPbIBHOE OTCNEXMBAHME aHOMANNIA B XOLe cec-
CUU, KOTOPOE MPOU3BOAMTCS HA OCHOBE CTaTUCTUYECKUX MOLENEeN
1N MaLMHHOTO O6yYeHus.

Kaspersky Fraud Prevention Clientless Malware Detection

3almiuaeT KOpnopaTUBHYO CeTb 6aHKa C MOMOLLIbIO 6ECKIMEHTCKMX
TEXHONOrnK. NMo3BonseT 6IOKMPOBATbL KIIMEHTOB, KOTOPbIE MOSb3Y-
IOTCS 3aPaXEHHbIMM YCTPONCTBAMU, YTO6bI OCTaNbHble MOMK 6ec-
NpPensTCTBEHHO NOMb30BATLCS NEKTPOHHbBIM GAHKUHIOM.

Kaspersky Fraud Prevention for Mobile

O6ecneurBaeT 6€30MaCHOCTb YCNYT MOBUABHOIO GaHKMHIa, He
BNV Ha yLO6CTBO paboThl KNMeHTOoB. B nakeT SDK BxoauT Habop
MOZLyNein C 3aWnTHbIMU TEXHONOTUSMU U KOMMNOHEHTAMM, KOTO-
pble UCMOb3YIOTCS B 6GAHKOBCKMX MPUIOXKEHMSAX Ha YCTPOMCTBAX
Ha 6a3e Android n iOS.

PeweHunsa ona 6usHeca: kaspersky.ru/enterprise

Kaspersky Fraud Prevention for Endpoints

He Tonbko npespalaeT KOMMbKOTEP MONb30OBaTENA B 6e3onac-
HYIO Cpeny A4 BbIMOJIHEHNA OI'IepaLl,l/IVI OHNaNH-B6aHKMHra 1 npo-
BepdaeT NoAIMHHOCTb OTKPbIBAEMOTO 6aHKOBCKOIo pecypca, HO
Takke obecneymBaeT 3alLNTY NMHTEPHET-KaHala, CBA3bIBAOLLEro
6aHK C KIMeHTaMu.

PELLEHUE «JTABOPATOPUU KACMNEPCKOIO»:
e 3alMLLAET CUCTEMbI MOBUIBHOIO U OHAAMH-6aHKNHIa

e DPPEKTUBHO MPOTUBOLENCTBYET OCHOBHbIM BMAAM aTak
Ha KIMEeHTOB

o Ob6ecneumBaeT 6e30MacHOCTb komMnbioTepos Windows 1 Mac®
e BkoyaeT cpencTBa 3alMTbl MONb30BATENBCKMX MOBUIbHBIX
yCTPOWCTB

e VIHTerpupyeTcs B ceTb 6aHKa 6e3 HapyLUEeHMs CYLLeCTBYOLWMNX
6M3HEeC-NpoLLEeccoB

o Jlerko AAMUNHUCTPUPYETCA 13 elMHOM KOHCONMN yrnpasneHuA

. PaCKprBaeT NMPOABUNHYTblE CXEMbl MOLLEHHNYECTBa B PeXnmMme
peanbHOro BpeMeHu, 1O CoOBepLlIEHNA TPaH3aKL1N

o CoKpallaeT M3Lep)KKM 3a CHET aBTOMaTU3aLMN 1M MALUMHHOIO
oby4yeHus
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3ALLNTA BAHKOMATOB U POS-CUCTEM

CﬂeLlMaﬂMs’MpOBaHHaﬂ 3auinTta AJid BCTpanBaemMbiX CNCTEM

T

baHkoMaTbl U POS-cncTtemMbl MpUBReKatoT KN6eprnpecTynHUKOB TEM, YTO OHM HEMOCPEACTBEHHO CBsI3aHbl C GUHAHCOBbLIMM
TpaH3aKUMAaMK, BblAaYer HalNYHbIX AEHEr U CYUTbIBAHWEM AAHHbIX BAHKOBCKMX KapT. 3alUMTUTb BCTPOEHHbIE CUCTEMBI
OCOBEHHO TPYLHO: OB6bIYHO OHW pacnpeneneHbl reorpadryeckn, CNOXHbI B YNpPaBieHWM 1 peaKo O6HOBASOTCS. Taknum
YyCTPOMCTBaM TpebyeTcs HanpaBieHHas 3allMTa BbICOYANLLEro YPOBHS.

KASPERSKY EMBEDDED SYSTEMS SECURITY

«JlabopaTopusa Kacnepckoro» co3sgana pewenne Kaspersky
Embedded Systems Security ans 3awmTbl 6aHKOMATOB, KaCCOBbIX
CUCTEM U KMOCKOB CaMoo6Cy)MBaHWs. OHO CO3[jaHO C YH4ETOM aKTy-
aNbHbIX Yrpo3, YHKLUMOHana yCTpomcTB, OCO6EHHOCTEN onepaLim-
OHHbIX CUCTEM, COEAMHEHUI U aPXMTEKTYPbI BCTPaMBAEMBIX CUCTEM.

HU3KWUE TPEBOBAHUA K AMMAPATHbIM PECYPCAM

PeweHre «JlabopaTopmm Kacnepckoro» paccymMTaHO Ha MoJ-
HOLIEHHYIO PaboTy Ha HU3KOMPOW3BOAUTENbHbIX anmnapaTHbIX
nnatbopmax, KOTOpbIMU O60PYAOBaHbI 6ONBLUNHCTBO 6aHKOMa-
ToB 1 POS-cuctem. CucrtemHbie TpeboBaHUI K O60PYAOBAHUIO
MUHWUMabHbI. [Tpy MCNONb3OBaHNN PeXMa NPOBEPKM MO Tpebo-
BaHWIO pelleHMe obpallaeTcs K anmnapaTHbIM pecypcam TOJbKO
BO BpPEMsi MPOBEPOK Ha BUPYChI.
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NMOALAEPXXKA WINDOWS XP

Okono 90% 6aHKkoMaTOB No-npexHeMy ncnonbytoT OC cemencTa
Windows XP, nogaepykka KOTOPOro npekpalleHa Mpon3BOANTENEM.
PelweHne Kaspersky Embedded Systems Security onTvMmn3npoBaHoO
AN NOAHO®YHKLMOHaNbHOM paboTbl Ha niatdopme Windows XP,
Tak e kak 1 Ha OC Windows 7, Windows 2009 1 Windows 10 loT.

COOTBETCTBUE TPEBOBAHUAM PCI DSS

CornacHo Tpe6osaHusam PCl DSS, Bce cuctemsl, KoTopble pabo-
TalOT C BAHKOBCKMMU KapTamu, AO/MKHbI 6bITb CHabXXeHbl pery-
NIPHO OB6HOBASEMbIM aHTMBUPYCOM. Kaspersky Embedded Systems
Security NONHOCTbBIO COOTBETCTBYET 3TUM TPEHOBAHMSAM.



APXUTEKTYPA PELLEHNA

«3anpeT no yMonyaHuo»

KOHTponb ycTponcTs

3awmTa oT BpeaHocHoro MO

v/ [paiisepi

v/ USB-Hakonutenu

\
v/ MpunosxeHus

v/ Bubnmotekn

CLLEEHAPUW «3AMPET MO YMOYAHMUIO»

MpX MCNONb30BaHWM ITOrO CLEHAPUS B CUCTEME UCMOHAIOTCS
TONbKO Te dalnbl, ApanBepbl N 6UGANOTEKN, KOTOPbIE IBHO pa3-

‘ Kaspersky
ﬁ Embedded Systems
Security
B N MpunoxeHns
- /N
B N Lpansepsbl
- /N
X brnénnoTteku
X USB-Hakonutenmn

KOHTPOJ1b YCTPOMNCTB

peweHbl aAMUHUCTPATOPOM. DTO NO3BONSET 3aLUMTUTLCS OT KOM- HOBEHWA BO BCTPOEHHbIE CUCTEMDI.

MNEKCHbIX aTak.

PeweHunsa ona 6usHeca: kaspersky.ru/enterprise

DYHKLMSA KOHTPOS YCTPOWCTB NMO3BONSET KOHTPONMPOBATb JOCTY
Kk cucteme USB-HoOCUTENEN — OOMH U3 OCHOBHbIX MyTen NPOHMK-
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3ALLMNTA KPUTUMECKOU UHOPACTPYKTYPbI

CTpaternyeckm noaxon K Knbepbe3onacHOCTM MPOMbILLIEHHbIX CPEL

Yncno BPeAOHOCHbIX aTak Ha MPOMbILLIEHHbBIE CUCTEMbI, B TOM YMUC/1e Ha aBTOMATMU3MPOBAHHbIE CUCTEMbI YNPaBAEHNS
TexHonormnyeckmu npoueccamm (ACY TI1) B nocnenHee Bpemst 3HauMTenbHO Bo3pocno. OfHoro 3apaxeHHoro USB-
HaKoMMTeNs MOXeT 6bITb IOCTAaTOYHO, YTO6bI BpeaoHocHoe MO pacnpoCcTpaHMIOCh NO BCEN MHAYCTPUaNbHOM CETH.

Cuctembl ACY Tl TpebytloT COBEPLUEHHO MHOIO NOAXOAa
K IT-6e30MacHOCTM MO CPaBHEHMIO C KaCcCUYeCKom ODUCHOM
IT-nHdpacTpykTypomn. B kopnopaTmBHbIX Cpefax OCHOBHOE BHU-
MaHWe yoenseTcs COXPaHHOCTU KOHOUAEHUMANbHbBIX AaHHbIX,
a 6ecnepebonHas paboTa He HAaCTONbKO BaXKHa, KaK Aas CUCTEM
yMNpaBieHNs MPON3BOACTBEHHbBIMI MPOLIECCaMM, FAe LileHa MUHY b
MpOCTOS, KaK M o6oM Apyron omnbKKM, oYeHb Benrka. [oaTomy
B obecrneyeHnn 6e30MacHOCTU NMPOU3BOACTBEHHbIX MPOLLECCOB
LEeNCTBYEeT NPOTUBOMOJIOXHbBIV MOAXOA, MPU KOTOPOM OCHOBHOWM
3a4a4en IBNgeTCs NoALep)XKaHme X HenpepbiBHOCTM 1 onepaTuB-
HOe yCTpaHeHue nobbix C6OEB.

Ellle ooHO oTAMYMe 3aKNoYaeTCa B MCMOAb3YEMbIX TEXHONOTUSX.
BOMbWMHCTBO KOPMOPATUBHbBIX CETEM CTPOATCS Ha 6ase «Knac-
cnyeckmnx» OC n nporpamm, B TO BPEMS KaK MPOMbILLNEHHbIE
CUCTEMBI, KaK MPaBWUIO, OTINYAIOTCSH UCKIIOYUTENBHOMN CNOXHO-
CTbiO M 334€NCTBYIOT Y3KOCMELMANN3NPOBAHHbIE TEXHONOTUM, YTO
TpebyeT OT CUCTEMbI 6€30MacHOCTN AOMONHUTENBHOW MTMOKOCTMW.
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Mpn pa3paboTke peleHns A5 3aLMTbl MPOMbILLIEHHbIX Npeanpu-
aTnm «Jlabopatopus Kacnepckoro» caenana akLEHT Ha obecne-
YEeHMM HEMPEPbIBHOCTU TEXHOMOTMYECKNX NMPOoLLecCcoB. B ocHoBe
NoAXO4a NexaT MHOTONIETHSS SKCMepTM3a B 061acTu knbepbeso-
MacHOCTK, ry6OKOe NOHMMaHWe NPUPOLbI YS3BMMOCTEN MHbOPMa-
LIMOHHbBIX CUCTEM W TECHOE COTPYAHUYECTBO C MEXAYHAPOAHbIMM
1N POCCUNCKNUMU PErynsTopaMm B 06nacTu TpeboBaHWM K 3aLumTe.

Pewenne Kaspersky Industrial CyberSecurity cospgaHo cneuyansHO
L5 3aLLUMThI CIOXKHBIX MPOMBILLIEHHbIX CPes, OT/IMYAETCS BbICOKOW
rMOGKOCTBIO M HaCTPaMBaeTCs B COOTBETCTBUM C MOTPEGHOCTAMM
BaLLero npeanpuaTums.

KASPERSKY INDUSTRIAL CYBERSECURITY
e 3alyMLLaeT NPON3BOACTBEHHbIE MPEANPUATUS OT KM6EPYrpo3

o ObecneyrBaeT 6€30MacHOCTb MPOMbILLIEHHbIX Cpes,
N HEMPEPbLIBHOCTb MPOU3BOACTBEHHbIX MPOLIECCOB

. MVIHVIMMBVIpyeT BpeMs NPOCTOEB N 3a4ePXKM TEXHONOrn4ye-
CKMX npoueccos



CTPYKTYPA KASPERSKY INDUSTRIAL CYBERSECURITY

&

KASPERSKY INDUSTRIAL CYBERSECURITY

I
TEXHOJIOTNA

YCTPAHEHWE
YA3BUMOCTEN -Il_

KOHTPOJ1b

3ALLMTA OT {§} LENOCTHOCTU
BPELOHOCHOTO MO

LEHTPA/IM30OBAHHOE
VMPABEHVE O |

CUCTEMA MHTErPALINA
OBHAPY)XEHUSA CCM%?XEWAB:AMM
BTOPXEHWMN v

PACCJIEAOBAHUE
WHUWMOEHTOB

PeweHunsa ona 6usHeca: kaspersky.ru/enterprise

OBYYEHWE U AHATIMTUKA SKCMEPTHbIE CEPBUCHI
B TPEHWHIV MO B OLIEHKA
KVBEPBE3OMACHOCTM 3ALUMLEHHOCTY
B AHAJIUTWUYECKUE OT KMBEPYIPO3
OTYETHI B VHTETPAL/SI

PELLEHMA
B COMPOBOXAEHWE

B PEATMIPOBAHUE
HA UHUMOEHTDI

B UTPbI-CUMYTIALNN
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3ALLUTA OT LLENIEBBIX ATAK

Ha6op crieumann3mpoBaHHbIX TEXHOJIOTNM 1 YCAYT A/15 IPOTUBOAENCTBUS

KOMIJIEKCHbIM Lie/ieBbIM aTakam

LleﬂeHal'IpaBJ'leHHble aTakM OTHOCATCA K CaMbIlM OMaCHbIM yrpo3am And 6usHeca. C KaxablM rOAOM UX YMCNO pacTeT,
a MeTobl 3/TOYMbILLUTEHHNKOB — COBEPLUEHCTBYIOTCA. CeroaHs, 4Tobbl YCNewHO NpOTNBOCTOATL LIENEBbIM aTakKaM, HY>XXHbl
He oTAe/ibHble MHCTPYMEHTbLI M CEPBUCHI, a KOMMJIEKCHasa CTpaTernd 3allnThbl, CrnocobHas adanTNpPoOBaTbCd K MOCTOAHHO

MEHSIOLLIEMYCS XapaKTepy yrpos.

KASPERSKY ANTI TARGETED ATTACK PLATFORM

PeweHune Kaspersky Anti Targeted Attack Platform coeaunsaeTt
HOBeMLUNE TEXHONOM MK, CMeLnan3npoBaHHble YCIyru n rnobanb-
HYIO aHaNUTUKY ANs 60pb6bI C LLeNeBbIMMU aTakamMm Ha BCexX aTanax
NX peanunsaumm.

o [TpoTnBOLENCTBME: BNOKMPOBAHME CNOXHbIX YrPO3 1 COKpalle-
HWe pUCKa LeneBblx aTak

o O6HapyeHne: NOCTOSHHbIA MOHUTOPUHT aKTUBHOCTEN, KOTO-
pble CUTHANM3MPYIOT O HAIMYUK aTakn

e PearvpoBaHue: MOMOLLb B YCTPaHEHMM aTaKn U PacCNefoBaHNN
NPUYMH ee BO3HVMKHOBEHMS

e [MporHo3MpoBaHue: yKpernieHne mep 6€30nacHOCTU 1 ycTpa-
HeHWe ysS3BUMOCTEN MHGPACTPYKTYpbI

CUCTEMHbI NOAXOLA

OCco6eHHOCTb LieNeBbIX aTak 3aK/1to4aeTCsl B TOM, YTO OHM TLLATENbHO
FOTOBATCA M YNPaBAAOTCA BPYHYHYIO Ha BCEX 3Talax peann3aunn.
3J'onMbILLIJ'IeHHMKV| MOXNLAtOT LeHHble JaHHbIE, N HapyLUatkoT 613-
HeC-MPOoLECChl, HO OCTatOTCA HeE3aMe4YEeHHbIMU B TEYEHME OOJITTOro
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BPEMEHM — BMIOTb A0 HECKOMbKMX NieT. [pn 3TOM LieHa NpoBeaeHs
LieneBbIxX aTak MOCTOSSHHO CHUYKAETCS, MO3TOMY UX XXEPTBOW MOXET
CTaTb MPaKTUYECKN tobas KoMMNaHWs. YTo6bl BbISBUTb CYLLECTBY-
IOLLYIO M NpefsynpeanTb OyayLLyto LeNeByto aTakKy, HeAOCTaTOYHO
MNMETb B apCeHasie OTaesbHble MPEBEHTUBHbIE TEXHONOTNK, — TPeby-
IOTCS CMOCOBHOCTb OMpenensaTb HopMasbHOE NMOBeAEHNE CUCTEMbI
¥ NONb30BaTeNEN, a TaKXKe NMOCTOAHHbIN aHanu3 BCeX AeNCTBUN.

SKCMEPTU3A MNPOBOTIO YPOBHA

YTO6bI MPOTUBOCTOATH LIEIEBbIM aTaKaM, TakKXe KpanHe Heo6xo-
LVIMbl 6OJbLIOW OMbIT KX BbIIBNEHWS U MOCTOSHHOE M3yYeHue Mexa-
HM3MOB VX pacnpocTpaHeHus. B ocHoBe Kaspersky Anti Targeted
Attack Platform nexat rny6okas akcnepTv3a U MHHOBALMOHHbIE
TEeXHONOorMK, 611arofaps KOTOPbIM Gblv BbiSIBAEHbI LECATKU KPYT-
HeWLWKMX LeNeHarnpaBieHHbIX aTak O6LEeMUPOBOro MacliTaba —
Darkhotel, Carbanak u mHorue gpyrue.



OBYYEHME CNEUMATINCTOB

YTO6bl TEXHONOMMW MPOTUBOAENCTBMS LIENEBbIM aTakam
coyeTanuch ¢ 3GHeKTMBHBIMU MepamMm 6€30MacHOCTU BHY -
Tpy KoMnaHuu, «JlabopaTopua Kacnepckoro» npennaraet
TPEHUHTM AN cneunanncTos no Vb, B TomM yncne no pea-
rMPOBAHMIO Ha MHLUMAEHTbI 1 MOJHOLEHHOMY paccienoBa-
HUIO LIENEBbIX aTaK.

F'MBKUA KOHTPOJIb CETEBOV AKTUBHOCTHU

BblaeneHHble ceHCcopbl CeTU 1 paboumx CTaHLMI NO3BO-
NS0T PACMONOXKNTL TOUKM KOHTPOJS B PA3HbIX yYacTKax
CeTn 1 6bICTPO OBHAPYXKUTb KOMMIEKCHbIE YrPO3bl, KOTO-
pbIM NOABEPXKEHA BaLla MHOPaACTPYKTYpa.

AHANN3 NMOBEAEHNA OBbEKTOB

[Mono3puTenbHble 06bEKTHI, OBHAPYXEHHbIE B MOYTOBbIX
BNIOXEHUAX NN NHTEPHET-TpaduKe, NepenatTcs CeHCo-
pamMu B MECOYHULY — M30IMPOBAHHYIO BUPTYaNbHYIO Cpeay.
[Mocne 3TOro KaxAapl O6bEKT aHaNM3NPYeTCa Ha NpeamMeT
BPEAOHOCHOW aKTUBHOCTM, YTO MO3BONSET BbISBNSTL aTaky
Ha paHHen cTaanu.

AHANTN3 AHOMATUIA

AHanmsaTop LeneBbix aTak nonyyaeTt nHGopmaumto oT ceTe-
BbIX CEHCOPOB, CEHCOPOB PaboUMX CTaHLMIA 1 CEpPBEPOB AJ1s
CO34aHWs TUMOBBLIX LIAGIOHOB NOBEAEHNS NMporpamm. B aanb-
HeWleM Ha OCHOBE OTKJIOHEHUIN OT 3TUX LWAaGIOHOB onpe-
LenseTcs, sBAsSeTCs N akTUBHOCTb MOTEHLMANbHO YaCTbto
LilefleBOM aTaku, 1, eCcnm SBAseTCs, HeMeaneHHO NHGOPMM-
pyeT O HeW CneLmanMcToB No 6€30MacHOCTY.

PeweHunsa onsa 6usHeca: kaspersky.ru/enterprise

APXUTEKTYPA PELLUEHUA

CeTeBble ceHCOpb

B [1pokcu H [TouTa

LleHTp aHanusa
(TexHONOIrUSA
MaLlUHHOro
oby4yeHus)

CeHcopsl
pabounx mecT

«lMeco4yHuua»
(knacTepbl)

Kaspersky Endpoint Security
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SKCINEPTU3A B OBJIACTU BE3OINMACHOCTU

LLInpOKMii CeKTp 3KCNEPTHbIX CEPBUCOB AJ151 MOBbILLEHMS YPOBHS 6€30MaCHOCTM

BaLlero 6mM3Heca

[nsa nosbiweHms 3dPeKTUBHOCTM CUCTEMbI KMOep6He30MaCHOCTHM Ballen kKoMnaHun «JlabopaTopus Kacnepckoro» npegnaraet
Habop CEPBNCOB AJ19 CNeLManMCToOB B 06nacTu IT-6€30MacHOCTM, OCHOBAHHbIM Ha YHUKaNbHOM OMbITE M 3HAHMUAX SKCMEPTOB

«JlabopaTopuun Kacnepckoro».

CEPBUCbl UHOOPMUPOBAHUA OB YITPO3AX

MoToKu paHHbIX 06 aKTyaslbHbIX YIpo3ax, O6HOB/ISEMbIE B PeXNME
peanbHOro BPEMEHMW, MO3BONSIOT YCUAMTL Bawe SIEM-pelweHune
1N NONYYUTb 6ONee LMPOKME BO3IMOXHOCTM B O6/1aCTW paccnesio-
BaHWS MHLMAEHTOB.

AHanuTnyeckue otyeTbl 06 yrposax knacca APT nossonstoT npu-
MEHSTb MPOAKTVBHbIN MOAXOZ K 3aLiMTe 61aroaaps SKCKIO3MBHOMY
LOCTYMY K MOAPOGHbBIM OMUCaHUAM KPYMHbIX KaMOaHWi Knbep-
LWNMOHaxa. NMoAnrCKa Ha OTYETbI BKIIOYAET B TOM YMCE AOCTYM
K COOTBETCTBYIOLLMM MHAMKAaTOPaM komnpomeTaLmm (indicators of
compromise, IOC). NHankaTopbl NnepeaatoTca B popmaTe, pacnos-
HaBaeMOM yCTPOWMCTBaMM 6€30MacHOCTM, MO3BONAS TakM obpa-
30M OBHaPYXNTb U YCTPaHUTb Yrpo3bl O TOrO, KaK OHW HaHeCn
OLLYTUMbIV Bpe.,.

CneumanmMsmpoBaHHble aHAJIMTUYECKUE OTUYETbI MOKa3bIBalOT
CyLeCTBYOLWME 1 NOTEHLMaNbHbIE BO3MOXHOCTM AN9 aTaK Ha
Bally opraHusaumio. Cpean Nnpoyero, OTYeTbl COAEPXAT cBele-
HUS O KPUTUYECKWM BaXKHbIX pecypcax KOMMaHUM Ha nepumeTpe
ceTn, 06 yTeukax KoHbuaeHUNanbHON MHGOPMALIMN U O BEKTO-
pax aTaku, NpPeACTaBAAIOLNX OCO6bIN MHTEpeC Ana pa3paboTym-
KoOB BpefoHOoCHoro MO 1 kméepnpecTynHUKOB.
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SKCMNEPTHbIE CEPBUCDHI

TecTupoBaHMe Ha NPOHUKHOBEHUE MO3BONSET BbISBUTL Hanbonee
YS3BMMbIE 3/1eMeHTbI I T-MHDPaACTPYKTYpbI, U36exaTb GPUHAHCOBOTO,
onepaLroHHOro 1 penyTaLMOHHOrO yLlep6a, CBA3aHHOIO C Knbe-
paTakaMu 3a CYET CBOEBPEMEHHOIO YCTPaHEHWs YS3BMMOCTEN,
a TaKkKe 06eCcneynTb BbINONHEHWE TPEOOBaHN rOCYAapPCTBEHHbIX,
OTpacyeBbIX M KOPNOPaTUBHbIX CTaHAapPTOB (Takumx kak PCl DSS).

AHanus 3aWmILEHHOCTUN NPUIIOXKEHUN NO3BONIIET OO6HAPYKUTH
YS3BUMOCTMU B MPUIOXKEHUAX TIOOOrO TMMa, OT KPYMHbIX O61a4HbIX
cepBuncos, ERP-pelueHnin, cnctem AMCTaHLMOHHOIO 6aHKOBCKOTO
o6cnyxmeanns (4BO) n apyrmx 6U3HeC-NPUNOXKEHUI 1O BCTPOEH-
HbIX MPUNOXEHNIN N peLleHn ANg PasnnNYHbIX MOBGUIbHBIX MaaT-
dopm (i0S, Android v ap.).

PaccnepoBaHne MHUMAEHTOB U aHaNu3 BpepoHocHoro MO
MO3BOAISIET BOCCO3/4aThb AETabHYO KapTUHY MHUMAEHTa MHbOPMa-
LIMOHHOW 6e30MnacHoCTU. «JlabopaTopus Kacnepckoro» npeaocTas-
NseT NoAPO6HbIV OTHYET, COAEPXKALLMI, B YACTHOCTU, pEKOMEHOALNN
Mo yCTpaHeHWIO NOCNeACTBUM MHUMAEHTA.



NMPOrPAMMA NMOBDLILLEHUSA

OCBEAOMJIEHHOCTMH

[oBbileHME KyNbTYpbl KN6EP6EE30NACHOCTM B YOPME MHTEPAKTUBHbIX TPEHNHIOB

Mporpamma Kaspersky CyberSecurity Awareness momoraeT co3aaBaTb U pa3BMBaTb KyJbTypy KMb6ep6e30onacHOCTU
C NMOMOLLbIO Habopa TPEHMHIOB MO MOBbLILIEHNIO OCBEAOMAEHHOCTU. TPEHUHIN MPOBOASTCS B TECHOM COTPYAHUYECTBE
CO cnyx60m IT-6e30MacHOCTM 1 OTAENOM MO paboTe C NepCcoHanom. OHM BKIKOYAIOT INEMEHTbI UrPbl 1 MPeAHa3HaYeHbl
09 COTPYAHUKOB BCEX YPOBHEN, HEe 06NaZatoLMx creumanbHbIMM 3HaHUIMK B 061acTu IT-6e30nacHOCTU.

CTPYKTYPA TPEHUHIOB:

Pykosoautenu

MoHVMaHVe 1 noaaepxKa
cTpaterumn Nb

CyberSafety

MeHemxepbl
pkEp Management Games

busHec-peleHus,
COOTBETCTBYlOLME
cTpatermumn Nb

OHnnanH-nnatpopma

Bce cotpyaHukm
06y4YeHUs HaBblkaM

OueHKa KynbTypbl Ku6ep6e3onacHocT1

Otnen b u UT TPEHUHT Mo B3auMOAENCTBUIO

C COTPYAHUKaAMM

HaBbiku 6e3onacHoro
MNCMONb30BaHNS
KOMMblOTEPA N MHTEPHETA

JlononHuTenbHble
VHCTPYMEHTbI YNpaBieHust
MHOOPMaLNOHHOM
6e30MacHOCTbIO

PeweHunsa ona 6usHeca: kaspersky.ru/enterprise

SOOEKT OT MPOrPAMMbI:

CokpalleHue yncna nHumaeHTos 1o 90%
YMeHblUEHNE PUCKOB KMbepbe3onacHo-
cT Ha 50-60% B AEHEXHOM BblpaXKeHUM

BeposTHOCTb NpUMEHEHUS MONYYEHHbIX
3HaHWM B NOBCeAHEBHOM paboTe — Ao 93%
bonee vem 30-KkpaTHas OKyNnaeMocCTb BO-
»xeHnn (ROI)

BkntoyeHne B NpoLecc pykoBoamnTenen
opraHuvsauum 6narofaps nepeBoay Tpe-
60BaHWI KNbep6e30nacHOCTN Ha MOHAT-
HbIN 93bIK

Vi3Mepurmble pe3ynbTaTbl MPOrpamMmbl
OCBELIOM/IEHHOCTU
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NNOKAJIbHAA PENMYTAULUOHHASA BA3A

PeLueHune npobnemsl Knbepbe3ornacHOCTM B U30JIMPOBAHHbIX CETSIX 6€3 nepeaaym

AaHHbIX 3a rpegesbl JIOKaJIbHOWM CETH

CerofHsi KntoyeBbIM GakTOPOM obecrneyeHmns 6€30MacHOCTN ABASETCS BPEMS PeaKLMN: OHO AOMKHO 6bITb MUHUMABHBIM.
[axke Manemwmin NpoCToON MOXET MMETb Cepbe3Hble MOCNEACTBMS AN KPYMHbIX NPeAnpUsaTA M OpraHn3aumii. [Npu aTom
HOPMaTMBHblE TPE6OBAHWS, BHYTPEHHMWE NMOANTUKMU KOHOUAEHLNANBHOCTI 1M OTpacieBas cneumdmnka cepbesHo BAUSIOT
Ha ONepaTUBHOCTb M KaYeCTBO peLleHMs BOMPOCOB KMbepbe3onacHOCTH.

[ns peweHus npobaembl Kn6ep6e30nacHOCTH B M30IMPOBAHHbIX
CETHX U CETSAX CO CTPOrMMU OFPaAHNYEHUSAMUN LOCTYMHOCTU M3BHE
«JlabopaTopus Kacnepckoro» npeanaraet NpeanpuaT1sam noKasb-
HYIO penyTaLmMoHHyto 6a3y Kaspersky Private Security Network. OHa
COOTBETCTBYET XECTKMM TPE6OBaHMAM K CUCTEME 3aLLUUTbI 1 06na-
[aeT BCeEMU NPenmMyLLeCTBaMM OB1a4YHON CETU 6€30MaCHOCTU, HO
6e3 nepeaaym AaHHbIX 3a Npefesnbl JOKaNbHOM CeTU.

CBEOEHWA OB YIPO3AX B PEXXUME PEAJIbHOIO BPEMEHU
CoszpaHHas «JlabopaTopuern Kacnepckoro» rno6asnbHas cucTema
CBeLEHNI 06 yrpo3ax NpefoCTaBsSET B PEXMME peasibHOro Bpe-
MeHM BCIO MHbOPMaLMIO, HEOBXOAMMYIO AN 3aLlMTbl OT KMbepy-
rpo3 1 paccnefoBaHNs BO3MOXHbIX MHLWAEHTOB.

BbICTPOE OBHAPY)XXEHWUE YIPO3
TpaANUMOHHBIM pelleHnsM TpebyeTcsa A0 YeTbipex 4acos,
YTOb6bI OOHAPYXXUTb 1 3a6JIOKMPOBaTh HOBOE BpenoHocHoe MO,
C Kaspersky Private Security Network aTo nponcxoamT MeHbLue
4yeM 3a MUHYTY — 6€e3 nepeflayun Kaknx-anmbo JaHHbIX 3a Mpeaenbl
JIOKaJIbHOM CeTU Ballen KOMMaHUK.
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OMEPATUBHOE PEATMPOBAHUE

[MepenoBas obnavyHast cMCTeMa CBEAEHMN 06 yrpo3ax No3BONsSET
HeMe[J/IeHHO pearMpoBaTh Ha Yrpo3bl B pamMKax KOHTPOIMPYEMOWA
JIOKaNbHOW CeTU NPeanpUaTUS.

MPEMMYLLEECTBA KASPERSKY PRIVATE SECURITY NETWORK

e YHVKanbHble CBeAeHUSs O HOBEMLLUX 1 Hanbonee CNOXHbIX aTa-
KaX, MpeAoCTaBAsSEMbIE B PaMKax KOHTPOAMPYEMOW Cpefbl BaLLen
JNIOKaNbHOWM CeTn

e AfjanTaums peleHns K YCIOBUSM U30NMPOBAHHOM CeTr
o [M6KME BO3MOXHOCTM Pa3BEPTHIBAHWS M TECTOBbLIN PEXUM

o CooTBeTCTBME TPEOOBAHMSAM K 0b6ecrnevyeHnio 6€30MacHOCTH
1 3alMTE KOHOUAEHLMANbHBIX JaHHbIX

» Bbicoknin ypoBeHb 3awmTbl 61arogaps 6bICTPOM peakumm
Ha yrpo3bl 1 MUHUMM3ALMKN NOXHbIX CpabaTbIBaHWNIA



PeweHune Kaspersky Private Security Network MOXHO yCTaHOBWUTb B LleHTpe 06pabOoTKM AaHHbIX OpraH13aumm, 1 ero paboTy 6yayT nNon-
HOCTbIO KOHTPONMPOBATh | T-creunanmcTsbl Ballero npeanpuaTis. MNpu 3TOM Bbl He MOABEPraeTe PUCKY COXPAaHHOCTb KOHPUAEHLMaNb-
HbIX AaHHbIX 1 He HapyLlaeTe TpeboBaHWs I T-6e30NacHOCTH AN M30AMPOBaHHbIX CETEN.

Kaspersky

3awmuaemMbli nepumMeTp Security Network

Kaspersky Private
Security Network

Kaspersky
Security
Center

A
v

PenyTaumoHHble
NaHHble

PenyTaumoHHbIn

CraTucTmKa
3anpoc/oTeeT

e penyTauns Gpannos

e penyTaLums CCblIoK

e LIAa6NOHbI ONACcHOro
noBeAeHNs NporpaMmm

e AEHTUGUKATOPBI

3awmTa MO6UIIbHbBIX KoHTponb 3awnTa
YyCTPOWCTB 1 3almTa BUPTYanbHbIX
paboymx mecT YCTPOWCTB

PeweHunsa ona 6usHeca: kaspersky.ru/enterprise 23
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3ALLUTA OTAEJIbHbIX Y3/10B CETU

CﬂeLlMaﬂM3leOBaHHble peLleHns A4 obecrieqyeHumss 6€30rnacHOCTU OTAE/bHbIX KOMIOHEHTOB CETU

Bce ycTpolicTBa B cOCTaBe KOPNOPaTUBHOW CETU HYXAAIOTCA B HAZAEXHOW Creumanm3vpoBaHHON 3awmTe. [oaTomy,
NMOMMMO pPeLUeHNs AN KOHTPONS M 3alWmMThl paboumx MecT, «Jlabopatopus Kacnepckoro» paspaboTana npoayKTbl As
obecrneyeHns 6€30nacHOCTN OTAENbHbIX Y3108 ceT. OHM MOTYT 6bITb YCTaHOB/IEHbI B AOMONHEHME K NpoaykTam Kaspersky

Endpoint Security ons 6msHeca nam kak OTAENbHOE peLleHume.

3ALMUTA ®ANTOBbIX CEPBEPOB

Kaspersky Security ans ¢annoBbix cepBepoB — 3TO
ahdeKTMBHOE, HafleXXHOe 1 MacluTabupyemoe pelleHne
NS 3aWmnTbl GarinoBbIX XPaHWUANLL C O6LLMM AOCTYMNOM,
He OKa3sblBaloLLee 3aMEeTHOrO BAMUSHNS Ha MPOW3BOANTENBHOCTb
cucTeMsl. PelleHne o6ecneyrBaeT 3allMTy OT BpeaoHocHoro MO
LN cepBepoB Ha 6a3e Linux n Windows.

3ALLINTA CEPBEPOB COBMECTHOW PABOTbI
Kaspersky Security ans cepeepoB COBMECTHOM pPaboThbl

obecrneynBaeT MaKCMMalbHbIM YPOBEHb 6€30MacHO-
cTu cepBepoB SharePoint®, a Takxe nx nonb3oBaTte-
nen. 9pdeKTUBHbIE TEXHONOTMN 3aLLUTHI OT BPEAOHOCHbIX aTak
N yTEUKM KOHOUAEHUMATbHbBIX JaHHbIX B 9TOM peLleHUn coYeTa-
IOTCA C NPOCTOTOM YNpPaBAeHUst N yAO6CTBOM MCMOMb30BaHUS.
@ psieT Tpaduk HTTP, HTTPS 1 FTP B pexunme peanbHOro
BpeMeHU 1 obecrnevymBaeT BCECTOPOHHIOW 3alLUNTY
NHTEPHET-LLU/K30B OT N3BECTHbIX M BHOBb BO3HMKAIOLLIMX YTPO3.

3AWLNTA MHTEPHET-LUTKO30B
Kaspersky Security ans MHTepHeT-LWAO30B NpoBe-
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3ALLMTA NOYTOBbBIX CEPBEPOB

Kaspersky Security Ans no4ToBbIX CepBepOB 0becneyn-

BaeT 3aLUMTY NOYTOBOro Tpadumka OT cnama, GULLNHIOBbIX

CCbINOK U BpefoHocHoro MO, PelleHne noanepxmBaeT
nonynspHble noytosble nnatdopmsl Microsoft Exchange, Linux®
Mail Server 1 IBM® Lotus® Domino®. Kpome Toro, Ans no4ToBbIX
nnatdopm Microsoft Exchange peannsoBaH MOLYb KOHTPOSNSA HAA,
pacrnpocTpaHeHnem KoHPnaeHUManbHON MHGopMaLmm.

3ALLMTA MOBWUJIbHbIX YCTPONCTB

Kaspersky Security on1s MO6UAbHbIX YCTPOMUCTB Obe-
cne4ymBaeT 6€30MacHOCTb YCTPOMCTBA COTPYAHMKA
He3aBMCMMO OT ero MeCcTOHaxoxaeHus. PelueHne 3awwm-
LLaeT yCTPOMCTBa OT BpeAoHOCHOTO 1O 1 No3BONsSEeT OCYLLECTBAST
MOHUTOPWHT Y KOHTPOMb CMapTHOHOB U MNAHLLIETOB B KOPMNopa-
TUBHOWM CETU U3 €ANHOTO LIEHTPa C MUHUMAJIbHBIM BAUSHUEM Ha
paboTy Nosb3oBaTeNemn.



PACLUMPEHHASA TEXHUYECKAA NOAAEPXKA

Peakuums Ha KpUTUMYECKM BaXKHbIE COBbITUSI B PEXXMME 24X7 1 NPSIMOM 4OCTY

K TEXHUYECKUM Ccrieynalincram

MpeMunanbHble MPOrpamMmbl MOALEPXKKN MAEANBHO NOAXOAAT KPYMHbIM KOMMAHUSAM, 4151 KOTOPbIX UCKIIOUNTENBHO BaXKHa
HenpepbIBHOCTb 6M3HEC-NpoLLeccoB. PelleHne Bawen NpobaemMbl CTaHOBUTCS NPUOPUTETHOM 3aJav4en 019 SKCNepToB
«JlabopaTopuun Kacnepckoro».

MPOTrPAMMbI MPEMUAJIbBHOW MOAAEPXKN

MSA Business

MSA Enterprise

Pewenwve gnsa komnaHuim,

KOTOpPbIM TpebyeTcs
peaKkLms Ha KpUTUYECKN
Ba)kKHble CO6bITUSA B
pexvme 24x7 1 NpsMon
[OCTYN K TEXHUYECKNM
cneumanncTam

Pewenne ona
KOMMaHWM CO CNIOXHOM
MHbpacTpyKTypou,
KOTOPbIM TpebyeTcs
nepcoHann3nMpoBaHHas 1
NPOaKTMBHas 3almnTa

24x7x365

v

v/

BbloenenHas
TenedOoHHas NNHUS

v

v

Bpems peakumm
Ha KpuUTUYeckne
WHUMAEHTbI

4 yaca

30 MUHYT

[lepcoHanbHbIN
TEXHUYECKNIA
MeHemKep

v

PerynsipHble oTyeThl
O CTaTyce peLleHus
npo6nembl

v

PeweHunsa ona 6usHeca: kaspersky.ru/enterprise

MPO®ECCUOHAJIbHbIE YCNIYTU

MprMeHss nepesoBO ONbIT N COHBCTBEHHbIE 2PPEKTUBHbIE METO-
OUKW, HaLLW SKCMEPTbl OKaXy T NMOAAEPXKKY BO BCEX aCMeKTax pas-
BEPTbIBAHMS, HACTPOWKM 1 OOHOBAEHNS NPOAYKTOB «JlabopaTopum
Kacnepckoro» B Bawem IT-MHPpacTpyKType:

» MpoekTUpoBaHUe U YCTAHOBKA pelleHnin «JlabopaTopum
Kacnepckoro» ansg 6usHeca.

o O6yueHue IT-cneumanucToB ans 6onee apHeKTUBHOrO NCMNOSb-
30BaHMA 3alLUMTHbIX TexHonorum «Jlabopatopumn Kacnepckoro»
C y4eToM ocobeHHOoCTel I T-MHPPaCTPYKTYPbl KOMMAHNM.

« NpoBepka COCTOSAHMSA CUCTEMDI 3aLUUTDI C LIESTbIO ONTUMM3aLIMM
PaboThbl pelleHns ang obecrnedyeHus IT-6e30MacHOCTA B yCoO-
BMSX CYLLECTBYIOLWEN MHOPACTPYKTYPbI C MPefoCTaBleHNEM
NoApPO6HOro OTYETa U PEKOMEHIALNIA.
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O «JIABOPATOPUU KACIMEPCKOIo»

«JlabopaTopus Kacnepckoro» — MmexayHapoaHas KOMMaHus, paboTatollas B chepe nHPopMaumMoHHoM 6e3onacHocTu ¢ 1997 rona.
MMy60oKMe 3KCNePTHbIE 3HAHWS 1 OMbIT KOMMAHWKM NIEXaT B OCHOBE 3aLLMTHbIX PELLEHWI N CEPBUCOB, 06ecneymBatoLLmx 6€30MacHOCTb
6U13HeCa, KPUTUYECKN BaXXHOW MHOPACTPYKTYPbI, rOCYAAPCTBEHHbIX OPraHOB M NMosb3OBaTeNel BO BCEM MUPE.

O6wunpHoe nopthonmo «Jlabopatopunn Kacnepckoro» BkOYaeT B cebs nepefoBbie NpoayKTbl AN WMPOKOro Kpyra rnosb3oBaTe-
nei. «Jlabopatopusa Kacnepckoro» 3awmiiaeT JOMaLHUX NOb3oBaTeNen, HebosbluMe KOMMaHWKW, NpeanpusaTns cpeaHero 6mMsHeca
1N KPYMHbIe KOPropaumm OT BCEBO3MOXHbIX KMGEPYrpo3, Npeasiaras BCEM Npu 3TOM yAO6HbIe MHCTPYMEHTbI A5 YpaBieHns cucTe-
MOV 6€30MacHOCTH.

«JlTabopaTopus Kacnepckoro» NoHMMaeT NOTPEBHOCTY HEGONBLIMX KOMMaHWIM 1 NpeafiaraeT MM MHOTOYPOBHEBbIE peLleHns, abdek-
TMBHbIE M MPOCTbIE B YNpaBaeHUM. KoMNaHWs TakyKe OTBEYaET BCEM 3aMpoCaM KPYMHbIX MPeAnpUaTnin, NpeaoCcTaBnss MM KOMIMIEKCHYO
nnatdopmMy, KOTopas 3allMLLIaeT OT BCEX TUMOB KMBEPYrpO3, O6HAPYXMBAET CaMble CTIOXKHbIE aTakK, pearnpyeT Ha o6ble UHLNAEHTDI
1 NPeaBUOUT pasBuUTME yrpo3. KpoMe Toro, KoMmnaHus npennaraet Habop Cheumanm3vpoBaHHbIX PELLEHN, KOTOPbIE 3alLMLLAIOT BCE
y3/1bl KOPMOPATUBHOWM CETK, BKIOYAS MOBGUIbHbIE YCTPONCTBA, a TakKe CNOCO6HbI 06ecrneynTb 6€30MaCHOCTb LEHTPOB 06PaBbOTKM
JaHHbIX U MHOYCTPUaNbHbIX Cpe,.

TexHonornm «Jlabopatopum Kacnepckoro» 3awmuwiatot 6onee 400 MUAIMOHOB nonb3oBaTenem 1 270 TbiCAY KOPNOPATMBHbIX KINEH-
TOB, MOMOTas COXPaHUTb TO, YTO A HUX BAXKHO.

bonee nonpo6Has nHGopMaLmsa 4OCTYNHa Ha www.kaspersky.ru.
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BOJIbLUE TECTOB. BOJIbLLUE HAITPALL.

BOJIbLUE 3ALLLUTDI*

B 2016 rogy npoaykTel «Jlabopatopum KacrnepCKoro» rnpuHsIn y4actme B /8 He3aBUCUMbIX TECTax
n o63opax. B 55 cnyyasx oHn 3aHsam neppoe mecto v 70 pa3 BoLwam B TPOMKY Ay4iumx (TOI-3)

100%
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20

Monpo6Hee: kaspersky.ru/top3

MpoueHT nonagaxui B TOM-3

VIPRE
Sopho!

Quick Heal

Ava
BuIIGua‘ . ' AVG Trend Micro
GDA

F-Secure,
[ ]

Avira

40

Symantec

ESET
BitDefender

. Intel Security (McAfee)
Microsoft
[

60

«Jlabopatopus

Kacnepckoro»
1-e mecta — 55
Yuactue B 78
TecTax/ob3opax
TOrM-3 = 90%

80

* MpumeyanHns

» Bk/toyaeT TecTbl NPOAyKTOB ANns
6u3Heca, JOMALLHWX NOo/b30OBaTe-
ner 1 MOBUITbHBIX MPUITOXKEHMI
3a 2016 roa.

« B 0630p BOLLM TECTHI, NPOBELEH-
Hble CneayioWMMM He3aBUCKMbIMU
naéopatopusamu: AV-Comparatives,
AV-Test, SELabs, MRG Effitas,
VirusBulletin, ICSA Labs.

* TecTupoBanuch BCe AOCTYyM-
Hble TEXHOJIOrMN 3alLUNTbl MPOTUB
MN3BECTHbIX, HEN3BECTHbIX 1 KOM-
MNEKCHbIX yrpo3.

o [lnameTp Kpyra COOTBETCTBYET
YNCNY 3aHATbIX NEPBbIX MECT.

Yucno TectoB/0630poB

100
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I(A PE R I(V.Q AO «JlabopaTopus Kacrnepckoro» PelueHus ansg KpynHoro 6usHeca: +7 (495) 737-34-12
18 www.kaspersky.ru www.kaspersky.ru/enterprise sales@kaspersky.com

© AO «JlabopaTopwus Kacnepckoro», 2017.

N Expert
"X Analysis

3aperncTpupoBaHHble TOBAaPHbIE 3HAKW 1 3HAKM OBCNYXKMBaHWS SBASIOTCS COBCTBEHHOCTBLIO UX NpaBoo6bnagatenen. Microsoft,
| Windows, Shaprepoint, Windows Phone n Hyper-V — ToBapHble 3Hakm Microsoft Corporation, 3apernctpvpoBaHHble B CoeIMHEHHbIX
LTtaTax AMEpMKM 1 B Apyrux cTpaHax. Linux — ToBapHbIi 3Hak Linus Torvalds, 3apernctpupoBaHHbiin B CLLA 1 B apyrux cTpa-
Hax. IBM, System Storage, Lotus, Domino — ToBapHble 3Haku International Business Machines Corporation, 3apernctprpoBaH-
Hble BO MHOTUX lOpUCAMKLMSAX MO BcemMy mupy. Android n Chrome — ToBapHble 3Hakn Google, Inc. iOS — 3aperncTprpoBaHHbIn

Jan 7/ B CoeanHeHHbIx LLITaTax AMepuKIM 1 B ApYrnx CTpaHax TOBapHbI 3Hak Cisco Systems, Inc. n/unm ee abdunmpoBaHHbIX KOMMaHUINA.
{]'} Citrix 1 Xen — 3aperucTpupoBaHHble ToBapHble 3Haku Citrix Systems, Inc. B CLLUA n/unn apyrux ctpaHax. VMware u vSphere —
Machine Big Data / ToBapHble 3HakM VMware, Inc. unu sapernctprposarHbie B CLLA nan apyrvx topucamkumsx ToeapHble 3Hakn VMware, Inc. Mac
Learning Threatintelligence 1 Mac OS — 3aperncTprposaHHbie B CoenHeHHbIX LLITaTax AMepyKm 1 B IpYrix CTpaHax ToBapHble 3Haku Apple Inc.
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