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O KOMMNaHNK
«[loktop Beb»

Komnanus «oktop Be6» — poccuimckmin npomnssoam-
Tenb aHTUBMPYCHBIX CPeACTB 3aLUMTbl MHPOPMaLLMU

noa Mapkow Dr.Web. Hawm npoaykTbl pa3pabatbiBa-
loTcsi ¢ 1992 roaa. «[lokTtop Beb» — Kno4eBon Urpok Ha
POCCUINCKOM PbIHKE MPOrpaMMHbIX CPELCTB obecrneyeHus
©a3oBoK NoTpebHOCT BrsHeca — Ge3onacHOCTU NHGOP-
MaLumn.

«[lokTop Be®» — 0AMH 13 HEMHOTUX aHTUBUPYCHBIX
BEHA0POB B MUPE, BNALEIOLLMX COOCTBEHHBIMU YHVKamb-
HbIMW TEXHOMOTUAMM AETEKTUPOBAHNSA U NTeYeHNs BpeLo-
HOCHBbIX NMPOrpaMM, UMeeT CBOIO aHTUBMPYCHYIO nabo-
patopuio, rnobanbHyio cyx0y BUPYCHOrO MOHUTOPWHTA
N CNy>0y TEXHNHYECKOW NOALEPKKM.

Hawwu paspabotimku yoensor orpoMHOe BHUMaHMe
Pa3BUTMIO TEXHONOMMI 3aLLUMThI KaK OT M3BECTHBbIX, Tak

1 OT HEM3BECTHBIX YrPO3. AHTUBMPYCHAsA CUCTEMA 3aLLUMNThI
Dr.Web no3sonset MHPOPMaLMOHHBIM CUCTEMAM HaLLNX
KITMEeHTOB 3(PEKTUBHO NMPOTMBOCTOSATL NIODbLIM, Aaxe
ellle Hen3BeCTHbIM yrpo3aM. Pewwerns Dr.Web nonHo-
CTblO YAOBNETBOPSAIOT OM3HEC-NOTPEOHOCTM KOMMaHWN

B 3aLUMTe OT BPEOOHOCHbIX NPOrpaMm.

«[lokTop Beb» ABNsSeTCs aBTOPOM MHHOBALMOHHbBIX
Oun3Hec-Momenen Ha 0CHoBe COBCTBEHHbIX pa3paboTok.
B 2007 rogy Mbl CTanu nepBOM KOMMaHWen, npeaso-
KVBLUEW Ha POCCUINCKOM PbIHKE HOBYIO MOAENb ANCTPU-
Oblounn aHTUBMPYCa B KadecTBe ycnyrin. C 3Toro MOMeHTa
Ha4MHaeTCa SaaS-3pa B UCTOPUM aHTUBUPYCHOW MHAY-
cTpun Poccun, a «[JokTop Beb» no cen AeHb Npomon-
>KaeT ocTaBaTbCs 6e3yCNOBHbIM NIMAEPOM 3TOMO CerMeHTa
pbiHKa. B 2009 rofly B CBsA3M C 0OHapyKeHNEM yrpo3
Ons 6aHKoMaToB KoMnaHus «[loktop Beb» npeacTtasuna
nponykr Dr.Web ATM Shield, go cux nop ocratoLmincs
€VHCTBEHHbBIM CMEeLMan3npPOBaHHbIM aHTUBPYCHBIM
pelleHnemM Ans 6aHKOMATOB U MHbIX BCTPANBaEMbIX
YCTPOWCTB.

MpoaykTbl Dr.Web nmeloT cepTrdmkaThbl COOTBETCTBUS
OCT3K Poccnm 1 GCE Poccun. 310 NO3BONSET UCMONb-
30BaTb WX B OPraHM3aLmsXx C NoBblLLEeHHbIMW TpeboBa-
HUSIMK K ypoBHIO Be3onacHocTn. Dr.Web ceptudmum-
poBaH MuHKcTepcTBOM 000poHbI PD. Dr.Web nonHocTbio
cooTBetcTByeT TpeboBaHmaM DefiepanbHOro 3akoHa N2
152-®3 «O nepcoHanbHbIx AaHHbIX», NPeAbABASEMbIM

K aHTUBMPYCHBIM NPOAYKTaM, 1 MOXET MPUMEHATLCA

B CETAX, COOTBETCTBYIOLLMX MAKCMMaJlbHO BO3MOXHOMY
YPOBHIO 3aLLMLLEHHOCTU.

ExxerogHble TeMnbl pocta npofax «oktop Beb» npesbi-
LLIAIOT CpeAHMe NoKasaTenu nNo oTpacin. JoMaluHve nonb-
30BaTeNn 13 BCEX PervoHoB M1pa, HebonbLLMe OpraHu-
3aUuu, KpyrHble NPeanpuaTis 1 cucteMoobpasyiolme
Kopropauuu fosepsioT NnpoaykTam Dr.Web B TedeHme
MHoOruX net. [oCcyAapcTBeHHble cepTUduKaTbl U Harpaabl,
a Takxe reorpadus nonb3osatenen Dr.Web caupetens-
CTBYIOT O BbICOKOM Ka4eCTBe MPOAYKTOB, CO3AaHHbIX
TaNaHTIMBbIMU POCCUNCKUMU MPOrPaMMUCTaMM.
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JInueH3nm
N ceptTmduKkaTbl

1. B otnnume ot BONbLIMHCTBA KOHKYPUPYIOLLIMX
pelleHul, BCa NHenka npoayktos Dr.Web ceptn-
duumpoBaHa Ha cooteTcTBMe TpeboBaHMaM PCTIK
Poccum n ®CB Poccum. 3T0 NO3BONAET MCMONb30BaTh
NX B OPraHM3aLmsX C NOBbILWEHHbIMU TPpeboBaHMs -
MW K YpOBHIO 6e30nacHOCTU.

2. Dr.Web ceptudmumposaH MunHmcrepctsom obopo-
Hbl PO.

3. Dr.Web ceptudmumposaH ®CTIK Poccmm Ha cooT-
BETCTBUE:

] TY nHIB 4 Ha npnMeHeHWe B coCTaBe Nnofa-
CUCTEMbI @aHTUBUPYCHOW 3aLLMTbI B MHOpPMA-
LMOHHbIX CUCTEMAX NePCOHaNbHbIX AaHHbIX
(MCNAH) knacca K1;

= TpeboBaHMAM (MO YPOBHIO KOHTPONSA HEe HUXe
4) pyKkoBOAALLEro JOKyMeHTa [OCTeXKOMUCCUN
Poccnm «3alumTa ot HeCaHKLMOHNMPOBAHHOIO
00CTyna K MHopmaumn. Hacrs 1. MNporpaMmm-
Hoe obecneyeHme CPefiCTB 3aLLUTbl MHPOPMa-
umm. Knaccndukaums no 2 ypoBHIO KOHTPONS
OTCYTCTBUS HEAEKNaPMPOBaHHbIX BO3MOXHO-
CTer» 1 TpeDOBaHUAM TEXHNYECKUX YCITOBUIA.

4. Dr.Web nonHoctblo cooTBeTCTBYET TpebGoBa-
HUAM 3aKoHa «O nepcoHanbHbIX AAHHbIX»,
npeabsaBASeMbIM K aHTUBUPYCHbIM NPOAYyKTam
B 4aCTU 3aLLMUTLI OT HeCAHKLIMOHUPOBAHHOIO OCTYMa
M LLEHTPaNM30BaHHOW 3aLLMThLI KaHaNoB Nepefaqu
OAHHbIX, U MOXET NPUMEHATLCA B CETAX, COOTBET-
CTBYIOLLMX MaKCUMaJIbHO BO3MOXHOMY YPOBHIO
3aLUMLLEHHOCTI.

KomnaHus «[loktop Be6» nmeer
cnenylowme nuueH3nmn, ceptTndukaTtbl
M cBUOeTeNnbCTBa:

= nuueHsun QefnepansbHom CyxKObl MO TEXHUYECKOMY
1 3KcnopTHOMY koHTposio (PCTIK Poccum) Ha npo-
BefeHWe paboT, CBA3aHHbIX C CO34aHMeM CpeacTs
3alWMThl MHOPMALIK, a TaKXKe Ha AesTeNbHOCTb
no paspaboTke 1 (1Nn) NPOM3BOACTBY CPEACTB 3a-
LTI KOHDUAEHUMANBHOM NHOPMALIMK;

= NnLeH3Ms MuHUcTepcTBa 06opoHbl Poccuiickom
denepaLmm Ha OesTenbHOCTb B 061acTy Co3aaHms
CPeAacTB 3almTbl MHoPMaLMK;

m nunuensum OCB Poccum Ha nposefeHne pabor,
CBSI3aHHbIX C UICMOMNb30BaHMEM CBEAEHWNI, COCTaBNS-
IOLLMX rOCYOAPCTBEHHYIO TalHY;

®  JvueH3ns LieHTpa no NnueH3npoBaHnio, ceptndmn-
KaLMm 1 3aLLmTe rocyaapcrBeHHom TanHbl ®CB Poc-
CUK Ha pa3paboTky 1 (1nKn) NPOU3BOACTBO CPEACTB
3aLMTbl KOHDUAEHUMANBHOM MHMOPMaLIMN;

] cepTudukatsl cootBetcTBma GCh Poccunu;
[ cepTudukatbl cootBetctBma GCTIK Poccum.

= ceptnumkar «1C: CoBmecTUmMO!».

Bce nuueH3um n ceptudukaTsl «JokTop Beb»:
http://company.drweb.com/licenses _and _certificates

O6y4eHune u cepTupuxkauma

CaMbIMU HaCTbIMUW NMPUHNHAMU BO3HUKHOBEHMS NI060ro
pofa KOMMbIOTEPHbBIX MHLMOEHTOB SIBSIETCS HeLOCTaTOYHast
00pa3oBaHHOCTbL NepcoHasa B 061acTi KOMMbIOTEPHOM
Be3onacHocTK. ToNbKO 3HaHWe 1 MOHUMaHWe COTPYAHUKAMM
OCHOB KOMIMbIOTEPHO D€30MacHOCTU MOXKET COKPaTUTb
KONNYECTBO MHUMIEHTOB U rapaHTUPOBaTh 3D MEKTUBHOCTb
paboTbl CPELCTB aHTUBUPYCHOM CUCTEMbI 3aLLIUTBI.

OGy4YeHMe CUCTeMHbIX aAMUHUCTPATOPOB

Ons achdekTnBHOM paboTbl cUCTEM MHDOPMALMOHHOM
©e30nacHOCTM, MOCTPOEHHbIX Ha Oa3e npoaykTos Dr.Web®,
pa3paboTaHbl NPorpamMmbl 0byYeHWs 1 cepTUdUKaLAN
cneunanmncToB B 0bnacti 3almTbl KOMMLIOTEPHbIX CeTel

npeanpusTus. Oby4aloLme KypChbl CO3Aa0TCA NPU Heno-
CPefCTBEHHOM Y4acCTUN Pa3PabOoTYMKOB KOMMAHNK «[JOKTOp
Beb». B xoae obyyeHMs cneumanincTbl nprnobpeTtatoT
NeNCTBUTENIbHO HeODXOAMMbIE HaBbIK PabOThbl C NPOAYK-
Tamn Dr.Web, 4To no3sonsiet 06bekTMBHO OLIEHUTb YPOBEHb
3HaHUM UT-cneumanmncros.

OGyueHue nonb3oBartenei npogykToe Dr.Web

3HaHWSA NPUHLMNOB PYHKLMNOHVNPOBAHNA aHTUBUPYCOB
Dr.Web, koTopble nonb3oBaTeny MoryT nprobpectu B xofe
N3yyeHns obyyatoLLMX KypCOB, MOMOrAloT JlyHLle CrpaBs-
JIATLCA C KOMMBIOTEPHBIMW YIPO3aMU.

MbI npefnaraem obydeHve 1 cepTUdUKaLMio No cnemy-
oMM KypCaMm:

UJM¢p S S e

Dr.Web s pabounx craHumi n
dannosbix cepsepoB Windows

DWCERT-001

CTaHUMM 1 PannoBbIx CEPBEPOB

CepTndULMPOBAHHBIV CNEeLmaninct CncremHble
N0 aAMUHUCTPUPOBAHNIO PaboUmX aAMUHUCTPATOPbI

Dr.Web ons Widows

DWC E RT_ O O 2 _ ESS ’I O Dr.Web Enterprise Security Suite v.10

CepTndULMPOBaHHBIN Creumuanmct CncreMHble
no aaMUHUCTPMpPOBaHWuio Dr.Web aAMUHUCTPATOPbI
Enterprise Security Suite v.10

DWC ERT - O O 5 Dr.Web gns MS Exchange CepTnduLMpOoBaHHbIN cneuuanmct CucreMHble
no agMUHUCTPUpPoBaHWio Dr.\Web ans | agMUHUCTPaTOpPbI
MS Exchange Server

DWC E RT_ O 0 6 Dr.Web CureNet! CepTndULMPOBaHHBIV CNeLmaninct CncremHble
no agMUHUCTpYPOBaHuio Dr.Web aAMUHUCTPaTOPbI
CureNet!

Dr.Web gns macOS

DWCERT-030-3

CepTndULMPOBaHHBIV Nonb3oBaTenb | [Monb3oBaTenn
Dr.Web gns macOS

Dr.Web LiveCD (Live USB)

DWCERT-030-5

CepTnuULMPOBaHHbIV Nob3oBaTenb | CUCTeMHble
Dr.Web LiveCD (Live USB) aAMUHUCTPATOPbI

Dr.Web Office Shield

DWCERT-030-8

CepTndULMPOBaHHbIV Nonb3oBaTenb | CUCTEMHble

YCTPOWCTB

Dr.Web Office Shield aAMUHUCTPATOPbI
DWCERT-030-10 OcCHOBbI KOMMbtOTEPHOW Ge3onac- 3HaToK OCHOB KOMMbtOTEPHOM Be3o- | m Monb3oBaTenu
HOCTW. 3awmnTa ndHbix MK /HoyTt/ nacHocTn
[ ] CucremMHble
HeT/ynbTpabykoB 1 MOBUbHbIX
aAMUHUCTPATOPbI

1 3TO flaneko He Becb CNcok obyyatoLLmx KypcoB «[JokTop Beb».

Bce kypchl «[lokTop Bebh»:
http:/ /training.drweb.com/
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TexHonormm
Dr.Web

AHTMBMpPYCbI Dr.Web — cemencTBO KOMMblo-
TEPHbIX MPOrPaMm, CO34aHHbIX TaNlaHTIMBLIMMU
POCCUUCKUMM MPOrPaMMNCTaMU NOL, PYKOBOL -
ctBoM Wrops laHWNoBa.

«[lokTop Be6» — 0AuH 113 HEMHOTX aHTUBMPYCHbIX
BEHO0POB B MVPE, BNAAEIOLLIX COOCTBEHHOM
YHVIKaNbHOW TEXHOMOIen JeTeKTUPOBaHMS U
nevyeHns BpeJoHOCHbIX MporpaMm. KoMnaHus
MeeT COBCTBEHHYIO CNy>KOY BUPYCHOTO MOHWTO-
PUWHra 1 aHanuTnyeckyto nabopatoputo. bnarogaps
3TOMY CreuUmanmcTbl MOryT ObICTPO pearnpoBaThb

Ha HOBbIE BMPYCHbIE YrPo3bl M CNOCOOHBI OKa3aTh
NOMOLLIb KIIMEHTAM B peLLEHNM Npobnem nobown
CJIOXHOCTU B CHUTaHHbIE Yach!.

BaxxHom ocobeHHocTbio Dr.Web asnaercs

€ro MOAynbHas apxmTekTypa. Bce npoaykTbl

N peLleHs BKIIIOYatoT B cebsi eAMHOe aHTK-
BMPYCHOE AP0, a TakXKe MCNOAb3YIOT eANHYIO
cncTeMy 0OHOBNEHWI BUPYCHBIX a3

1 rNobanbHy0 CUCTEMY TEXHUYECKON
nopaep>ku. TexHonormum Dr.Web no3sonstot
OPraHM30BaTh HAAEXHYIO MHPOPMALMOHHYIO
3aLMTY KaK B paMKax KPymnHbIX KOPNOPATUBHbIX
ceTen, Tak 1 Ha AOMALLHEM KOMMbOTepe Un
B JOMaLLHeM oduce.

Dr.Web cnocobeH oGHapyXunBaTb 1 yaanaTs C

KOMTIbIOTEPA HE TONIbKO BUPYChI. icnonb3oBaHwe

Dr.Web no3BonseTt npenoTBpaTTb NPOHWKHO-
BEHWe NoObIX TUMNOB BPeAOHOCHbIX 1 Hexena-
TeNlbHbIX NPOrpamMM (peknamHbIX MPorpamm,
nporpaMm O03BOHA, NPOrpamMM-LLYTOK, MOTEH-
LManbHO OMacHbIX MPOrpamMm, NporpamMm
B3/10Ma — spyware/riskware), cnama u Hexe-
naTenbHbIX NEKTPOHHbIX NCEM (DULLMHT-,
(haPMUHT-, CKAMMUHT 1 bounce-coobLLeHNI).
Bonee Toro, ncnonb3osaHwe Dr.Web obecneyu-
BaET 3aLLMTY YCTPOWCTB, YCTaHOBKa aHTUBMPYCa Ha
KOTOpble HEBO3MOXKHaA!

TexHonorum

KayecTBeHHbIN aHTUBMPYC AOSIKEH YMETb HE TONBbKO Haxo-
ONTb BUPYChI, HO U Ne4nTb UX. Beap ogHO oeno — ynanutb
MHMULMPOBaHHbIE hansbl BMeCTe C LIeHHOM MHpOopMa-
upen, 1 CoOBCEM OPYroe — BEPHYTb MX B MePBOHaYabHoe
«300poBOE» cocTosiHMe. Dr.Web oTHocuTcs K harinam nosb-
30BaTensi bepexHo.

JleuuT ot BUpycos

Dr.Web ycniewwHo paboTaeT Ha yxe MHDULMPOBAHHOM
KOMTMblOTEPE 1 Heya3BKM 415 BUPYCOB B OT/INYMe
OT BCEX APYrX aHanornyHbIX Nporpamm.

Y Dr.Web cambli1 BbICOKWIA B aHTUBNPYCHON MHOYCTPUM
npoLueHT 3P PeKTUBHOIO fIeHeHWA aKTVIBHOIO 3apaxe-
HUS.

Mepep ycraHoskow Dr.Web HeT HeobxoamnmocTn

B NpeABapuTensHoM neveHmm MNK: ncnonsbsoBanHue
YHWKaNbHbIX TEXHONOMMIA 00pabOoTKM NPOoLIECCOB

B MaMATX 1 NPEBOCXOAHbIE BO3MOXHOCT MO HeWTpa-
N3auMM aKTUBHOTO 3apaXkeHWsl MO3BONSIOT MHCTANN-
poBaTb Dr.Web npsiMo Ha 3apaskeHHYo MaLLnHY.

Bbicokas BEPOSTHOCTb YCMeLWHOro 3anycka CKaHMpoBa-
HUS Ha 3apaxxeHHOM MK — gaxe ¢ BHELLUHero HoCUTeNs
6e3 ycTaHoBKM B cuctemy (Hanpumep, ¢ USB-stick).

Camo3sawumTta

Dr.Web obnafaet CTonKMM MMMYHUTETOM K JIOObIM
MoMbITKaM BPEAOHOCHbIX MPOrpaMM BbIBECTU €ro 13 CTPOS.
Heys3BMMOCTb 0DecneYBaeT He MMEeIOLLI aHaNoroB

Ha aHTUBMPYCHOM PbIHKE KOMMOHEHT caMo3alumTbl Dr.Web
SelfPROtect.

Dr.Web SelfPROtect peanvzoBaH B BUAe Apansepa

1 [leNCTBYET Ha CAMOM HU3KOM CUCTEMHOM YPOBHE

— ero paboTy MOXET NpepBaThb TONbKO Nepe3arpyska
cncTeMbl . Takvm 00pa3oM, BpelOHOCHbIe MPOrpaMMmbl
HEe MOTYT NOBMATH Ha CAMO3aLUUTY.

Dr.Web SelfPROtect orpaHn4mnBaeT 4ocTyn BpenoHoC-
HbIX 0OBEKTOB K CETW, hainam 1 namnkam, HeKOTOPbIM
BETKaM peecTpa 1 CMeHHbIM HOCUTENAM Ha YPOBHE
CUCTEMHOIO ApariBepa, 3aLMLLAET OT MOMbITOK aHTU-
aHTUMBMPYCHBIX MPOrpPaMMm NpekpaTTs paboTy Dr.Web.

Dr.Web SelfPROtect nofiHOCTbIO caMogoCTaToHeH

1 He MoandumpyeT sapo Windows, B To BpeMs Kak
HEeKOTOpble KOHKYPUPYIOLLME NPOAYKTbI MepexBaThl-
BalOT NpepbIBaHUs, NOAMEHSIOT TabnLbl BEKTOPOB,
NCNONb3YIOT HELOKYMEHTUPOBAHHbIE (DYHKLMN

N T. [., YTO MOXET NPUBECTM K Cepbe3HbIM NpobnemMam
B paboTe caMol onepaLoHHOM CUCTeMbI, a TakxKe
OTKPbIBAET HOBbIE MYTW NS UCMOMb30BAHMSA YSI3BUMO-
CTel 3N10YMbILLNEHHWKAMM.

YHuKanbHble BO3MOXXHOCTU A4pa
MpoBepKa apxMBOB NOOOTO YPOBHS BIIOKEHHOCTY.

BblcoyanLLuas TOYHOCTb BbISIBIEHMS YNAaKOBaHHbIX Bpe-
JIOHOCHbIX 0ObEKTOB (faxe Tex, KOTopble YNakoBaHbI
HemssecTHbIM Dr.Web meTogom), pasbop vx Ha KoM-
MOHEHTbI 1 [eTabHbIA aHanm3 C Lenblo 0OHapyXeHs
CKPbITBIX Yrpo3.

[leTekTMpOBaHMe 1 HeMTPanm3aLms CoXHbIX BUPY -
coB, Takmx kak Shadow.based (Conficker), MaosBoot,
Rustock.C, Sector — B 3ToM Dr.Web HeT paBHbIX.

NHTennekTyanbHble TEXHONOMMM NPOBEPKM NaMsATH
No3BONSAIOT BNIOKMPOBATh aKTUMBHbIE BUPYChI 10 MO-
SIBNEHMS UX KOMWUI Ha XXeCTKOM AMCKe KOMMbloTepa,
YTO CHMXKAET BEPOATHOCTb MCMOJb30BaHWS BPeOOHOC-
HbIM MO yA3BMMOCTEN YCTaHOBNEHHbIX MPOrPaMM UK
OnepauyioHHON CUCTEMBbI.

O6HapyXeHme 1 HeUTPanM3aLmMs BUPYCOB, KOTopble
AENCTBYIOT B ONepaTUBHON NaMSATV U HUKOTAA He
BCTPEYAIOTCA B BUAE OTAENbHbIX halnos (Hanpumep,
Slammer n CodeRed).

Bopbba ¢ Hen3BecTHbIMU yrpo3ammu

FLY-CODE — He nmetoLaa aHanoros TexHonorns
YHUBEPCANbHOW pacnakoBku DarioB, 3aMakoOBaHHbIX
Hen3BecTHbIMM Dr.Web cniocobamn.

YHUKanbHas TEXHOMOMMS HECUIHATYPHOIO NoMcKa
Origins Tracing™ no3Bonsiet Dr.Web ¢ BbicokoW fonen
BEPOATHOCTN Pacro3HaBaTh BPeLOHOCHbIE NPOrpam-
Mbl, eLlie He BHECEHHbIe B ero BUPYCHYio 6asy.

IBpPUCTNHECKMI aHann3aTtop Dr.Web s dekTreHO
[EeTeKTNPYeT BCE PACNPOCTPAHEHHbIE TUMbl Yrpo3,
onpeaenss nx KNacc No pesynsratam NPoOBeAEHHOro
pazbopa v XxapakTepHbIM NPU3HaKaMm.

Dr.Web Process Heuristic 3aLLMLLaeT OT HOBbIX,
Havboree akTyanbHbIX BPeAOHOCHbBIX MPOrpamMm,
pa3paboTaHHbIX C pacHeToM Ha HeobHapykeHme
TPaANLMOHHBIMU CUTHATYPHBIMW 1 3BPUCTUHECKVIMM
MeXaH13MaMK, KOTopble eLle He MOCTYNUAW Ha aHanms
B aHTUBUPYCHYIO NabopaTopmio, a 3HAYMT, HEU3BECTHbI
BUPYCHoW Ga3ze Dr.Web Ha MOMEHT MpOHNKHOBEHWS

B cuctemMy. OH aHanu3npyeT NoBeeHMe 0NacHoW Npo-
rpamMMbl 1 ENAET BbIBOA, O ee BPeJoHOCHOCTM, Nocsie
Yero NPMHNMALOTC HEODXOANMbIE Mepbl MO HeNTpa-
nM3aumn yrpo3sbl. HoBas TexHonorms 3awmTbl AaHHbIX
OT NOBPEXAEeHMA NO3BONAET CBECTU K MUHNMYMY
noTepu OT AeNCTBUIN HEV3BECTHOIO BMPYCa.

KoMMneKkcHbIM aHanm3aTop ynakoBaHHbIX Yrpo3 3Ha-
YUTENbHO MOBbILLAET YPOBEHb AETEKTUPOBAHMSA AKOObI
«HOBBIX YrPO3» — N3BECTHbIX BMpPYCHOM Ba3e Dr.Web,
HO CKPbITbIX MO/ HOBbIMU YNAaKOBLLMKAMM, a TakxXe
NCKIMoYaeT HeobXOAMMOCTb f0DaBeHNs B Oa3bl BCe
HOBbIX 1 HOBbIX 3anuncer 06 yrposax. CoxpaHeHue
KOMMaKTHOCTM BUPYCHbIX 6a3 Dr.Web B cBolo ovepenb
He TpebyeT NOCTOAHHOTO YBENIMYEHNA CUCTEMHbIX
TpeboBaHN 1 obecnevBaeT TPAANLNOHHO ManbI
pa3mep 0OHOBNEHWIN — NPU BCe TAKOM Xe TPAOULINOH-
HO BbICOKOM Ka4ecTBe [eTeKTMPOBaHNUSA U NTeYeHns.

TexHonornm cnam-cpunsrpauun

TexHonoruu unstpaumm AHtncnama Dr.Web coctost
13 HECKOMbKMX ThbICAY MPaBWJI, KOTOPbIE YCTOBHO MOXHO
pa3buTb Ha HECKOJbKO rpynm.

3BPUCTMYECKMI aHaNn3

Ype3Bbl4aNHO COXHas, BbICOKOMHTENeKTyalbHas
TEXHOSOMMS SMIMPUYECKOrO aHas3a Bcex Yacren
COODLLIEHWMA: NOMA 3aronoBKa, Tena COODLLEeHWA U T. 4.
AHaNM3MpPyeTCs He TOMbKO CamMo CO0BLLieHMe, HO U CO-
Jlep>KaHue BNOXEHNS K HEMY, eC/T TaKOBOEe MMeeTCs.
SBPUCTMYECKMI aHaANN3aTOP NMOCTOAHHO COBEpLLEH-
CTBYETCSH, K HEMY MOCTOAHHO 100aBNAITCA HOBbIE
npaBuna. DBPUCTUYECKNI aHanmn3aTop paboTaet

«Ha onepexxeHmne» 1 NOo3BONAeT Pacno3HaBaTh eLle

Hen3BeCTHble Pa3HOBMOHOCT CllaMa HOBOIO NnokoJie-
HWA 00 BbIMyCKa COOTBETCTBYOLLETO OOHOBEHMS.

dunbTpaums NPOTUBOAENCTBUS

DunbTpaums NPOTUBOAENCTBIS - OfHa U3 Hanbonee
nepefoBbIX U 3PPEeKTVBHbIX TEXHOMOMMI aHTUCNaMa
Dr.Web. CocTouT B pacno3HaBaHWM yNOBOK, MCMOMb3Y-
eMblIx cnaMepamu st 00xofa aHTUCNam-huIsTPOB.

AHanus Ha ocHoBe HTML-curHatyp

Coo0LLeHWs1, B COCTaB KOTOpbIX BxoauT HTML-kog,
CpaBHMBatOTCA C obpasuamm bubnmorekn HTML-
CUTHaTyp aHTMCNaMa. Takoe CpaBHEHME B COYETAHUM
C MEIoLWMMINCA AaHHBIMK O pa3mepax n3obpaxe-
HUI, 0ObIYHO NPUMEHSEMbIX CMaMepamMu, 3almLaeT
nonb3oBaTenen oT cnamM-coobleHnn ¢ HTML-kogom,
B KOTOPbIE HaCTO BKOYAIOTCSH OHNAMH-M300paxeHus.

TexHonoruns geTeKTMpPOBaHUS CrNaMepckmx Npu-
€MOB Mo KOHBepTaM coobLeHUI

LeTekTnpoBaHue Noanenok B «wremnensax» SMTP-
CEpBEPOB 1 B APYrMX 3M1eMeHTax, CoaepXalLlmxcs

B 3arofloBKax NMoYTOBbIX COODLLEHNN, ABNAETCA HOBEN -
LM HamnpaBReHWEM Pa3BUTUSA MeTOA0B BopbObI CO
cnamoM. Afpecy oTnpaBUTeNs 3eKTPOHHOTo cooblLile-
HUS HENb3s JOBEPATh, Tak Kak MOXET ObITb yKa3aH
anblLUMBbIN 0OpaTHbLIN aapec. MNoaaensHble NMcbMa —
3TO He TOMbKO CMaM, 3T0 MOTyT ObITb MUCTUdUKALIMA
NN CpeaCcTBa AaBNeHWs Ha NepcoHarn, Hanpumep,
AHOHUMKM 1 Aaxe yrpo3bl. CneyyasnbHble TEXHONOMU
aHTMcnama Dr.Web no3BonsioT onpenenats nomaenb-
Hble afpeca M He MPUHUMATb TaKne CoobLLeHNs. DTO
MO3BONSET 3KOHOMUTb TPAMUK M Orpaxaate COTPYOHN -
KOB OT MONy4eHUs NoaaenbHbIX MMCEM, KOTOpble MOTyT
MOATONKHYTb MX K HeMpeAckasyeMbiM OeNCTBUSIM.

CeMaHTMYeCKUI aHanms3

B xone atoro aHanm3a npon3BOONTCA CPaBHEHWME CJTOB
n Bblpa)KeHI/Il;l COOOLLEHNS CO CIOBAMW U NONOMAMMU,
TUNWYHBIMW ONA CaMa. CpaBHeHme npomsBoanTCA no
cneunanbHOMY CnoBapto, NpM4eM aHann3ly nogsepra-
IOTCA KaK BUAMMble, TaK 1 CKPbITble N4 YeioBe4eCckoro
Ma3a cneunalnbHbIMW TEXHNYECKMMIK YNNOBKaMW CJ10Ba,
BblpaXXeHnA 1 CMMBOJTbI.

AHTN-CKAMMUHI-TEXHONOrNSA

CKaMMUHI-coobLLeHns (a Takxe hapMuHr-coobLiie-
HUA — OOMH U3 BUOOB CKAMMU/HTa) —

noxanym, camas ornacHas pasHOBMAHOCTb CraMm-
COOBLLEHNI, K YACTTY KOTOPbIX OTHOCSATCS T. H.
«HUrepUInCKMe NMMCbMa», COObLLIEHMS O BbINMPbILLIAxX
B NloTepeto, Ka3nHo, noAfenbHble McbMa 6aHKOB

N KPEAUTHbBIX yupexaeHui. Ona nx hunsrpaumm

B aHTMCname Dr.Web npumMeHseTcs cneumanbHbiv
MOAYNb.

dun bTpauna TeEXHN4YeCKoro cnama

Tak Ha3biBaeMble bounce-coobLeHMA BO3HMKAIOT Kak
peakuus Ha BUPYCbI, AW Kak MPOsiBNEHWE BUPYCHOM
aKTMBHOCTM — HanpuMep, B pe3yfbrate 4eNCTBMS NO-
YTOBOIO YepBs, PACChINAIOLLErO MUCbMA, UMK

B BUOE COODLLEHNM O HeJoCTaBKe NMcbMa — 1 He Me-
Hee HexenaTenbHbl, YemM cnam. CneumanbHbI MOAY b
aHT1cnama Dr.Web onpepensiet Takve coobLeHns Kak
HeXxenaTenbHble.



MNpeumywecrsa AHTcnama Dr.Web

= [lpoBepka NocTynatoLLen 1 UCXOAALEN NOYTbI MPOU3-
BOAMTCA B PEXMME PeanbHOro BPeMeHM.

] PaboTa aHT1CNama He 3aBUCKT OT VIC["IOJ'IbByeMOl;I MO4TO-
BOW nporpamMMbl N He YBENTMHMBAET BPEMSA MPKMEMaA MO4TbI.

] AHTVCNAM He Tpe6yeT HaCTpoekK N Ha4MHaeT aBTOMaTun-
Heckn ,D,eI;ICTBOBaTb cnpmeMom nepsoro COO6LLI,eHI/IH.

[ Pa3Hble TexHonornm dunstpaummn obecnevmsaloT Bbi-
COKYI0 BEPOSTHOCTb Pacno3HaBaHMs crama, ULLINHS-,
hapMUHT-, CKAMMUWHT- 1 bounce-coobLeHn npu
OrM3KOM K HyJIO NMPOLEHTE NIOXHbIX CpabaTbiBaHWN.

s OThUNLETPOBaHHbIE NMCbMA He yaansioTcs, a nepe-
MELLAIoTCs B CNeLmarnbHyIo narnky Ballen noYToBOM
nporpamMmbl, rae Mx MOXHO NPOBEpPUTL B yA0OHOe Ans
BaC BpeMsl Ha Hanu4me NOXHbIX cpabaTbiBaHUN.

= Mopynb cnam-aHanm3aTopa abcomioTHO aBTOHOMEH;
Lns ero paboTbl He TpebyeTcs CBSA3M C BHELWWHUM cep-
BEPOM UM [OCTYNa K Kakor-nrMbo 6ase faHHbIX, YTo
MO3BOSISET CYLECTBEHHO SKOHOMMTb TpachVIK.

= OOGHoBneHus K aHTMcnamy Dr.Web BbinyckatoTcs exe-
[IHEBHO. YHMKaNbHble TEXHOMNOMMM Pacno3HaBaHms
HEXeNnaTeNlbHOM NOYThbl Ha OCHOBE HECKONBKMX ThICaY
npaBW NO3BONAIOT MPON3BOANUTL OOHOBIEHNS
He Yallie OHOro pa3a B CYTKM 1 SKOHOMUTbL TPAUK.

] OTcchrB|Ae TEXHOMOTNM, NOTeHLANbHO NO3BONSIOLLMX 310~
YMbILLNEHHNKaM CKOMMNPOMETMPOBATL 3alLTY KOMIMaHNN.

Ocob6as opraHusaums BupycHom 6a3bl Dr.Web

OcobeHHOCTb BUpYcHom 6a3bl Dr.Web — B ee koMnaKT-
HocTW. [locTurHyTo 370 Bnarogaps COGCTBEHHOW TEXHONOT N
CO3aHUs BUPYCHOW Da3bl Ha OCHOBE OYeHb MMOKOro A3bIKa,
cneumanbHo pa3paboTaHHOro Ans onmncaHns 6as. Manbi
pa3mep BMUpycHou 6a3bl obecneynBaeT SKOHOMMIO Tpaduka,
NO3BOSAET IKOHOMUTL MECTO Ha UCKe NOCSle YCTaHOBKM 1 B
onepaTVBHOWM NamaTn. HebonbLon pa3mep BUPYCHON Da3bl
No3BOJISET B3aMMOAENCTBOBATL KOMMOHEHTaM MPOrpaMmbl
Dr.Web B BbICOKOCKOPOCTHOM pexiMe, He OKa3blBas 4Ypes-
MepHOW Harpy3ku Ha npoLeccop.

Y70 camMoe rnaBHoe B aHTMBMpYyce? ObecneymBaTh 3aLLUUTy OT
BMpycoB. ObecrneynBaeTcs 3aLlinTa, CPem NpoYero, BHece-
HVeM B BUPYCHYto Oa3y 3anuncen (curHatyp), nossons-
loLLMX eTeKTMPOBaTb BUPYChI. A BOT KOIMYECTBO 3anmncen

B BMpPYCHOW 6a3e abCoMOTHO HUYETO He TOBOPUT O TOM,
CKONbKO peanbHO BMPYCOB NIOBUT Ta UV MHas aHTUBMPYCHas
nporpamma. CyLLeCTBYIOT Liefble CeMeNCTBa POLACTBEHHbIX
(NofoOHBbIX) BUPYCOB, €CTb BUPYCh, CKOHCTPYMPOBaHHbIE
BUPYCHBIMM KOHCTPYKTOpPaMu. Pa3paboTymkamum HeKOTOpbIX
LPYTX aHTUBMPYCOB KaX b Takow BUPYC-0nun3HeL, Hafe-
NSETCS OTAENBHOM 3aMnChio B BUPYCHOW 0ase, 4To yTsxenser
ee. [lpyron npuHUMN NPUMEHEH B BUpYCHoM Gase Dr.Web, roe
BCEro ofHa 3anmncb No3BorseT 00e3BpexmMBaTh 4ECATKN U
COTHW, a MHOTA Aaxe ThICA4M NOAOOHbIX APy APYrY BUPYCOB.

Mpenmyectsa BupycHom 6asbi Dr.Web

= Manoe 4n1cno 3anuncen, No3BoNsioLLEE HAXOANUTb — U
0be3BpexmBaTh! — GonblLOe KONMYECTBO BpeaoHOC-
HbIX (hannoB..

[ Marbin pazmep 0OHOBREHNN.
= Bcero ofgHa 3anunck No3BOASET ONPEReNiTb AeCATKMN,
COTHU U laxe TbIC4M NOoLOOHbBIX BUPYCOB.

MpyHUMAVanbHoe oTinyme BUpycHon 6a3bl Dr.Web ot
BMPYCHbIX 6a3 psiaa ApYyrix NporpamMmm COCTOUT B TOM, YTO
NpW MeHbLLEM YUCIIe 3anm1cen OHa NO3BONAET AeTeKTMPO-
BaTb Takoe Xe (1 faxe Oonbliee) YCIO BUPYCOB 1 BPeAo-
HOCHbIX MPOrpamm.

Uto patoT nonb3oBaTtenio Manbin pasmep
6a3bl Dr.\Web 1 meHbLUee yncno 3anuncen
B Hen?

| DKOHOMUSA MecCTa Ha ancke.

= DKOHOMMS OnepaTUBHOM NAMSATU.

= DKOHOMMS Tpaduka Npun ckavmBaHum 6a3bl.

= Bbicokas ckopocTb yCTaHOBKM 6a3bl 1 ee 06paboTkm
Npwv aHann3e BUPYCOB.

= BO3MOXHOCTb OnpefensiTb BUPYChl, KOTOPbIe eLLle
TONbKO ByAyT co3faHbl B OyayLlem nytemM Mogmdka-
LMW yKe N3BECTHBIX.

MmobanbHas cncrema obHosneHun Dr.\Web
(Dr.Web GUS)

= Cnyx6a BMpYyCHOro MoHUTOpKHra Dr.Web npounssoant
cbop 00Opa3LoB BUPYCOB MO BCEMY MUPY.

m «JopsHme» 0OHOBNEHNS BbIMyCKAOTCS HEMeAIeHHO
nocsie aHanm3a HOBOW BUPYCHOM Yrpo3bl 1 NMOATOTOBKM
OOHOBREHWS.

u ﬂepe,u, BbIMyCKOM obHOBMEHNA TeCTNPYIOTCA Ha OrPOM-
HOM KOJin4ecTBe «4UCTbIX» CbaI;IJ'IOB.

n OBHOBEHWA NOCTYNAOT K NOJb30BATENAM C He-
CKOMbKMX CEPBEPOB, HAXOOALLMXCA B Pa3HbIX TOYKAX
3eMHOIO LWapa, YTO MUHVUMMW3MPYET BPEMS MoMyYeHus
obHOBREHNN.

= [lpouecc oBHOBNEHWS BUPYCHBIX 0a3 1 MPOrpaMMHbIX
Mogynen NofHOCTbIO aBTOMATU3MPOBAH.

= OOHOBMEHMNS MOXHO CKauMBaTh B BULE 33apXM1BMPO-
BaHHbIX (hannos..

Dr.Web Enterprise Security Suite

[TpoaykTbl 4N OU3HEeCa



Dr.Web Enterprise Security Suite. MpoaykTbl ans 6usHeca

Dr.Web Enterprise Security Suite — 310 komnnekc npoaykToB Dr.Web, BKOYaOLLMM SMeMeHTbI 3aLlLMTbl BCEX Y3/T0B KOPMopa-
TUBHOW CETW 1 eAMHbIN LEHTP yrpaBneHus Ans OonbLMHCTBA U3 HMX.

MpoayKTsl 0ObeanHeHbI B 5 rpynn No T1ny 3alymilaeMblx 0ObeKToB.

JinuensupoBaHue Dr.Web Enterprise Security Suite

JInueH3npoBaHme NPOAYKTOB ANs KaX[oro 06bekTa MpoV3BOANTCS OTAENBHO. 1 3alMThbl KaXA0ro 00bekTa Hy>XHO BbiOpaTh
©a30ByI0 NMLEH3UIO, 1, ECTIN 3TO HEOOXOAMMO, AOMONHUTENBHbIE KOMIMOHEHTbI.

Kommepuyeckue npoaykTsl Dr.Web MporpaMmHbie npoAykTbl Dr.\Web MpopykT MoppepxuBaemblie OC BeEeEEr MYEET [ononHuTenbHble
1 nnathopmbl KOMTOHEHTBI
. . Windows 10/8/8.1/7 /Vista [ ] LleHTp ynpaBneHus
- . Dr.Web a1 Windows Dr.\Web DeSktOp Secunty Suite SP2/XP SP2+ (32-6utHble KomnnekcHas sauwmra | KounToroa
Dr.Web Desktop Security Suite 3 ; ) cncrems) e
. Dr.Web KATANA dLLNTa PaOOTNX CTaHUNW, KNNEHTOB TEPMU= | \nindows 10/8/8.1/7/Vista SP2
3awmTa pa60Lu/|x CTaHUWMWN, KNMEHTOB TePMUHaJTbHbIX HabHbIX W BUPTYallbHbIX CEPBEPOB, KIIMEHTOB  (64-GUTHble CUCTEMbI). AHTUBUPYC
CepBepoB, KIIMEHTOB BMPTYaslbHbIX CEPBEPOB U KIIMEHTOB T TR CITEN
BCTPOEHHBIX CHCTEM Veban P Windows 10/8/8.1/7/Vista
SP2/XP SP2+ (32-6buTHble
Dr.Web ans macOS cucTeMbl). KATANA
Windows 10/8/8.1/7 /Vista SP2
Dr.Web ana MS DOS (64-6UTHble CrCTeMb). " HeHTp ynparienits
Dr.Web gns OS/2 macOS 10.7 v Bbiwe
Linux glibc 2.7 v Bbiwe
i i Dr.Web gns cepsepos Windows AHTUBUPYC
Dr.Web Server Security Suite MS DOS
3aLTa PalnoBbIX CEPBEPOB U CEPBEPOB MPUMNOXKEHNI Dr:Web ana cepsepos UNIX 0s/2
(B TOM 4Hncaie BNpTyalibHbIX N TepMI/IHaJ'IbeIX)
Dr.Web ans cepsepos Novell NetWare . o q
Dr.Web Server Security Suite Windows
_ Novell NetWare
Dr.Web anst macOS Server 3aLuTa halnoBbIX CEPBEPOB U CEPBEPOB o
) NPUNOXeHUI (B TOM YMCre TepMUHAMbHbBIX Machs Server ARTTAELTEE - T pRE R
. . . Dr.Web ans noutossix cepaepos UNIX N BUDT UNIX (Samba)
allbHbIX CepBepPOB
Dr.Web Mail Security Suite PTY peses)
3almTa noYThl Dr.Web gns MS Exchange
Dr.Web anst IBM Lotus Domino anst Windows Dr.Web Mail Secu r|‘[‘_y Suite ShS Henp ynpasneriv
AHTUCNaM
Dr.Web ans IBM Lotus Domino ans Linux 3alluTa noyTl MS Exchange ] SMTP proxy
Al
Dr.Web ans noytoBbix cepsepos Kerio ans Windows HTviBMpyC AHTVICNAM
Lotus (Windows /Linux)
. . SMTP proxy
Dr.Web gns noytoBbix cepsepos Kerio ans Linux
. Kerio (Windows /Linux/macOS) u SMTP proxy
Dr.Web ans noyToBbIx cepsepos Kerio ans macOS
T it gz sz UG Dr.Web Gateway Security Suite VlarepHeT o3y Kerlo
Dr.Web Gateway Securlty Suite 5 y y VIHTepHeT-Lunio3bl UNIX ] LleHTp ynpasneHus
b i allnTa LWo30B
3aWuTa Wio3o8 Dr.Web ans nHtepHeT-wnio3os Kerio L .
Microsoft ISA Server n Forefront AHTUBUPYC
Dr.Web gns Microsoft ISA Server v Forefront TMG ™G
Qbik WinGate LGl
Dr.Web gns MIMEsweeper
MIMEsweeper
Dr.Web ansa Qbik WinGate . . . Android OS 4.0-7.1, Android TV u LleHTp ynpasneHus
Dr.Web Mobile Security Suite
Dr-Web a8 Android 6 ek KomnnekcHas 3awmta
o . . o Y BlackBer
Dr.Web Mobile Security Suite LTI S e v
o Dr.Web ans BlackBerry
3aLpMTa MODUIIbHBIX YCTPOWCTB
- yerp YHUBepCanbHOCTb

B cooTBeTCTBIMM C BbIOpaHHbIM 3aKa34MKOM peLlieHneM CO30aeTcs einHbIN KnoveBon dann Dr.\Web ang 3aimTbl Bcex nHtepe-

cyloLLMx 06beKToB. B cocTaB Kntoda BXOAAT MPorpaMMHble NpoaykTsl Dr.Web ans 3aLimTbl TOro nnv MHoro obbekTa Ans Bcex
OC v nnatdopM, noaaepxmnBaemMbix Dr.Web.

MonesHble cCbINKn

OnucaHue: http://products.drweb.com /enterprise _security _suite
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LleHTp
yrpaBNeHns

Dr.Web Enterprise
Security Suite

LleHTpanmn3oBaHHoe
yrpasfieHme 3aLLMTOMN BCEX Y3/T10B
KOprnopaTyBHOW CETU

KnioueBbie pyHKLUMN

LleHTpann3oBaHHOE ynpaBneHe BCeMM KOMMOHEHTa-
MU 3aLLUTbI, OTCNIEXMBAHME COCTOAHUA BCEX 3aLLN-
LLEHHbIX Y3/10B, HACTPOVIKa aBTOMATUYeCKOW peakLmm
Ha BMPYCHbIE NHLMOEHTbI.

Mpenmywecrea

BO3MOXHOCTb LIeHTpan30BaHHOM 3aLLUMThl BCEX
Y3110B, YCTPONCTB N CEPBUCOB CETU.

MUWHUMabHas COBOKYMHAs CTOMMOCTb MO CPaBHEHMIO
C KOHKYpUpYIOLWUMK NporpaMmamu bnarofiaps Bo3-
MO>HOCTW pa3BepTbiBaHWsA ceTu nog Windows-

1 Unix-cepBepamu, NPOCTOTe YCTaHOBKM N HALEXHO-
CTW 3aLWATHI.

BO3MOXHOCTb yCTaHOBKM Kak Ha 32-, Tak U Ha
64-0OUTHble BEPCUN ONEPALINOHHBIX CUCTEM.

Bo3mMoxHoOCTb YyCTaHOBKWM areHTCKOM YacTu Ha yxe
3apa>KeHHYO MallHY 1 BblCOKada 014 BEPOATHOCTN
n3nevyeHna.

MuHVManbHOe NCMOoNb30BaHME PeCypCcoB KOMMbIO-
TEpOB U1 CcepBepoB Onarofaps KOMNAaKTHOCTU aHTU-
BMPYCHOIO A4pa W UCMONb30BaHMIO B HEM HOBEMLLIVIX
TEXHONOTNMN.

YaaneHHoe afMUHUCTPUPOBAHME C MOMOLLbIO
BeD-MHTepdelica Yepes niobon Beb-6pay3ep.

MoBWNbHbIV LEeHTP ynpaBeHus
ans Android /iOS-ycTponcTs.

Bo3moxHoOCTb peannsaun MHONBWNAYaJIbHbIX
017 KOHKPETHOIo NpeanpunaTna U OTAENbHbIX TPYN
COTPYOHMKOB MONUTUK ©e3onacHoCTu.

BO3MOXHOCTb Ha3Ha4YeHWsa OTOeNbHbIX aAMNHNCTPATO-
pPOB AJ1A Pa3INYHbIX Fpynn, 4TO MNO3BONAET MCMOJIb30-
BaTb LLeHTp ynpaBJieHNA KakK B KOMMaHNAX

C NOBbILLEHHbIMWA Tpe6OBaHI/I9|MVI K 6e30|'IaCHOCTI/I,

TakK N B MHOI'OCpI/IJ'II/IaJ'IbeIX OpraHn3aunax.

BO3MOXHOCTM HAaCTPOMKM NONUTLK Be3onacHOCT Ans
TOObIX TUMNOB MoMb30BaTenew, BKN0Yasa KMOBUbHBIXY,
1 Ons NobbIx CTaHUMIA — AaXe OTCYTCTBYIOLLMX B AaH-
HbIA MOMEHT B CETU — MO3BONAOT 06eCrneynThb akTyasb-
HOCTb 3aLLMTbI B I0OOON MOMEHT BpeMeHMU.

3almTa OT CAMOCTOSATENIbHOMO N3MEHEHNS HaCTpoek
noJib30BaTeNAMN.

BnoknpoBka JOCTyNa CMEHHbIM HOCUTENSIM, Pecypcam
NOKaNbHOW CETU U CETU VIHTEPHET — 3aLumTa OT Ciyyam-
HbIX MY HAMEPEHHbIX AENCTBUI MOfb30oBaTeNen.

BO3MOXHOCTb 3aLLUMThI CETEN, HE MMEIOLLMX JOCTYNa
B VIHTepHerT.

BO3MOXHOCTb pa3BepTbIBAHWS areHTOB Ha Pabo4mx
CTaHUMsX YA0BHBIM AN aAMUHUCTPaTOPa CMocobom —
depes nonutukm Active Directory, CTapToBble CKPUNTBI,
MeXaHW3Mbl yAaneHHON yCTaHOBKM. YCTaHOBKa BO3-
MOXHa, laxe eCnn y3en CeTu ABNNAETCH 3aKPbITbIM 1
HeOOCTyMHbIM Yepe3 Beb-agmuHucTpatop LieHTpa
yrnpasneHus.

BO3MOXXHOCTb MCNOMb30BaHMs OONbLUMHCTBA CyLLECTBY -
toLLmx 6a3 AaHHbIX. [Py 3TOM B Ka4ecTBe BHELLHMX MO-
ryT BblcTynatb Oracle, PostgreSQL, Microsoft SQL Server,
nobas CYB[, ¢ nopgnepxkon SQL-92 yepe3 ODBC.

BO3MOXHOCTb CaMOCTOATENBHOMO HanMcaHUs 0bpaboT-
YMKOB COOBITUI, HTO JI@eT NPSMON [OCTYN K BHYTPEH-
HUM MHTepderncam LieHTpa ynpaBneHus.

OTKpPbITOCTb — C MOMOLL|BIO 3TOMO KOMMIeKCa CUCTEM-
HbIZ aAMUHUCTPATOP MOXET YCTaHaBMMBaTb U CUHXPO-
HW31POBATb JOMONHUTENbHbIE MPOLYKTbl CTOPOHHMNX
NPOW3BOAMTENEN, YTO TaKXKe CHMXAET 3aTpaThl Ha
NOCTPOEHME CUCTEM MHPOPMALIMOHHONM 6e30MacHOCTY.

HarnsgHOCTb cncTeMbl KOHTPOMS COCTOAHMSA 3aLLmThI,
HEMpPeB30MAEHHbIN Mo 3PHEKTUBHOCTI 1 yA0OCTBY
MOWCK CTaHLIMIA CETW.

Bo3MOoXHOCTM BbIGOpa Crivcka 0OHOBSIEMbIX KOM-
MOHEHTOB MPOAYKTA U KOHTPOSS Nepexoia Ha HoBble
BEepCUM NO3BONSIOT AAMUHUCTPATOPAM YCTaHaBMBaTL
TOMbKO HEODXOAMMbIE Y MPOBEPEHHbIE B X CETU
0BHOBNEHMS.

JinueH3npoBaHue

LleHTp ynpasfieHns nuLeH3npyeTca OTAENIbHO — KaK

B COCTaBe rpynnbl npogyktoB Dr.\Web Enterprise Security
Suite, Tak 1 B Ka4eCTBE ONUMK NPV NOKYMKE IUNLEH3N ANs
oTzenbHoro npoaykta Dr.\Web. LleHTp ynpasneHuns npego-
CTaBMSET BO3MOXHOCTb YNpaBieHWs areHTaMu asist niobbix
TUMOB 3aLLMLLAEMbIX OOBEKTOB — Paboymx CTaHLMN,
CepBEPOB, MHTEPHET- L0308 U MOOUIBHbBIX YCTPONCTB.
LleHTp ynpaBneHus nuueH3npyeTcs GecnnaTHo.

Mone3Hble cCcbINKU
OnucaHwve:
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r. e e S O p Dr.Web Desktop Security Suite £
Windows Windows Windows macOS MS DOS, 0S/2 a
. . Buabl nuueH3nm (@)
. ba3oBas KomnnekcHas 3awwmta | AHTUBUPYC KATANA AHTUBUPYC %
eC u r | y u | e n Mo Ymcny 3aLmiLaeMblx PaboUmnx CTaHLMI, KITMEHTOB, NVLEH3A =
NOAKIOYaloWNXCA K TepPMUHalNIbHOMY U BUPTYallb- 5
HOMY CEPBEPY, NN KITNEHTOB BCTPOEHHbBIX CUCTEM. KOMMOHeHTb | W AHTUBUPYC [ AHTVBMPYC | W HecvrHaTypHbIN AHTUBMPYC AHTUBMPYC [ AHTUBUPYC
~ MporpammHble npoaykTsl Dr.Web Desktop Security Suite IR [ AHTALINMOH [ AHTULWINMOH aHTmempyc AHTULINMOH AHTALWINMOH | AHTWLWNWOH
6a3oBol
3a LLU/ITa pa 6OL| X CTaH LLI/I 1 ] MOXHO NPLOBPECTM OTAENBHO 1N B cocTaBe Dr.Web NNLEH3MN u AHTUPYTKAT u AHTUPYTKAT Obnako Dr.Web AHTUPYTKAT u AHTUPYTKAT
Enterprise Security Suite. B nocnenHem cny4ae 4OMNOMHM- LleHTp
| ] AHTUCMAM u BbpaHamays
KIIMEHTOB T€ p MWHaJIbHbIX TenbHO NnueH3npytotcs LieHTp ynpasneHuns Dr.Web . s P 2P bLRaBIEL
; . ) e6-aHTVBUpYC
1 BUDTVaAllbHbIX CepBepnoB Enterprise Security Suite (KpOMe KOHCO/bHbIX CKaHe.pOB 3
p y p p ‘ Dr.Web) v kpuntorpad (Tonbko ans Dr.Web ans Windows). U Sﬁ:‘;gﬁt"

KJIMEHTOB BCTPOEHHbLIX CNCTEM

DI’.Web KATANA Lentp I n I o o -
c ynpasneHus
Dr.Web gons Linux
Kpuntorpad + + — — - _

Dr.Web ons macOS

KoHCONbHble CKaHepbl
Dr.Web onsa Windows,
MS DOS, OS/2

[ ] BpaHomaysp

* B pamkax nuueHsum Dr.Web KATANA BE.

Tak>ke npogykTel Dr.Web Desktop Security Suite 4OCTYMHbI B COCTaBe 3KOHOMMYHbBIX Kommektos Dr.Web nns manoro
1 cpenHero bn3Heca.

NMoapnepxxuBaembie OC

Dr.Web ana Windows

Dr.Web ans Linux

Dr.Web ans macOS

KoHconbHble ckaHepbl Dr.Web

AHTuBMpYC, KomnnekcHas 3awura:
Windows 10/8/8.1/7 /Vista SP2 /XP
SP2+ (32-6WTHble ccTeMbI)
Windows 10/8/8.1/7 /Vista SP2

ncrpnbyTtmesl GNU /Linux, pabo-
(64-6UTHbIE CMCTEMDBI) AT / P

KATANA:

Talolye Ha nnatcopme Intel x86/
amd64 Ha ocHoBe ffgpa 2.6.37

(v BbIe) ¥ ncnonb3yioLlme 61bano-

macOS 10.7 v Bbilwe

Windows, MS DOS, 0OS/2

Windows 10/8/8.1/7 /Vista SP2 /XP
SP2+ (32-6UTHble cncTemb)
Windows 10/8/8.1/7 /Vista SP2
(64-6UTHbIE CCTEMBI)

Teky glibc Bepcun 2.13 (1 BbiLe)
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Dr.Web gna Windows

3awmTa pabo4mx CTaHUMIM, KNMEHTOB
BCTPOEHHbIX CUCTEM, KITMEHTOB TEPMUHASbHbIX
1 BUPTyasbHbIX CEPBEPOB

Mpemywecrea

Hannuune ceptudmkatos

Dr.Web ana Windows nmeeT cepTrduKaTbl COOTBETCTBIS
OCTIK 1 OCB. 310 03HAYAET, HTO NMPOAYKT MOXHO LC-
MoNb30BaTh B OpraHM3aLmsx, TPedYOLWMX NOBbILEHHOMO
ypoBHs 6e3onacHocTn. Dr.Web ang Windows nonHocTbio
COOTBETCTBYET TPeOOBaHMAM 3aKOHa O 3aLLuTe Nepco-
HamnbHbIX AAHHbIX, MPeabABASEMbIM K aHTUBUPYCHBIM
npofyktaM. OH MOXeT MPUMEHSTbCS B CETAX, COOTBET-
CTBYIOLLMX MAKCMMasbHO BO3MOXHOMY YPOBHIO 3aLLM-
LLLEHHOCTU.

Mbkoe nnueH3npoBaHue

Dr.Web ana Windows nmeet MakC1ManbHO rmbkyio

N MYNBETUBAPUAHTHYIO CUCTEMY JTULEH3MPOBAHMNS.
KnuneHT nprobpeTaeT TONbKO Te KOMMOHEHTbI 3aLLUMThI,
KOTOpble eMy HY>HbI, 1 He Mepenia4yMBaeT 3a HEHYXKHble
eMy 3MIeMeHTbI UMW Jaxe Liefible pelleHnsl, KOTopble OH
HVKorOa He OyoeT MCMonb30BaTh.

LeHTpann3oBaHHOe ynpasneHune

Ecnv HeobxoaMo obecneynTb LEHTPaNM30BaHHOe
yrnpaBJieHue 3aLMTor paboumx craHumin, Tpebyetcs
nunueH3npoBaHue LleHTpa ynpaeneHuns Dr.Web Enterprise
Security Suite. LleHTp ynpaBneH1s 0aMHakoBO HafleXHO
paboTaeT B ceTax 1ioOoro pasmepa 1 ClIOXHOCTU — OT
NPOCTbIX, COCTOALLMX U3 HECKONBbKMX KOMMbIOTEPOB,

[0 pacnpefeneHHbIX MHTPaHET-CeTer, HACHUTbIBAOLLIMX
LecaTKu TbICAY Y3/10B.

MonHas 3awWmTa OT CyLLEeCTBYIOWNX YrPo3

Dr.Web ana Windows obecneymBaeT HafeXHY0 3aLmnTy
OT DOMbLIMHCTBA CYLLECTBYIOLMX Yrpo3. Henpes3om-
[leHHOEe KayecTBO NeYeHns 1 BbICOKUI YPOBEHb CamM03a-
LLMTbI He JaloT LWaHca BUpYyCcaM 1 ApYriM BpeLOHOCHbIM
0ObeKTaM NPOHMKHYTB B 3allMLL@aeMyto ceTb. Hanudume
BCTPOEHHOro 6paHamayapa 1 dyHKLMM ObUcHOro
KOHTpons (n1ueHsms «KoMniekcHas 3alimTa») He
TONbKO NperpaxaaeT nyTb BUpycaM Yepes y3BUMOCTH
onepaLnoHHbIX CUCTEM U MPOrpaMmMm, Ho 1 obecnevnsaet
HaOeXHbIN KOHTPOSb Haf, PabOoTON YCTaHOBMEHHbIX MPW-
JIOXKEHNN.

YBenunyenune nponsBoanTENbHOCTU TPyAa
COTpyaAHNKOB

BHeapeHume komnoHeHToB Dr.Web ana Windows naet
MIHOBEHHbI MOMOXUTENbHBIA 3hdeKT. CHUXEHME NOTO-
Ka cnama (nuueH3ns «KoMmnnekcHas 3alimta») npak-
TUYECKM IO HYJ1sl MO3BOJISET COTPYAHMKAM KOMMaHUM
paboTtaTb bonee 3thHeKTUBHO — TeMepb BaxKHble coobLLe-
HUS He 3aTepstoTCs CPeAN HeXenaTelbHOM KOPPeCroH-
LEeHUMU. 3apaxeHe KOMMbIOTEPOB CETU UCKITIOHEHO —

a 3HauuT, He DyAET 1 MPOCTOEB B paboTe opraHM3aLLmy,
KOTOpble paHbLLEe MOTTIN BO3HMKATb BO BPEMS BOCCTAHOB-
NeHVs NOTePSHHOW 13-3a BUPYCOB MHMOPMaLIMK.

CoxpaHeHue penyTaumm KoMnaHum

BHeapeHme Dr.Web ana Windows He faeT 3n10yMblLLUneH-
HKaM BO3MOXHOCT/ NPeBPaTUTb NIOKANbHYIO CETb

B UCTOYHWK BUPYCOB U CMama, KOTopble MOTyT NonacTb

K KNWMeHTaM KOMMaHuW. Micnonb3oBaHve NpoaykTa — 370
HafeXHas rapaHTus penyTaumm nodomn opraHmM3aLmm
Kak [IeNnoBOro NapTHepa.

KnioueBbie pyHKLMUN

KomnnekcHoe pelueHne npobnemsl 3awmTsl MK
nog ynpasneHvem Windows.

3allimTa B pexxmme OHMNamH.

BO3MOXHOCTb yCcTaHOBKM 1 paboThl Ha yxke MHDULMPO-
BaHHOM KOMTbIOTEPE N UCKIIOYUTENBHAS
BMPYCOYCTONYMBOCTb.

3CD¢)GKTMBHOG AEeTekTnpoBaHe N 04NCTKa CUCTEMDI
OT BCeX BMOOB yrpos.

Bbicokast CKOPOCTb CKaHMPOBaHKWA Harofaps UCMomb30-
BaHWIO BO3MOXHOCTE MHOTOMPOLECCOPHBIX CUCTEM.

3aLmTa oT Hamboree akTyasibHbIX BPEOOHOCHBIX MPO-
rpaMM, paspaboTaHHbIX C pacieToOM Ha HeoBHapyXeHue
TPaOMLMOHHBIMU CUTHATYPHBIMU U 3BPUCTUHECKUMUA
MexaH13Mamu.

3alMTa AaHHbIX OT NMoBpeXAeHUs
TPOSIHLEM- UM POBASTBLLMKOM.

KoMnnekcHbIn aHanM3aTop ynakoBaHHbIX yrpos3.

lMonHas npoBepka apxMBOB N0HOro ypoBHSA
BJIOXKEHHOCTY.

Jlydlee feTekTMpPOBaHME 1N HeUTpanm3aums
CNOXHbIX BUPYCOB.

OunbTpauma cnama 1 BCex BUA0B HexXenaTenbHbIX
coobLeHNN Be3 HeobXoAMMOCTM 0DyHeHUs aHTUCNaMa.

MonHas npoBepka «Ha neTy» Moboro Tpadwka
Mo BCEM MOPTaM.

be3onacHbIn NHTEPHET-CepdUHT B MOUCKOBbIX
cnctemax Google, Yandex, Yahoo!, Bing, Rambler
Onarofapst akTMBaLMK B MOMCKOBUKAX PYHKLIMOHANa
«be30MnacHbIV NOUCK» — HebEe30MAaCHbIN KOHTEHT
OTCeNBAETCA CAMUMU MONCKOBUKaMM!

be3onacHoe obuieHne — unsTpaums Tpadumka
B MIHOBEHHbIX COODLLEHNSX.

SdbdekTnBHas 3aLlmTa AETEN OT HEXeNaTelbHOro
KOHTEHTA.

BJ'IOKl/IpOBKa BO3MOXXHOCTN HECaHKLUMOHNPOBAHHOTO
MCNONb30BaHNA CbeMHbIX yCI'pOI;ICI'B 1 KOMTMbIOTEPA.

O6nayHbIi cepsumc Dr.Web Cloud — nposepka URL
Ha cepBepax komMnaHum «[lokTtop Beb».

3aLUmTa OT HeCaHKLIMOHMPOBAHHOMO AOCTYMNa U3BHE,
npefoTBpaLLeHne yTevek BaXHbIX JaHHbIX, ONOKMpoBKa
NOLO3PUTENBHbBIX COBAMHEHWI Ha YPOBHE NakeToB

1 NPUSIOXEHUI.

YaaneHHoe ynpasneHue Dr.Web Ha apyrnx KoMnbloTepax
B Npefenax 04HOM NoKanbHOW CeTh 6e3 ycTaHOoBKM
LleHTpa ynpasneHus Dr.Web.

CucremHble TpeboBaHuUA

Intel® Pentium® IV c yactoton 1,6 ML,

512 MB onepaTVBHOW NamsTL. BpeMeHHble darnbl,
co3flaBaeMble B X0[e YCTaHOBKM, NOTPebyioT oMOonHN-
TeNbHOro MecTa.

He meHee 330 MbB Ha XecTkoM gucke

Windows 2012/8/7/2008 /Vista/2003 /XP SP 2
(32- 1 64-BUTHbIE CUCTEMDBI).

lNMone3sHble CCbKN

Onucanue: http://products.drweb.com /win /workstations

AHTUBMpPYC Dr.\Web
ana macOS

BasoBas 3aLimTa OT BUPYCOB U APYroro
BpenoHocHoro O, HanncaHHoro Ans
NHPUVLUMPOBaHMA He Tonbko macOS,
HO 1 pYyr1X OnepaLmOHHbIX CUCTEM

Mpenmywecrea
[ ] HapeXHad 3aLpTa OT BCeX BPeLOHOCHbIX MPOrpamMm.

= Bbicokas ckopocCTb aHTUBMPYCHOW NPOBepPKU
Bnarofiaps TEXHONOMMM aCUHXPOHHOW NPOBEPKY.

= YOoOHbIn LIeHTp ynpaBneHus, KoTopbii
nnueH3npyetcs becnnaTHo.

[ ] HpOCTOTa nogkn4eHna K LI,eHTpaJ'II/I3OBaHHOI7I
cancremMme aHTI/IBl/IpyCHOI;I 3alTbl KOMMAHNW.

= MuH1ManbHas Harpyska Ha 3allmiiaemMyto cuctemy
1 MasbI pacxof, Tpacumka npy 06HOBNEHMSX AenatoT

paboty Dr.Web ana macOS npaktniecku He3aMeTHOM.

= VIHTYWTVMBHO NOHATHbIA MHTEPdENC yrpaBneHus.

KnioueBble pyHKLMN

= BO3MOXHOCTb LLeHTPan1M3oBaHHOIo yrpasieHns
HaCTpOMKaMu BCEX KOMMOHEHTOB.

n MOCTOSIHHBI KOHTPONb BCEX 0OBEKTOB, MOABEPXEHHbIX

PUCKY 3apaxeHusi, — CMEHHbIX HoCcUTenen nHhopMaumu,

no4TOBbIX (hOpPMaTOB, PANIIOB M KaTanoros, BKoYas
yMNaKoBaHHbIE 1 HAXOLALLMECS B apXMBaX.

= 3allMTa OT HEeW3BECTHbIX YrPO3 MPW NOMOLLM TEXHONOMMU
HecurHatypHoro novcka Origins Tracing™ u MHTeNnekTy-

aJlbHOTO 3BPNCTNHECKOIo aHall3aTopa Dr.Web.

[ O6HapyXeHue 1 yaaneHne BpeaoHOCHbIX MPOrpamMm,
CKPbITbIX MOL HEM3BECTHLIMM YNAKOBLUMKaMW,
C nomoubto TexHomnory FLY-CODE™,

= Obe3BpexuBaH1e BUPYCOB, TPOSIHCKMX MPOrPamMm
N OPYrX BUOOB BPEOOHOCHbBIX 06BEKTOB.

] O6LLJI/IprIe ©a3bl gns JAEeTeKTNPOBaHMA LWNMOHCKOIO,

noTeHuUManbHO OMNaCHOIo, PeknamMHoro no, XaKepcKmx

YTUIWUT 1 MPOrpaMMm-LLYTOK.

] Bbicokas yCI'Ol;I‘-II/IBOCI'b K NonbITKaM BPeOHOCHbIX MPOo-

rpamMm NPensTCTBOBaTb hYHKLMOHNPOBaHWMIO hanoBoro

MoHuTopa SplDer Guard® wmnm oCTaHOBUTL ero paboTy.

[ 3allmTa HacTpoek MoHuTopa SplDer Guard naponem
OT HECAHKLMOHMPOBAHHOMO M3MEHEHMS.

] AHTI/IBI/IpyCHaFI npoBepKa BPYy4HYIO, aBTOMaTNHeCKN
MNM NO 3apaHee CoCTaBIeHHOMY pacnnCaHUIo.

= Bbibop TMna ckaHMpoBaHWs: ObICTpOe, NoHoe
1 BbIOOpOYHOE.

] npl/lMeHeHI/Ie ,D,el;ICTBI/II;I 014 3apaXXeHHbIX, NoA03pU-

TeNbHbIX 0OBHEKTOB 1 OOBLEKTOB Opyroro t1na, Bkno4asa

ne4yeHwne, nepeMeLlleHne B KapaHTUH 1 yaaneHue,

B TOM 4uKcrie B C/iyHae ecin Bbl6paHHO€ paHee Oencrene

0OKa3aJiloCb HEBO3MOXHbIM.

n NcknioveHve 13 npoBepku nyTer 1 arnos Mo 3anpocy

nonb3oBaTenA.

L] HosuHka Bepcun 10! MNMonHas nposepka HTTP-Tpadrika

N KOHTPOJIb LOCTYNa K MHTEPHET-pecypcam.

] 3onaumsa 3adPa>KeHHbIX qDal;IﬂOB B KapaHTMHe C BO3MOX-

HOCTbIO 331aHNsI BPEMEHU XpaHeHWs 06beKToB
B KapaHTMHE U ero MakCMMarnbHOro pa3mepa.

= JledeHuvie, BOCCTaHOBfIEHWE MW YAANEHNE
nepemeLleHHbIX B KapaHTUH 0OBbEKTOB.

= Pervctpaums BpeMeHu cobbiTusi, 06bekTa MpoBepKn
M TMNa BO34ENCTBUNA Ha Hero.

L] 3arpy3ka 0GHOBMIEHWIA aBTOMATUHECKN
(no pacnucanmio) nnm no TpebosaHMio.

] ABTOMaTM4ECKOE OMnoBeLLleHne (B TOM YMCne C NOMOLLbIO

3BYKOBbIX YBEJOM/IEHWIN) O BUPYCHbBIX CODBITUSIX.
= BepgeHuve nogpobHoro oT4eTa o pabote.

= [octynHocTb Moaynen B BUAE YTUMUT KOMaHAHOW CTPO-

KW, C BO3MOXHOCTbIO NX BCTPaBaHNA B NCTOJIb3yeMble

ans obcnyxumBaHus cuctemsl Apple Scripts

CucremHblie TpEGOBaHVIH
u macOS 10.7 nnu Bbiwe (32- 1 64-6UTHbIe CUCTEMBI).
] Mpoueccop Intel.

= OnepaTvBHas NamsTb — B COOTBETCTBUM
¢ TpeboBaHmaMm OC

= Jocryn K ceTu VIHTepHeT ans perncrpaumn
1 Mony4YeHnst 0OHOBNEHWI

lNone3Hble ccbinku
Onucanue: http://products.drweb.com/mac
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AHTUBMpPYC Dr.Web gna Linux

Ba3oBasd 3aLLUmTa OT BMPYCOB

Mpenmywecrea

= YOOOHbIN LEHTP ynpaBneHus.

= BO3MOXHOCTb MPOBEPKM «Ha NETy».

= Hactpoiika nonb3oBaTenbCknx MPOBEPOK.
= YnpaBnsiemblVi KapaHTUH.

= ABTOMaTuyeckve 0BHOBMEHMS.

(] CTnnbHBIV MHTepdENnC.

[ MNonHasa nposepka HTTP-Tpadurka 1 KOHTPOSb
[0CTyna K MHTEpPHET-pecypcam.

] 3auwmTa ot yrpo3 ans OC Windows,
3anyckaembix nog OC Linux.

KnioueBbie pyHKLMN

u Bo3mMoxHOCTb LEeHTPaIn30BaHHOIO ynpaBieHnA
HaCTpOl;lKaMI/I BCeX KOMIMOHEHTOB.

m [OCTOAHHbBI KOHTPOSb BCEX 0ObEKTOB, MOABEP-
SKEHHbIX PUCKY 3apaXKeHusl, — CMEHHbIX HOCUTeNnemn
NHOPMaLMK, MOHTOBbLIX (hOPMaTOB, KaTasioros
1 hannoB, BKOYAA yNakoBaHHbIE 1N HAXOAALLMECS
B apXmBax.

= 3allMTa OT HEM3BECTHbIX YrPO3 MPW MOMOLLM TEXHOSO-
M HeCUTHaTypHoro noucka Origins Tracing™
N NHTENNEKTYaIbHOrO 3BPUCTNYECKOrO aHanm3aropa
Dr.Web.

= OGHapyeHVe 1 yaaneHune BpeoHOCHbIX MPOrpamm,
CKPbITbIX MOA, HEM3BECTHBIMW YNAKOBLLMKAMMK,
C nomMoLbto TexHonoru FLY-CODE™.,

= O0e3BpexyBaHe BUPYCOB, TPOSIHCKMX MPOrpamMm
1 LPYT1X BUAOB BPeAOHOCHBIX OOBEKTOB.

u O6LWMpHble Ba3bl ANs AETEKTUPOBAHMSA LLMMOHCKOTIO,
NOTEHLMANbHO OMacHoro, peknaMHoro MO, xakepckmx
YTUMAT 1 NPOrPamm-LLYTOK.

= CneumanbHo pa3paboTaHHas C Lenblo CoKpaLleHns
Harpy3ku Ha CPU 1 yMeHblLeHUs noTpebneHmns namatm
apXxumTeKkTypa peLleHuns.

[ HoBoe! BO3MOXHOCTb yCTaHOBKM, HAaCTPOMKM
1 paboTbl aHTUBMPYCa HBe3 NCMonb30BaHWA
rpacdunyeckoro MHTepdenca.

= Bbicokas ycTOMYMBOCTb K MOMbBITKAM BPeAOHOCHbIX
nporpamMm NpensTCTBOBaTb YHKLMOHUPOBAHMIO
SplDer Guard nnn octaHOBUTb ero paborTy.

] HoBoe! MHoronoro4Hoe ckaHpoBaHue, NO3BONAI0-
LL|ee 3HaYUTENbHO MOBbLICUTL CKOPOCTb PaboThI
Ha MHOroA4epPHbIX MPOLLECCOpax.

= AHTMBMPYCHas NpoBepKa C BO3MOXHOCTbIO BbIOOpa
ee TMna: ObiCTpasi, NonHas UM BbIBopoYHas —
BPYYHYIO, aBTOMATMYeCKN UK MO 3apaHee
COCTaBNEHHOMY PacMMCaHMIo.

[ HoBoe! CkaH1poBaHMe 3anyLLeHHbIX NPOoLeCccoB 414
0b6e3BpexmnBaHINA aKTUBUPOBABLUMXCS YIPO3, B TOM
yucne yrpos ans OC Windows, 3anyckaemMbix Yepes
Wine.

m MNMpUMeHeHVE OeNCTBUIN NS 3aPaXkeHHbIX, MOAO3PU-
TenbHbIX 00BEKTOB 1 06BEKTOB APYroro TMMa, BKovas
neveHune, nepemeLllieHne B KapaHTUH 1 yaaneHue,

B TOM 4MCTIe B CNly4ae, ecnn BbIopaHHoe paHee
[OeNCTBME OKa3asloCb HEBO3MOXHbIM.

n WckntoveHre 13 npoBepkm nyTen 1 annos
No 3anpocy Nnonb3oBaTens.

[ HoBoe! [MonHas nposepka HTTP-Tpadumka 1 KOHTPONb
[OCTyNa K MHTEePHET-pecypcam

] M3onauua 3apPa>XXeHHbIX q)aI;IJ'IOB B KapaHTHe
C BO3MOXHOCTbIO 3alaHNA BpeEMEHU XpPaHeEHNA 00b-
€KTOB B KaPaHTMHE 1 €ro MaKC/MaslbHOIo pa3mMepa.

= JleyeHue, BOCCTaHOBNEHWE UMW yaAANEHNE
nepeMeLLeHHbIX B KapaHTUH 0OBEKTOB.

m  Pervctpauns BpemeHn cobbiTus, 06bEKTa NPOBEPKM
W TUNa BO3AENCTBUS Ha Hero.

= 3arpy3ka 0OHOBMEHMI aBTOMATUHECKM
(no pacnucaHuio) unm no TpedboBaHuUio.

L] HoBoe! [NpriMeHeHNe n3MeHeHUI HacTpoek
aHTMBMPYCA W NNLEH3MOHHOTO KIIoYa «Ha NeTy».

m  ABTOMaTU4YeCKOe oroBelleHue (B TOM Yncre
C MOMOLLBIO 3BYKOBbIX YBELOMIIEHWIA)
0 BUPYCHbIX CODBITUSX.

= [octynHocTb Mofyner npoaykTa B BUAE YTUNT KO-
MaHJHOV CTPOKM, C BO3MOXHOCTbIO
NX CAMOCTOSTESTBHOTO UCMOMb30BaHMS.

A Takxe:

] B0O3MOXHOCTb MCMONMb30BaHUS B OpraHm3aumgx, Tpe-
6yIOLLI,I/IX MOBbILLEHHOIO YPOBHA ©e3onacHoCTu.

CucremHble Tpe6oBaHNNA

L] OnepaumoHHas cuctema: auctprbytmesl GNU /Linux,
paboTaloLLme Ha nnatdopme Intel x86 /amd64 Ha
ocHoBe aapa 2.6.37 (1 Bbilue) 1 Ucnonb3yioLme 6u-
BnuoTteky glibc Bepcun 2.13 (1 Bbliwwe).

[ ] He meHee 512 MbB cBo6O4HOrO ANCKOBOMO
NPOCTPaHCTBa.

[ Locryn k cety VIHTepHeT Anga perucrpaumm n nonyye-
HWA OBHOBNEHWIA.

Mone3Hble cCbiNKU

Onwucanwe: http://products.drweb.com /linux

KOHconbHbIe CKaHepbl
Dr.Web

AHTVBMPYCHAs 3aLLUMTa C PACLUNPEHHBIMM
BO3MOXHOCTSIMW ee aBTOMaTn3aLmm
L5 OMbITHBIX NMOMb30BaTeNen

KoHconbHble ckaHepbl Dr.Web 6e3 rpaduyeckoro nHtep-
elica NCnosb3yioT 0BLLYI0 BUPYCHYIO Ba3y 1 MOWCKOBbIN
mopynb Dr.Web 1 npefiHa3HaueHbl 451t paboThbl B onepaum-
OHHbIX cucteMax MS DOS, 0S/2 1 Windows. 1ns ynpas-
NeHNs aHTUBMPYCHOM 3aLLMTON HEODXOAVIMbI HaBbIKM
paboTbl C KOMaHOHOW CTPOKOM.

Mpeunmywecrea

= MuHUManbHble CUCTEMHbIe TPeDOBaHMS — CKaHepbl
npekpacHo paboTaloT fAaxe Ha BCTPOEHHbIX cUcTeMax
1 CNOCOOHbI HaZEXKHO 3aLLNTUTL MaJIOMOLLHbIE
KOMMbIOTEPbI MPEXHUX MOKONEHWNN.

= YnobCTBO NpoBepKM — aAMUHUCTPATOP MOXET
BbIOpaTh «py4HOE» CKAHNPOBaHWE U NMPOBEPKY
no pacnmcaHuio.

= JleveHue 3apaxeHHbIX paboumnx CTaHLA 1 CepBEpPOB,
B TOM Y1C/e HEeOCTYMHbIX MO CETH.

= Bbicokas BUPYCOYCTOMYMBOCTb 1 BO3MOXKHOCTb
YCTaHOBKM Ha 3apakeHHbIV KOMMbIOTEP.

= ABTOMaTU3aLMs MOBCeOHEBHbIX PabOT C NCMOMb30Ba-
HMeM BoraTbiX BO3MOXHOCTEN KOMaHIHOW CTPOKM.

(] [apaHTMpPOBaHHOE yAaneHne BUPYCOB, HEM3BECTHbIX
Dr.Web 1nv NoOMeLLEHHbIX B apXWBbl C HEM3BECTHLIMU
dopmatamu.

®  3anyck C noboro BHELLHEro HoCUTeNs
(komMnakT-gucka unm USB-Hakonutens).

[Mone3Hble cCbiNKU

Onucanwue: http://products.drweb.com /console
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Dr.Web Server
Security Suite

3aLmTta ansioBbix CEPBEPOB
N CEPBEPOB MPUITOXKEHWM

(B TOM Ymcne BMPTyanbHbIX

M TEPMUHASbHbIX CEPBEPOB)

Dr.Web ans cepsepos Windows

Dr.Web onsa cepsepos Novell
Net\Ware

Dr.Web ons macOS Server

Dr.Web ans cepsepos UNIX
(Samba)

MporpammHble NpoaykTbl Dr.\Web Server Security Suite
MOXHO NprobpecTn oTaensHO M B coctase Dr.\Web

Enterprise Security Suite.

B nocnegHem cnyydae LONONHUTENBHO NNLEH3NPYeTCS
LleHTp ynpasneHus Dr.Web Enterprise Security Suite.

Dr.Web ana Dr.Web ana Dr.Web Dr.Web ana
cepBepoB cepBepoB ana macOS cepBepoB

Windows Novell Server UNIX
NetWare

basosas AHTUBMPYC
NNLEH3MA

[lononHuTenbHbIE KOMMAOHEHTHI

LleHtp + + + 4k
ynpas-
neHus

Takxe Bce npoaykThl Dr.Web Server Security Suite gocTynHbl
B COCTaBe 3KOHOMUYHbIX KomnnekTos Dr.Web ans manoro
n cpenHero On3Heca.

NMoppnepxviBaemsbie OC

Dr.Web ana | Dr.Web ana Dr.Web ans Dr.Web ans
cepBepoB cepBepoB macOS Server cepBepoB UNIX
Windows Novell NetWare

Microsoft Novell NetWare | macOS Server LncTprbyTrBbl
Windows Bepcumn 3.12- 10.7 v Bbllle csapom Linux
Server 6.5 cycra- Bepcum 2.6.x
2000* / HOBJIEHHbIMU (32-m

2003 (x32 LOMONHEHUAMM 64-6UTHbIE

N x64*) 13 Minimum cucTembl)
/2008 / patch list

2012 (x64)

* MopaepxvBatoTcs Tonbko Ana sepcum 7.0.

Dr.Web ans cepsepos
Windows

AHTVBMPYCHas 3aLlmTa DaroBbIX U TepMn-
HaNbHbIX CEPBEPOB MO, YNpaBieHNneM
Windows, BKto4as cepBepbl MPUIIOXEHUI

NMpevmyuwecrea

n BO3MOXHOCTb MCMOMb30BaHMs B OpraHM3aLmsx,
TpebyIoLWMX NOBbILEHHOMO YPOBHS 6e30nacHoCTH, —
MPOAYKT MOMHOCTBIO OTBEYaEeT TPEOOBAHUAM POCCUI-
CKOro 3aKOHOZATeNbCTBA M 0ONaAaeT cepTudunkaTamm
cootBetcTBUA PCTIK 1 OCh.

n  Bbicokas Npov3BOAMUTENBHOCTL M CTabUIIBHOCTL PAbOTHI.

] Bblcokas CKOpOCTb CKAHNPOBAHWA NPU MUHUMaNbHOW
Harpyske Ha OnepaLVoHHYI0 CUCTEMY, HTO MO3BONAET
Dr.Web vaeanbHo dyHKLMOHMPOBATL Ha CepBepax
NpakTU4ecky Nobom KoHMUrypaLmm.

= becnepebonHas paboTa aHTMBMpYCa B aBTOMaTUYe-
CKOM pexmme.

| Mbkoe pacrnpeneneHe Harpy3kn Ha haloByto
cucTeMy cepsepa bnarofaps YHVIKanbHOM TEXHONOrn
OTNOXEHHOW NPOBEPKN (HaNNOB, OTKPbIBAEMbIX «Ha
YyTeHmeD.

= [OKas KIMEHTOOPUEHTMPOBAHHAs CUCTEMA HACTPOVKM —
BbIOOP 0OBEKTOB NMPOBEPKU, AENCTBUIN C OOHAPYXeH-
HbIMV BUPYCaMU UM MOLO3PUTENBHBIMU (harnaMu.

= [lpocToTa yCTaHOBKM 1 alMUHUCTPUPOBAHWS.

= [lonHoLueHHas 3allmTa Cpasy nocse yCraHoBKM
(c HacTpoMKamMu Mo yMon4aHMIo).

= [po3pavHocTb — noapobHble harbl OTHeTa C HEOOX0-
VMOV aMUHUCTPATOPY CTENeHbIO AeTann3aumm.

KnioueBbie pyHKUN

= bepexHoe noTpebneHve pecypcoB CUCTEMbI U yHeT
MOLLHOCTM annapaTHoro obecneveHums.

= Dr.Web Cloud — MrHoBeHHas peakuus Ha HoBenLLne
yrposbl™.

= Cucrema OHOBOIO CKaHMPOBaHMA 1 HEWUTPann3a-
UMM @KTUBHBIX Yrpo3™.

= [peBeHTMBHas 3aLiMTa — HafeXHas 3aLimTa OT elle
HEM3BECTHbIX Yrpo3 MyTeM 3anpeta MoauduKaLmm
KpuTM4eckix oobektos Windows 1 KOHTpons Hebes-
OMacHbIX AeNCTBUN®.

u CKaHWPOBAHNA Ha «NeTy» — HeNnoCpPeaCTBEHHO NPy
3anmMcK UK oTKPbITUI halnoB Ha cepepe ¢ pabo-
YMX CTaHLMN.

= 3awwTta paboTbl CUCTEMHOIO SAPA M COBCTBEHHbIX
mopyrnen oT cboeB 1 Bpe[OHOCHbIX MPOrpaMM.

] ABTOMaTN4eCKOe BOCCTaHOBEHVE KOMMOHEHTOB
npoAyKTa 13 NOKaJlbHOro peno3nTopusa.

u MHoronoto4Has nosepka.

u MrHoOBeHHOE OnoBeLLeHMEe agMVHNCTpaTopa, Oapy-
rX Nonb3oBaTenemn u rpynn o BUPYCHbIX MHUMOEH-
TaX — Mno BJ'IEKTpOHHOI7I noyte nNnbo nyTeM OTrnpaBkKn.

L] M3onaums MHbULMPOBaHHbIX (DanIoB B KapaHTUHe.

= JleveHuve, BoCCTaHOBREHME 1 /UNK yaaneHne dam-
JIOB V3 KapaHTWHa.

u ABTOMaTMYECKME OOHOBNEHWS BMPYCHbIX 6as.

CucremMHble TpeGoBaHuA

= [lpoueccop: NOAAEPXKMBAIOLLMI CUCTEMY KOMaHA,
i686 u cTapLue.

m OnepaunoHHas cuctema: Microsoft Windows Server
2000%*/2003 (x32 nx64**)/2008/2012 (x64)

L] OnepaThBHas namMsTe: 512 Mb 1 bonblue.

MNonesHbie ccbinku
Onucanume: hitp://products.drweb.com /fileserver /win

* [loctynHo Ans onepatmoHHbix cuctem Windows Server 2008 v BbiLLe.

**  TopAaep>xuvBatotcs Tonbko ansa sepcum 7.0.

19

18.05.2017

]
=
=]
(Va]
2
=
=]
(%)
]
(V]
S
o
>
—
]
v
Q
2
[
(a]




AHTUBUPYCHaA 3aLLMTa HanIoBbIX
XpaHunmLy,

LLnpoYaniumm cnekTp NoAnePXMBaEMbIX BEPCUIA
Novell NetWare — ot 4.11 00 6.5.

MNMoppoep>xka npocrtpaHcTea UMeH NetWare.

Bbicokasi CKOPOCTb CKaHMPOBAHWS OFPOMHbIX MacCh-
BOB [JaHHbIX MPY MUHMUMAaIbHOW Harpy3ke Ha onepa-
LIMOHHYIO CUCTEMY.

MpocToTa yCTaHOBKM.

lMOKasi KNMEHTOOPUEHTNPOBAHHAS CUCTEMA HAaCTPOVKM
napamMeTpoB MPOBEPKUN 1 AENCTBUMA C OOHaPY>KEHHbI-
MW BPELOHOCHbIMN OObeKTaMK.

KnioueBbie pyHKLUMN

MpoBepka TOMOB cepBepa Mo PacnmMcaHmIo UM 3anpo-
Cy aAMUHNCTPATOPA.

MpoBepka «Ha neTy» Bcex alnos, NPOXOAALLMX Yepes
cepsep.

MHoronoto4Has npoBepKa.

BO3MOXHOCTb perynmpoBKU CTeNeHU 3arpy3kun npo-
Lleccopa, YTO NMOo3BONSET 3afaBaTh NPUOPUTETHOCTb
npoLecca CkaHMPOBaHUSA B CUCTEME.

ABTOMaTMHECKOE OTKITIOHEHME OT CepBepa CTaHLUN —
MCTOYHMKA BUPYCHOW Yrpo3bl.

MpoTOKONMPOBaHWE NPOBEPKM; ypaBneHne AeTanu-
3aLumelt npoTokora.

YBenomMneHus 06 0BHapyXeHNN MHDULIMPOBAHHbIX
0DBbEeKTOoB.

JleyeHve, yoaneHve Unu nepemMeLleHme MHPULMPO-
BaHHbIX OOBEKTOB B KAPaHTUH.

A}J,MV]HI/ICTpI/IpOBaHVIe aHTMBWPYyCa Npn NOMOLLM KOH-
Conwn cepeepa Nnn yﬂ,aﬂeHHOI;I KOHCONW.

BefeHwe CTaTUCTUKIM CKaHMPOBAaHWSA W XXypHana aem-
CTBUM aHTUBMpPYCa.

ABTOMaTMYECKMEe 0OHOBIEHMS BUPYCHBIX 0a3.

CucremHble TpeGoBaHuA

Novell NetWare ot Bepcun 4.11 o Bepcum 6.5.

Mone3Hble cCbINKU

OnwucaHwve:

AHTUBMPYCHas 3aLLMTa PAOOYMX CTAHLNN
nof ynpaBieHemM CepBePHbIX BEPCUM
OC macOS

YAOOHbIN LEHTP yNpaBneHus.
Bblcokas CKOpOCTb CKaHNPOBAHUSA.

BO3MOXHOCTb CO34aHNA COOCTBEHHbBIX MpoduUen
CKaHMPOBaHMA.

HapexHas 3awmTa B pexunmMe peasnibHOro BpemMeHun.

MWuHVManbHas Harpy3ka Ha 3alliMiaeMyto CNcTemy.

Manbln pacxop, Tpacmka nNpv 06HOBMEHWSX.
Pa3Hoobpa3Hble HaCTPOMKM.
[MpocToTa ynpasneHms.

CTUnNbHbIN U yAO0OHBIM MHTEPhENC.

KnioueBbie pyHKLMN

MpoBepka 0OBEKTOB aBTO3amnycka, CMeHHbIX HOCKTe-
nen nHopMaLMK, CeTeBbLIX U NOMMYeCKMX ANCKOB,
NoYTOBbIX (DOPMATOB, haMNOB 1 KaTanoros, BKIO-
4as yrnakoBaHHblE N Haxo4ALMeCs B apXmBax.

EbICI'pOQ, nonHoe n Bbl60pO‘-IHO€ CKaHMpoOBaHMe.

AHTI/IBI/IpyCHaFI NpoBepPKa BPYHHYIO, aBTOMaTUHECKN
MK MO 3apaHee CoOCTaBIEHHOMY pacrnCaHuIo.

3almTa HacTpoek MoHuTopa SplDer Guard® napo-
fleM OT HeCaHKLMOHVPOBAHHOTO M3MEHEH WS,

MprMeHeH1e OeNCTBUI ANS 3apaXkeHHbIX, NOA0-
3pUTeSbHbIX 0OBEKTOB 1 OOBEKTOB APYroro T1na,
BKJTIOYas nedeHe, nepemMellieHmne B KapaHTuH

W yoaneHune, B TOM Y1Cie B CJlyHae ecnn BbibpaHHoe
paHee OeNCTBME OKa3anoCb HEBO3MOXHbIM.

VcknioyeHne 13 NnpoBepku nyTer 1 (ainos
Mo 3amnpocy Nonb3oBaTens.

O6Hapy>KeH|/|e 1 yOaneHme BMPYCOB, CKPbITbIX MO
HeN3BECTHbIMW YTMaKOBLLINKaMW.

Perncrpaums BpemeHn cobbiTns, obbekTa NpoBepKm
1 TUNa BO3AEeNCTBUS Ha HEro.

3arpyska OOHOBNEHWUI aBTOMAaTLNHECKM
(no pacnucaHuio) nnu no TpeboBaHMIo.

ABTOMaTU4ecKoe ornoseLleHre (B TOM Ymcre
C NOMOLLbIO 3BYKOBbIX YBEJOMIIEHNIN) O BUPYCHbBIX
CODbITUSX.

N3onaumsa 3apaxeHHbIX hannos B KapaHTVHE C BO3-
MOXHOCTbIO 3a[laHNs BPEMEHW XpaHeHWsi 06 BbEKTOB
B KapaHTWHE 1 €ro MakCMManbHOro pasmepa.

Jle4yeHwe, BOCCTAHOBNEHME UMM yAaneHune nepemMe-
LLEeHHbIX B KapaHTNH 0ObeKTOB.

BeaeHve nogpobHoro ot4eTa o pabore.

[ocTynHoCTb Mofynen B BUAE YTUNNT KOMaHAHOMU
CTPOKU, C BO3MOXHOCTbIO UX BCTPANBAHUSA

B MCMONb3yeMble AN 06CNyKMBaHNA CUCTEMBI
Apple Scripts.

CuctemHble TpeGoBaHUA

macOS Server 10.7 vnu BbliLLE.
Mpoueccop Intel.

OnepaTrBHas NamsiTb — B COOTBETCTBUN
¢ TpeboBaHmaMU OC

[Joctyn K ceTv IHTepHeT: Ans permncrpaumnm
W nonyyYeHnst OGHOBNEHWNI.

NMonesHble CCbINKN

OnwcaHwue:



AHTUBMPYCHaA 3almTa dharnoBbIx
cepepoB Unix

Bbicokas Npon3BOONTENTbHOCTb A CTabunbHOCTb pa6OTb|.

Bbicokast CkopoCTb CKaHMPOBAHWSA NPU MUHMANbHON
Harpy3ke Ha onepaLyIOHHYI0 CUCTEMY, YTO NO3BONAET
Dr.Web npaeanbHo dyHKLIMOHMPOBATb Ha cepBepax
MpPaKTUYeCcKM NobO KOHDUIypaLmu.

MMbKast KNMEeHTOOPUEHTUPOBAHHAA CUCTEMA HACTPONKI —
BbIOOP 0OBLEKTOB MPOBEPKM, AENCTBUIA C OOHAPYXKEH-
HbIMW BUPYCaMU UM NOA03PUTENBHBIMU harinamu.

OTnnYHaa COBMeCTMMOCTb — He KOH(DJ'IVIKTyeT cun3-
BeCTHbIMW MeXCeTeBbIMW 3KpaHaM A Cbal;IJ'IOBbIMl/I
MOHUTOPaMN.

Yno6CTBO alMVHUCTPUPOBAHUS, MPOCTOTa YCTaHOBKMN
1 HaCTPOWKW.

Momaepxka cmcteM MoHuTopuHra (Cacti, Zabbix, Munin,
Nagios 1. a.).

KnioueBbie pyHKLUMN

MpoBepka TOMOB CepBepa Mo 3apaHee 3alaHHOMY pac-
MWUCaHWIO MW 3anpocy aiMUHUCTPaTOpPa.

YnydweHo! CkaHVpOBaHWe Ha «J1eTy» — Hemnocpe[-
CTBEHHO NPW 3aNM1CK UK OTKPbITUK ParnoB
Ha cepBepe C pabo4nx CTaHLMNA.

MHoronoto4Has nosepka.

ABTOMaTWYECKOe OTKIIOYeHe OT cepBepa CTaHLmMn —
MCTOYHMKA BUPYCHOW Yrpo3bl.

MrHoBeHHOe onoBeLLeHe alMUHNCTPATOPa, APY X
NoJib30BaTeNEeN 1 rPYNM O BUPYCHbIX MHUMOEHTaX —

Mo 3N1eKTPOHHOM NoyTe OO NyTeM OTNPaBKM YBELOM-
NEeHN Ha MOOUNbHbIN TenedoH 1Ny Nemngxep.

YnyuweHo! V13onsums MHPULUMPOBaHHbIX hannos
B KapaHTUHE.

JleyeHne, BocCTaHOBNEHWE U /UKW yAaneHWe dannos
3 KapPaHTUHA.

BepneHue xypHana LencTBui aHTMBMpPYCa.

ABTOMaTUYECKME OOHOBEHNA BMPYCHbIX 0as.

CucremHble TpeboBaHUA
Dr.Web Daemon (drwebd) Bepcin He Hike 5.0.

Samba 3.0 v BbiLLe.

NMopnepxnBaemsbie OC

GNU/Linux (Ha ocHOBe sigpa C Bepcuen He Huxe 2.6.37
1 ucnonb3ylollas bmbnuoteky glibc Bepcum 2.13 1 Bbilwe).

FreeBSD.

Solaris — Tonbko ans nnardopm Intel x86 /amd64.

Mcnonb3yemble onepaumoHHble CUCTEMbI JOMKHbI UCMONb30-
BaTb cepBep Samba Bepcum He HMxe 3.0, a Tak)Ke MexaH13M
ayTeHT1UKaumm PAM.

B cny4ae ncnonb3oBaHus 64-6UTHOM BEPCUM OMNEPaLOHHOM
CUCTEMbI [OMKHA ObITb BKIIOYEHA NOAAEPXKKA UCMIONHEHNS
32-BUTHBIX MPUNOXEHUIA.

MecTo Ha >XeCcTKoM gucke:
He meHee 1 TB.

Pa6oTOCNocoBGHOCTL KOMMNeKca Gbiia NpoTecTMpoBaHa
Ha gUcTpnByTUBaxX:

Debian (7.8, 8), Fedora (20, 21), Ubuntu (12.04, 14.04,
14.10, 15.04), CentOS (5.11, 6.6, 7.1), Red Hat Enterprise
Linux (5.11, 6.6, 7.1), SUSE Linux Enterprise Server (11 SP3,
12), FreeBSD (9.3, 10.1), Solaris (10u11).

NMone3Hble cCbUIKN

OnucaHwve:



Dr.Web Mall
Security Suite

3aLnTa NOYTHI

Dr.Web ang no4toBbIX CEpBEPOB
n wno3os UNIX

Dr.Web ona MS Exchange

Dr.Web gns IBM Lotus Domino
(Windows, Linux)

Dr.Web ans no4toBbIX CepBEpOB
Kerio (Windows, Linux)

JinyeHsnpoBaHue
Dr.Web Mail Security Suite

Buabl nuueH3un

n Mo Yncny 3almiLaemblx Nonb3osarenen (OHO HeorpaHu-
YeHHO).

= MocepBepHas NMUeH3MsA — A9 NPOBEPKM HEOrPaHMYeH-
Horo ob6beMa KoppecnoHAeHUMM Ha OAHOM CcepBepe,
C YMCNIOM 3aluMLLLaeMblx nonb3osaTenemn He bonee 3 000.

MporpamMmMHble NpoaykTsl Dr.Web ans 3alumtbl No4Tbl MOXHO
nprobpecTu oTaenbHO UnK B coctaBe Dr.Web Enterprise Security
Suite. B nocnegHem ciiydae SONOMHUTENBHO INLIEH3MPYIOTCS
LleHTp ynpaBnexuns Dr.Web Enterprise Security Suite, AHTUCNaM
1 SMTP proxy.

COBMECTHOE MCMOsb30BaHWe NPOAYKTOB L1 3aLLMTbI MOYTbI

1 OOMNONHUTENIbHOrO KOMMOHeHTa SMTP proxy He TOfbKO Cylile-
CTBEHHO MOoBbILLaeT 0610 6e30MacHOCTb CETU, HO U CHUXKAET
Harpy3Kky Ha BHYyTPEHHWE MOYTOBbIE CEepBepbl 1 paboyne CTaHLuK.

BapuaHTbI NIULEH3UN

Dr.Web Dr.Web ana | Dr.Web gnsa Dr.Web ana
ana MS IBM Lotus NoYTOBbIX NoYTOBbIX
Exchange | Domino cepBepoB UNIX | cepBepos Kerio

bazoBas AHTUBMPYC

nnueHsms

AHTUCNaM + F F —

SMTP proxy | + + + A

Llentp +* + + 4

ynpaeneHus

Takxe npoaykTbl rpynnbl Dr.Web Desktop Security Suite (kpome
KOHCONbHbIX CKaHepPOB) AOCTYMHbI B COCTABE SKOHOMUYHBIX
komnnekToB Dr.Web nns manoro v cpegHero 6usxeca.

NMoapnepxxuBaembie OC

MPoAyKT | \windows Linux macOS FreeBSD | Solaris

Dr.Web

Dr.Web c Bepcren agpa BEpPCUN | BEpCUM
ons 2.4.X v Bblle 6.x 1 10
MOYTOBbIX BbllLe

cepBepoB

UNIX

Dr.Web Server
ana MS 2000/
Exchange 2003/

2008/
2012
Dr.Web Server Red Hat Enterprise
ons 1BM 2000/ Linux (RHEL)
Lotus 2003/ 415 Bepcnn,
Domino 2008 / Novell SuSE Linux
2008 R2 / Enterprise Server
2012/ (SLES)9mn 10
2012 R2 Bepcum (Tonbko
(32-164- | 32-6uUTHble)
OUTHbIE
Bepcum)

Dr.Web 2000/XP/ | Red Hat9.0;Red | macOS
onsa Vista/7, Hat Enterprise 10.7
NoYyTOBbIX | Server Linux 4/5; Fedora | 1 Bbilwe

cepsepos | 2003/ Core 7 / 8; SUSE
Kerio 2008/ Linux 10.0, 10.1,
2012 10.2,10.3,11.0,
11.1; CentOS
Linux 5.2, 5.3;
Debian 5.0;

Ubuntu 8.04 LTS

* He nopnepxwusaetcs ans MS Exchange 2013.

Dr.Web gna noytoBbIX

cepsepoB u wnto3os UNIX

AHTVBMPYCHaA 1 aHTUCMaM-3aLLlmMTa No4To-
BOro TpauKa, NPOXOAALLEro Yepes cepsepsl
nog ynpasnenvem UNIX (Linux/FreeBSD/
Solaris(x86)

NMpevmywiecrea
] CootBeTcTBME Tpe6OBaHVIﬂM pOCCl/II;ICKOI'O 3aKOHOOa-
TenbCrBa.

] BO3MOXHOCTb r’MOKOWM HaCTPOWKM NOA, NOTPeOHOCTM
nonb3oBarenem.

= HeTpeboBaTenbHOCTb K KBANNMUKALMN aAMUHUCTPA-
TOpa.

] Bblcokas CKOpOCTb OTKMKA.

[ ] [ononHuTenbHble NperMyLLecTBa aHT1cnama Dr.\Web.
[ 3aLumTa KoHUAEHUMANBHOM MHPOPMAaLUK.

= YnobCTBO apMUHUCTPUPOBAHUS.

(] OTKpPbITOCTb.

] Bo3MOXHOCTb NOAKIIIOYEeHMS HeorpaHM4YeHHoro Konn-
4ecTBa NnarnMHoOB.

KnioueBbie pyHKLMN

= QunbTpaums NOYTOBbLIX COOBLLEHMI Ha BUPYChI
1 cnam.

m Pa3bop No4TOBbIX COOBLLIEHWNI N aHANN3 BCEX
X KOMMOHEHTOB.

= KoppekTHasi 00paboTka 6ONMbLIMHCTBA U3BECTHBIX
TWUMOB apXMBOB, B TOM YXC/e MHOTOTOMHbIX M CaMO-
pacnakoBbiBaloLmxca (SFX).

] Benbie n YepHble CNnCKK.
u HacrpaMBaeMble yBeoomneHns.

u BeneHue cratnctmky, y‘-ll/ITbIBaIOLLI,eVI BCe aCnekTbl
pa6OTbI cncremMbl.

n 3awmTa pabotbl COBCTBEHHBIX MOAYNen OT cOoeB.

CootBeTcTBME TPeGOBaHUSAM POCCUNCKOTO
3aKOHOpATeNbCTBA

Dr.Web ans noytoBbix cepsepos UNIX obnapaet ceptu-
ukatamum cootsetcTBUa GCTIK 1 OCh. 310 Nno3sonser
MCMONb30BaTh NPOAYKT B OpraHM3aLmsx, TpebyioLmx
MOBbILLIEHHOIO YPOBHS ©6E30MacHOCTM, B TOM YucTie

B COCTaBe NOACUCTEMbI aHTUBMPYCHOW 3aLLUMTbI MHDOP-
MaLMOHHbIX CUCTEM MEPCOHarbHbIX AaHHbIX (MCMOH)
knacca K1. BO3MOXHOCTb apXmBaLIMM BCEX MOYTOBbIX
COODLLEHNI NO3BOMSAET TakKe NPUMEHSTb MPOIYKT

B COCTaBe NHOPMALIMOHHbIX CUCTEM KPEeOAMUTHbIX y4peXx-
neHun.

BO3MO>XHOCTb FrMOKON HaCTPOMKN
nop NoTpe6GHOCTU Nonb3oBaTenemn

[nsa Hactponku Dr.Web ans noutoBbix cepepor UNIX

MOXHO NPUMEHATL NMpaBuia. IT0 3HAYUTENbHO NOBbILLAET

rMOKOCTb MPOAYKTa U BIFOAHO OT/IMYAET €10 OT KOHKY-
PVIPYIOLLMX aHANOrOB, AN HACTPOWKI KOTOPbIX MprMe-
HSIOTCS CTaTUYECKMe NapaMeTpbl KOHPUIYPaLMOHHOTO
avina. PunsTpaums 1 M3MeHeHWe COOBLLEHMI MPouC-
XOASAT B 3aBUCMMOCTU OT MMEIOLLMXCS NMOANTUK. [pn 3TOM
AAMVHUCTPATOP MOXKET 3aaBaThb OTAENbHbIE MPaBUIa
006paboTkN He TONbKO AJ1S Pa3NMYHbIX NOMb30BaTeNeN

W rpynmn, HO 1 pakTUYeCKy ANs Kaxkgoro nucema. bnaro-
[lapsi STOMY NPOAYKT CnocobeH oTBevaTh NioObiM KOpro-
paTUBHbBIM TPEOOBAHWAM K YPOBHIO MH(OPMALMOHHOWM
6e30MacHOCTA, YTO OCOBEHHO BaXKHO B YCITOBUSX BCTY-
MIEHWUS B CUITY 3aKOHa O 3aLLMTe NepcoHanbHbIX AaHHbIX.

HeTpeb6oBaTenbHOCTb K KBanudurkauum
agMUHUCTpaTopa

HecMoTps Ha 6oraTcTBO yHKLMOHANbHBIX BO3MOX-
Hocten, Dr.Web nns no4toBbix cepsepoB UNIX He
TpebyeT ANNTENLHOM HAaCTPOMKU Nepes, BBEAEHNEM

B CTpo. Kpome TOro, OH NOCTaBNSETCS He TOMbKO B BMAE
NporpamMmHOro NPoAyKTa, HO 1 B COCTaBe NPorpamMmHo-
annapaTHoro komnnekca Dr.Web Office Shield — cepsepa,

CNPOEKTNPOBaHHOIO And pa6OTbI no NpMHUMNy «nocrasn

1 3a0bIn».
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Bbicokas CKOPOCTb OTKJIKa

TexHOMorms MHOroMOTOYHOM NPOBEPKM ObecrneymBaeT
BbICOKYI0 CKOPOCTb OTKJIMKa CUCTEMBI. [1poBepKa co0b-
LWEeHWI B KaXA0M CJlydae NMpomn3BOLAUTCS «Ha NeTy», napasn-
nenbHO ¢ 00paboTKoM paHee NPUHATBLIX PanoB. IT0
MO3BOJISIET KOHEYHbIM MOJb30BATENAM MOJTyHaTh KOPPECTOH-
JEHUMIO MPaKTUYeCk MrHOBEHHO.

JononHutenbHble NpenMyLLecTBa
aHTucnama Dr.Web

He TpebyeT 0by4eHUs 1 HauMHaeT 3hheKTUBHO
paboTaTh C MOMEHTa YCTAHOBKM — B OT/INHME OT aHTU-
CNamMoB, MOCTPOEHHbIX Ha UCMONb30BaHMUM anropuTMa
Baveca (Panda, Kaspersky).

BbiHeceHve BepAMKTa CnaM/He Cnam He 3aBUCuT
OT $3blKa COOOLLIEHNA.

MNo3Bonget 3agaBaTb Pa3finyHble nevcreuns ons Pa3HbIX
KaTeI’OpI/Il;I cnaMa.

Mcnonb3ayeT cobcTBeHHbIe YepHble 1 besble Cnckiy,
YTO [leNnaeT HEBO3MOXXHOM KOMMPOMETALMIO KOMMAHNI
Yyepes 3/I0HaMepeHHOe BHECeHMEe UX B CMINCKWN HeXena-
TenbHbIX a4peCcoB.

[lonyckaeT pekopAHO Manoe KonM4ecTBO NOXHbIX
cpabaTbiBaHWN.

Hy)KD,aeTCﬂ B OOHOBMEHWNN He Yallle OJHOro pa3a

B CyTKM — YHWMKallbHble TEXHONOIMNK pacrno3HaBaHNA
HexxenaTtenlbHOW NOYTbl Ha OCHOBE HECKOMbKMX ThiCAY
npaBun 1306aBNAOT OT HEODXOANMOCTU CKa4MBaTb
HacdTble N TpoOMO3aKne 0OHOBNEHMS.

3awumTa KoHPUaEeHUMaNbHON NHPopMaLn

IMpoayKT NO3BOMSET BOCCTaHABNMBATL COOOLLEeHMS,
CNyYariHO yAaneHHble MoMb30BaTeNsIMU U3 CBOWX MOYTOBbIX
ALWMKOB, a Tak>ke MPOBOAUTL paccnefloBaHNsl, CBA3aHHbIe

C yTEYKOW MHOPMaLMK. DTOMy CNOCOBCTBYET ynpasneHue
KapaHTMHOM Kak Yepe3 Beb-uHTepdenc, Tak 1 Yepes cnewu-
anbHYIO YTUAKTY, @ Takke BO3MOXHOCTb apXMBaLLUN BCEX
NPOXOAALUMX COOBLLEHMIA.

Yp06CcTBO aAMUHUCTPUPOBAHUS

BO3MOXHOCTb MCMONb30BaHWA BeH-UHTepdenca ans
HaCTPOMKM 1 yNpaBneHns NPOLAYKTOM NO3BOSSET C N1erko-
CTbIO OCYLLECTBASTL aAMUHUCTPUPOBAHME 3aLLINTHI

13 NoHOKN TOUKM MUpa.

OTKpbITOCTb

Dr.Web ans noutoBbix cepeepos UNIX MOXET MHTerpmpo-
BaTbCA B peLLeHnsa apyrux npovissoautenent. Kpome Toro,
Gnarogaps oTKpbIToMy API B HEro MOXHO 1,00aBUTb HOBbIe
PYHKLMOHaNbHbIE BO3MOXHOCTU.

Bo3MOXXHOCTb NOAKITIOYEeHUS
HeorpaHn4eHHoro Konaun4yecrea rninarmHoB

Dr.Web ans no4toBbix cepBepos UNIX no3sonseT Heorpa-
HUYEHHO HapalLMBaTh YHKLMOHANBHOCTb, NpuYeM nobon
pa3paboTaHHbIN NnarvH paboTtaeT cpasy Co BCeMU Noamep-
XnsaembiMy MTA. Peanin3oBaHHbIe MnarvHbl:

Dr.Web — nnarmH aHTMBUPYCHOM NPOBEPKM NOYTbI
CcpefncTBaMu aHTUBMPYCHOTo ABuka Dr.Web.

vaderetro — nnarvH, PUALTPYIOLLMIA NOYTY Ha CNam
yepes cobcTBeHHylo Grbnunoteky Vade Retro.

headersfilter — nnarvH, GunsTpytoLLMIA COOOLLEHMS
MO 3aronoBKaMm.

Dr.Web ansa noutoBbix cepsepos UNIX ¢ monynem Dr.Web
SMTP proxy MOXeT ObITb YCTAHOBNEH Kak B AeMUINTapK-
30BaHHOM 30He (DMZ), Tak 1 BHYTPY NOYTOBOW CUCTEMbI.
Bnarofiaps ToMy, 4TO CepBep NPOBEPKM MOYTOBbLIX COOD-
LLEHWNI MOXKET ObITb BbiHEeCeH B DMZ, a NoYTOBbLIN CepBep —
N30NMPOBaH OT MIHTepHeTa, Jaxe B CJly4ae B3NoMa
cepBepa 3M0YMbILLUAEHHWK He NONyYUT AOCTYNa K BaXKHOM
N5 KoMnaHnu nHdopmaumm. ObecneynBaeTcs NonHas
NpoBepKa MO4TOBOM KOPPECMOHAEHLMM NO MPOTOKONaM
SMTP/LMTP.

KniouyeBble BO3MOXHOCTMN

3aLymTa OT aTak CMaMepoB 3a CHET BO3MOXHOCTM orpa-
H14eHusa napameTpoB SMTP-ceccum.

3aluumTa OT 3aMacKMpPOBaHHOTO cnama bnarofaps
PYHKLMM NPOBEPKM MOASIMHHOCTU IP-afpeca.

3alumTa OT aTak xakepoB — 3 PEKTUBHOE NPOTVBOCTO-
AHUE KaK NaccrBHbIM atakam (trna PLAIN, LOGIN

MT. [.), TaK 1 aKTMBHbIM aTakam 6e3 nepebopa

Mo CNoBapto.

3alimTa oT cnam-noByLLek.
3allmTa OT HEKOPPEKTHO CCHOPMMPOBAHHbBIX MUCEM.

DKOHOMUS NHTEPHET-TpadmKa 3a CHET OrpaHUYeHms
pa3Mepa BNOXEHWN.

OrpaHunyerme Open Relays cepsepos.

MopnepxmBaembie OC

LnctprbyTmBel Linux, nMeiolime Bepcuio sapa 2.4.x
W BblLLe.

FreeBSD Bepcun 6.x 1 Bbillie Ans nnatdopMsl Intel Xx86
namd64.

Solaris Bepcn 10 ans nnatdopmbl Intel Xx86 1 amd64.

Mone3Hble cCbINKU
OnwucaHwve:

AHTVBMPYCHaA 1 aHTUCMaM-3aLTa nnart-
dopmbl IBM Lotus Domino nog ynpasne-
H1em Windows m Linux

MuHumanbHas COBOKYMHasa CTOMMOCTb.

Dr.Web ans IBM Lotus Domino paboTtaeT He Tonbko
Ha OTAENbHO CTOALLMX CepBeEpPaXx, HO M Ha partitions-
cepBepax 1 knactepax Lotus Domino. Konuu aHTn-
BMPYCOB Ha pa3HbIX pa3fenax AencTByoT B MaMATL
KOMMbloTEPa aBTOHOMHO, UCMONb3ys 0bLLme Ga3bl

1 UCnonHsieMble harsbl. B 3ToM cyyae nmueH3mpo-
BaTb HEOOXOAMMO TOSbKO OLHY KOMMIO, HTO Cyllle-
CTBEHHO CHWXKAET 3aTpaThbl Ha aHTUBMPYCHYIO 3aLLMTY.

Ready for IBM Lotus software.

Dr.Web gns IBM Lotus Domino BHeceH B KaTasior
peweHni IBM Lotus Business Solutions Catalog

1 MeeT 3Hak Ready for IBM Lotus software. 3ToT 3Hak
noATBePXKAAET COBMECTUMOCTb NMPOAYKTa C CUCTEMOM
Lotus Domino v cBMAOETENbCTBYET O BbINOMHEHNM BCEX
TpeboBaHWM Ha cooTBeTcTBME IBM.

Bbicokas CKOPOCTb CKaHMpPOBaHUA.

OpraHusaums cuctembl Dr.Web ans IBM Lotus Domino,
ocobas peanu3als MeToa NpoBepKn 1 BO3MOX-
HOCTb MMBKO YNPaBATb STUM NPOLIECCOM NO3BONNNIU
JI0OUTBCS BbICOKOW CKOPOCTM CKaHUPOBAHMS Mpu
ManoM noTpebneHnm CUCTEMHbIX PeCypPCoB.

MpocToTa ycTaHOBKMW U TMOKOCTb HAaCTPOeK.

NpenycMOTpeHO aBTOMAaTU3MPOBAHHOE U JIerko KOH-
Tponnpyemoe paspepTbiBaHe Dr.Web ans IBM Lotus
Domino. Mporpamma NopaepXrBaeT aaMUHUCTPATUB-
Hble CKPUNTbI Y MEET NOAPODOHYI0 LOKYMEHTALMIO.
YA06CTBO ynpaBneHWs KOMMIeKCoM obecneyqnBaeTcs
Bnarofiapst BO3MOXXHOCTW MMOKOro KOHMUIypUpOBaHus
Yyepes KOHCOMb aaMuHucTpaTopa. Cpeacrsa «TOHKOM»
HaCTPOMKM anropuTMOB LENCTBUN aHTUBMPYCA NO
pe3ysibrataM NPOBEPKYM MO3BOASIOT OTChbUIaTh YBEAOM-
neHnsi 06 0BHapy>KeHHbIX BMpPycax OTNpaBuUTenio, no-
nyyaTensiM 1 agMUHUCTPATOPaM CUCTEMbI, COXPaHATbL
3arofoBKU NMOMyYeHHbIX MOYTOBbLIX COODLLEHNMI

1 BNOXEHUA K HAM, U T. [,

Yno6cTBO agMUHUCTPUPOBAHMS.

MexaHW3Mbl FpynnvMpoBaHNs 1 ynpasneHe rpynnamm
3HAYUTENBHO YNPOLLAIOT AAMUHUCTPUPOBAHME aHTU-
BUPYCHOW 3aLLMThI.

KnioueBble pyHKLMUN

MpoBepka 1 GUNLTPaLMSA NOYTOBbIX COODLLIEHWI

1 BCEX X KOMMOHEHTOB Ha BUPYCbI, CNaM U Hexe-
natenbHble COOBLLEHNS «Ha NETY» UK NO 3afaHMIO
aAMVHUCTpaTopa.

CDl/IﬂpraLI,l/lﬂ MO4YTbl Ha CMaM, B TOM 4YK1cJie Mo 4ep-
HbIM 1 DenbIM Crmnckam afpecos.

MpoBepka LOKYMEHTOB B 3afiaHHbIx nsf-6a3ax Ha
Hanunyme BUPYCOB.

MpoBepka 06bEKTOB MO TPeOOBaHNIO MPW MOMOLLM
(YHKUMM pYHHOrO 3amycka 1 OCTaHOBKM 3a[ay Cka-
Hepa.

Pa360p NoO4TOBbIX COOBLLEHNI C BblOENEHNEM BCEX
KOMMOHEHTOB NMCbMa AN NoC/eayoLero aHanmnsa

JleyeHne MHPULMPOBAHHbBIX MOYTOBbIX COOOLLEHWNI
W BIIOXEHHbIX B HNX (halinos.

[leTekTpOBaHMe BPeLOHOCHLIX OOBbEKTOB B MHOIO-
KpaTHO 3aapXMBUPOBaHHbIX halinax.

Mcnonb3oBaHve MexaH3Ma ODHapyXeHNs Bpe-
LLOHOCHBIX MPOrpammM, CKpbITbIX HEM3BECTHBIMM
yNaKoBLUMKAMU.

cnonb3oBaHwe O0NONHUTENIbHOW TEXHONOT M 00-
Hapy>XeHNA HeN3BECTHbIX BPeOAOHOCHbIX 00ObekToB,
KOTOpaa yBeJIM4YMBAET BEPOATHOCTb o6Hapy>Keva
BMPYyCOB HOBEWLLMX TUMOB.

XpaHeHue MHOUUMPOBAHHbIX 1 MOA03PUTENbHBIX
0ObEeKTOB B KapaHTUHe (JOCTyN K NepeMeLLeHHbIM
B KapaHTUH 06bekTaM OCyLLECTBAETCS Yepes KIn-
eHT Lotus Notes).

YBenoMneHus o pesynsratax NnpoBepky Npm MoMo-
LM LLIaBSIOHOB, OMMCAHHbIX B CUCTEME, YTO MO3BOISA-
eT afpecatam, aAMUHNCTPATOpPaM U OpYyrM NnLam
nony4aTb MHMDOPMAaLMIO B MaKCMManbHO yA00HOM
BUIE.

BefeHne ctaTucTnkn paboThl CUCTEMBI.
3awmTa paboTbl COOCTBEHHbBIX MOAYen OT COoeB.

ABTOMaTNYECKME OOHOBNEHNS.

MopnepxxuBaembie OC

Bepcusi pna Windows

OnepaupmoHHas ciucrema: Windows Server
2000,/2003/2008/2008R2/2012/2012 R2 (32-

1 64-OUTHblE BepcUN).

Lotus Domino Bepcin R6.0 1 BbiLle (32- 1 64-6UTHble
BEpCUN).

Mpoueccop Intel Pentium 133 v BbiLLe.

RAM 128 MB (pekomeHayeTcs 512 MB).

CBoboHOE ANCKOBOE NPOCTPaHCTBO: 128 MB.

Bepcusa pna Linux

OnepaumoHHas cictema: Red Hat Enterprise Linux
(RHEL) 4 1 5 Bepcun, Novell SUSE Linux Enterprise
Server (SLES) 9 1 10 Bepcuu (Tonbko 32-6UTHbIe).
Lotus Domino Bepcumn 7.x nnm 8.x.

Lotus Notes 6.5 (1nv bonee no3gHu) ana Windows.
Mpoueccop Intel Pentium 133 v BbiLwe.

RAM 64 MB (pexkomeHayetcs 128 MB).

CeobopHoe AmckoBoe NpocTpaHcTso: 90 MB.

Mone3Hble cCbiNkKn

OnwcaHwue:


http://new-download.drweb.com/maild

AHTUBUPYCHaA 1 aHTKCMaM-MpoBepkKa
Tpaguka, NepefaBaemMoro 4epes
no4TtoBble cepBepbl MS Exchange
2000/2003/2007/2010/2013/2016

BO3MOXHOCTb MCMOMb30BaHWSA B OPraHn3aLmsx, Tpe-
OYIOLLIMX MOBbILLIEHHOTO YPOBHSA He30MacHOCTH, —
NPOAYKT MOMHOCTBLIO OTBEYaET TPeHOBAHUAM POCCUN-
CKOIO 3aKOHOAATENbCTBA W 0DfadaeT ceptTudumKaTamm
cootsetcTBua OCTIK n OCh.

bonbLire BO3MOXHOCTM Mo YCTaHOBKE U TOHKOW Ha-
CTpOl7IKe B 3aBNCNMOCTN OT I'IOTp86HOCI'eI;I KOMMNaHWnn.

Bbicokast ckopoCTb CKaHMPOBAHWSA NPY MUHMaNbHON
Harpyske Ha OnepaLoOHHYI0 CUCTEMY, HTO MO3BONSET
Dr.Web npaeanbHo dyHKLMOHMPOBATb Ha cepBepax
NpakTU4eckm Nobor KOHMUIrypaumm.

Hanuyne noaaepPXkKn KoHUeNLUM CepBEPHbIX pone|7|
M TPaHCMOPTHbIX areHToB. T0 No3BONSIET 0beCcneYnTb
ONTUMASIbHbIV YPOBEHb 3alLNTbl OpraHn3aunmn.

BCTpoeHHbIV aHTCNaM, He TpebyoLmin obyyHeHns
(mencTByeT C MOMEeHTa YCTaHOBKM), KOTOPbIN Cylile-
CTBEHHO CHUXAET Harpy3Ky Ha cepBep W yBeNMYnMBaeT
NPOVn3BOANTENBHOCTL TPYAA COTPYLHNKOB KOMMAHMM.

BO3MOXHOCTb hMNLTPALIMM MO HYEPHBIM 1 BefbiM
CMMCKaM, YTO MO3BONAET KaK NCKITIOYaTb M3 MPOBEPKM
onpeneneHHble agpeca, Tak 1 yBenn4mBaTh ee spdek-
TUBHOCTb.

HoBasi BO3MOXHOCTb A1 TMOKOro KOHMUIrypupoBaHus
NapaMeTpoB 3alLMTbl MPUNOXEHMS Yepe3 Opay3ep

B yALOOHOM [ MOMb30BaTeNs pexuvme npy NOMOLLM
Beb-KOHCOMM agMUHUCTPATOPA.

BO3MOXHOCTb hunbTpaLmm No TMnam gannos, YTo no-
3BOSIIET KOMMaHUM YMeHbLUUTL 00beM Tpaduka.

Hanunyne mexaHv3Ma rpynnmpoBaHus, 4To NO3BOJIAET
3a[laBaTb Pa3ivyHble MapameTpbl 418 PasHbIX rpymnn
COTPYOHWKOB, a ClIe[OBATENbHO — CYLLIECTBEHHO CO-
KpaLLlaeT BBELIEHNE CUCTEMbI AHTUBMUPYCHOW 3aLLUThI
B CTPOW M YMPOLLAET CONMPOBOXAEHNE MPOAYKTA.

Bbicokas npovn3BOANTENBHOCTb 1 CTabMNbHOCTL pabo-
Tbl Gnarofiapst GyHKLN MHOFOMOTOYHOM NPOBEPKM.

YHMKanbHble TEXHONOTMN 0OHaAPY>KEHUS HEN3BECTHBIX
(HoBenWMX) yNakoBLLMKOB U BPpeOOHOCHbIX 0OBEKTOB.

MOMHOCTLIO aBTOMATU3NPOBAHHbIN 3aMyCK MPUOXE-
HWs (Npu CTapTe CUCTEMBI).

YnobHas cucteMa 0OHOBAIEHNI NMPY MOMOLLM LLITAaTHO-
ro nnaHupoBLiyka Windows.

V]C'-IepI'IbIBaPOLLI,aﬂ OOKYyMeHTalmMAa Ha PyCCKOM A3blKe.

KnioueBble pyHKLUMN

AHTUBUPYCHAs 1 aHTUCNaM-MPOBEPKa MOYTOBbIX
COODBLLEHNI, B TOM HYMCIIE BNIOXKEHHbIX (halsos,
«Ha neTy».

AHTUBUPYCHBI MOHUTOPUHT COOBLLIEHWI B MOYTOBbIX
ALLMKAX NONb30BaTeNen, a Takxxe hannos
B narnkax obLero foctyna.

AHTUBMPYCHas NPoBepKa TPaH3NUTHOrO NOYTOBOrO
noToka, Npoxofsiiero 4Yepes cepeep MS Exchange.

JleyeHne MHPULUMPOBaHHBIX (arNoB.

[pynnvpoBaHe nofb3oBaTenen Npm NOMOLLM
ActiveDirectory.

CKaHWpPOBaHWe C NPUMEHEeHNeM 3aaHHbIX Napame-
TPOB: BbIOOP MaKCMMaSIbHOMO pa3Mepa 1 TUMOB Mpo-
BepseMblx 0OBbEKTOB, AENCTBMN (B TOM Yncie

1 ons hannos, He NOAAALLXCS NPOBEPKE),

a TaKxxe cnocoboB 06paboTkN MHDULIMPOBAHHbIX 06b-
€KTOB.

[leTekTpoBaHme BpefloHOCHbIX OOBEKTOB B MHOMO-
KpaTHO 3aapX1MBMPOBaHHbIX dannax.

ﬂpV]MeHeHl/le Pa3fIN4HbIX OEeVNCTBUN B 3aBUCMOCTU
OT BAa CfaMa, BKItoHad nepemMelleHre B KapaHTUH
1 nobaBneHne npquMKca K TeMe nncbmMa.

B cny4ae HeO6XO,ELI/IMOCTI/I - JZLO6aBJ'IEHI/Ie Nnpon3BOJib-
HbIX TEKCTOB K OTCblJTa€MbIM MMCbMaM.

M30n8ums MHPULMPOBAHHBIX U MOAO3PUTENbHbIX
annos B KapaHTUHe.

BbIbop npoTtokona pacceinku ysegomnenut — MAPI
(BHYTPW opraHmn3aumm Exchange), SMTP unu HTTP
(KaK BHYTpU opraHm3aumm, Tak 1 B ee DMZ-30He).

M3MeHeHWe NapameTpoB y4eTHOM 3aMnCK CcepBmca
nporpamMmbl 1 adMUHNCTPMPOBAHNE MPUNOXKEHNS
13-1of, Nonb30BaTeNbckon (HeaaMUHUCTPATUBHOM )
y4€eTHOW 3anmcu.

YBefoMIeHVe aIMVHUCTPATOPa WUIW APYTUX NOMb30-
BaTesen O BUPYCHbIX MHLMOEHTAX.

BepeHue ctaTucTnKM paboTbl KOMMEKca.
ABTOMaTNYeCKMe 0OHOBNEHNMS.
Mopaep>xKa KnacrepHbix KOHMUrypaLumm.

ABTOMATNYECKMIN KOHTPOIb PaboThl Npunoxe-
HWA U 3aLMTa OT cOoeB.

CucremMHble TpeOGoBaHNA

Mpoueccop
[Ins Microsoft Exchange Server 2000/2003: Intel
Pentium 133 MIL (pekomeHayeTcs 733 MIL,).

Ins Microsoft Exchange Server 2007/2010/2013/2016:
Intel c apxuTekTypot X64 1 NoAaepKKon TexHonornn Intel
64; AMD c nogaep>xkor nnatopmbl AMD64.

AHTUBMPYCHAsA NPOBEPKA BIIOXEHWNI BCEX MOYTOBbIX
coolLeHun, nepeaaBaemMblx

no npotokonam SMTP/POP3

OnepaTl/lBHaﬂ namsTb
MpekpacHasi COBMeCTUMOCTb C MOHTOBbLIMU CepBepa-

[Lina Microsoft Exchange Server 2000/2003: 512 Mb MK Kerio, noaTeepxaeHHas TecTmpoBaHuamm Kerio
1 donblue. Technologies.
Ins Microsoft Exchange Server 2007 /2010: 2 Tb 1 6onbLue. Bo3MOXHOCTb paboThl B peXyMe LieHTPan3oBaHHOM

3amThl Npy nomolum LieHTpa ynpasnerus Dr.\Web

[na Microsoft Exchange Server 2013/2016: Enterprise Security Suite.

4 TB v bonbLue. . . -
Dr.Web — eAVHCTBEHHbIN Ha CEFrOAHALWHNIA IeHb POCCHN-

CBOﬁOJJ,Hoe NPOCTPAaHCTBO Ha AncCkKe CKWW aHTUBMPYCHbBIV MNArviH A5 NOYTOBbLIX CEPBEPOB
Kerio, 4To 0cODEHHO BaXXHO Npw NoCTaBke NPoaykTa
[ina Microsoft Exchange Server 2000/2003 /2007 /2010: rOCyAapPCTBEHHbBIM NPEANPUATUAM.
512 MB.

JlokanusoBaHHas Noaaep kka nofb3osatenen,
Ina Microsoft Exchange Server 2013/2016: 1 TB. B Poccum — Ha pycckom fi3bIke.

MWHMManbHoe Bpems JOCTaBKM COOOLLIEHWI U NOBbI-
LUeHHas HaZleXXHOCTb NPOAYKTa 3a CHET MCNONb30BaHNA

NoanepxnBaembie OC TEXHONOTMN MHOTOMOTOYHOW NMPOBEPKM.
[ina Microsoft Exchange Server 2000,/2003: Microsoft® Ejaéﬂ#OMKiﬁsti\A?;T': TPeBOBAHIA U OTCYTCTBIE Harpys3-
Windows® 2000 SP4, Microsoft® Windows Server® Y :
2003 SP1 vnu BbiLLe. MMbKas KNMEHTOOPUEHTMPOBaHHAs CUCTEMA HaCTPOVIKM:
) , BbIOOP 0OBEKTOB NMPOBEPKM M AENCTBUN
Ansa Microsoft Exchange Server 2007/2010: Microsoft® C OBHAPYKEHHbIMM BIPYCaMU MW MOA03PUTENbHBIMY
Windows Server® 2003 R2 SP2 x64/2008 x64 /2008 R2. anamu.
Insa Microsoft Exchange Server 2013/2016: Microsoft® BO3MOXHOCTb BbIGOpa AENCTBAN Ans (alsios,
Windows Server® 2012/2008 R2. He NoAdatoLLMXCS MPOBEPKE.

YD,O6HO€‘ ynpasJieHNe N3 KOHCONM aAMUHUCTPNPOBAHNA
no4ToBOro cepaepa Kerio.
Mone3Hble cCbiNKn

OnucaHue: KnioueBbie pyHKLMN

MNpoBepka arnoBbIX BIOXEHUI BCEX BXOAALLMX
N NCXOOALMX DNEKTPOHHbBIX COOBLLEHNN.

NoanepxuBaemsbie OC

Bepcus ans Windows

MecTo Ha XecTkoM Aucke: He MeHee 350 Mb
OnepaumoHHas cuctema: Microsoft Windows 2000
SP4 + Rollup 1/XP/Vista/7, Microsoft Windows Server
2003/2008/2012 (32- 1 64-6uTHble Bepcun)
MouToBbIN cepBep: Kerio MailServer 6.2 nnu Bbile,
Kerio Connect 7.0.0 unwu BbiLLe.

Bepcusa gns Linux

MecTo Ha XeCcTKoM gucke: He meHee 290 Mb
OnepauumoHHas cuctema: Red Hat 9.0; Red Hat Enterprise
Linux 4/5; Fedora Core 7 / 8; SUSE Linux 10.0, 10.1, 10.2,
10.3,11.01 11.1; CentOS Linux 5.2 1 5.3; Debian 5.0;
Ubuntu 8.04 LTS.

MouToBbIN cepBep: Kerio MailServer 6.2 nnu Bbiwwe, Kerio
Connect 7.0.0 vnu BblLLe.

Bepcua ans macOS

MecCTo Ha XecTkoM gucke: He MeHee 55 Mb
OnepaumoHHas cuctema: macOS 10.7 v Bbiwe.
MouTtoBbin cepsep: Kerio MailServer 6.2 vnu Bbilue,
Kerio Connect 7.0.0 nnu BbliLe.

MonesHble CCbINKn

OnwncaHwve:


http://products.drweb.ru/mailserver/exchange

Buabl nuueH3un BapuaHTbl NNLEH3UN

D r. \Ne b G ateWa y = [loymncny 3aWwmiiaemMbix nonb3osatener (oHo Heorpa-

HI/I‘-IeHHO). Dr.Web gns uHtepHet- | Dr.Web gns NHTepHeT- Dr.Web ansa Microsoft Dr.Web ana Dr:Web ana Qbik
. . wno3oB UNIX wnio3oB Kerio ISA Server u Forefront MIMEsweeper WinGate
S eC u r | 't S u |'te = [locepBepHas NULEH3Ns — ANS NPOBEPKM HeorpaHu- T™MG
y 4yeHHoro obbeMa Tpachrka Ha OAHOM CepBepe, C HIC-
JIOM 3aLLMLLLAEMbIX nonb3oBaTenem He bonee 3 000. ba3soBas nuueH3ns AHTUBUMPYC AHTUBMPYC AHTUBMPYC AHTUBMPYC AHTUBMpPYC

MporpammMHble NpoaykTbl Dr.\Web ans 3aWmTsl W0308
3a LNTa LLTKO30B MOXHO NPUOBPECTV OTAENBHO UMK B COCTaBe rpymnbl AMEUT ATFETI:H 12 (R Rt

Dr.Web Enterprise Security Suite. B nocnegHem cnyyae

[OMONHUTENBHO NULEeH3MpYtoTcs LieHTp ynpasnexms Dr.Web PARTEEL - - + * +
. Enterprise Security Suite (kpome Dr.Web ons MIMEsweeper
Dr. Web ANA NHTEPHET-LLIO308 1 Dr.Web onsa Qbik WinGate) n AHTicnam (kpome Dr. Web LleHTp ynpasnexnsa < < - - -
U N |X N8 nHTepHeT- w0308 UNIX 1 Kerio).
Tak>xe npoaykTbl Dr.Web ans 3almTbl LWO30B LOCTYMHbI B COCTaBe SKOHOMUYHbIX KomnnekTtos Dr.Web ans manoro v cpeni-
Dr.Web ons HTepHeT-WMo308 Hero busreca.
Kerio NoanepmumBaembie OC
Drvveb ,D.ﬂﬂ M|CrOSOft |SA Server MpopaykT Dr.Web ‘ Windows Linux FreeBSD Solaris
n Forefront TMG
Dr.Web fonsi uHTepHeT- c Bepcvient appa 2.4.x 1 BEPCUM 6.X 1 Bbille Bepcum 10
wimo3sos UNIX BbliLLIE

Dr.Web ans MIMEswepper
Dr.Web onsa Qbik WinGate

Dr.Web ans nHtepHert- 2000/XP/2003/2008/7
wnio3o. Kerio

Dr.Web gna Microsoft ISA Mpu ncnonb3oBaHUn
Server un Forefront TMG Microsoft ISA Server:
Microsoft® windows

Server™ 2003 x86 ¢
Service Pack 1 (SP1);
Microsoft® Windows
Server® 2003 R2 x86

Mpwu ncnonb3oBaHun
Microsoft Forefront TMG:

Microsoft® Windows
server® 2008 sP2

Microsoft® Windows
Server® 2008 R2

Dr.Web gns MIMEsweeper 2000 Server SP4 nnn Bbiwe /
Server 2003 nnu Bbile

Dr.Web ona Qbik WinGate Vista/Server 2008 /Server
2003 /XP/2000 (32-
N 64-BUTHbIE CUCTEMbI)
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Dr.Web gns nutepHet-

wno3o8 UNIX

AHTUBUpPYCHaa nposepka HTTP- 1 FTP-
TpagurkKa, NPOXOALLEro Yepes Kkopnopa-
TUBHbBIN MHTEPHET-LUI03 — NPOKCKU-CEePBEP, a
Tak>xxe Tpaduka nokanbHoro Beb-cepsepa

NMpenmywecrea

SpdeKTUBHaA PUNETPaLMA Kak Tpaduka Ha ypOB-
He ICAP-cepBepa, Tak 1 TpaduKa NokasibHbIX Beb-
CepBepoB - NpaKTNYecky Oe3 3aMeaieHs CKOPOCTY
[OCTaBKM KOHTEHTa.

Bbicokas MacLITabnpyeMocTb.

3HaumTENbHOE CHUXXEHVE 3aTPaT Ha MCMONb30BaHMe
ceTu VIHTepHer.

OTNNYHas COBMECTMMOCTb — MHTerpaums ¢ nobbim
nporpaMmHbIM obecneyeHreM, NOALEPKNBAIOLLMM
ICAP-npoTOKOJSI, CO BCEMU U3BECTHBIMU MEXCETEBLIMY
3KpaHaMu.

HeTpeboBaTenbHOCTb K CUCTEMHbBIM Pecypcam.

MMBKOCTb 1 yO0OCTBO afMUHUCTPUPOBAHUS.

KnioueBbie pyHKLUMN
L] AHTMBUpPYCHas npoeepka FTP- n HTTP-Tpadwuka.

[ LleHTpannsoBaHHoe ynpasneHe Yepes Beb-
afMuHucTpaTtop LleHTpa ynpasnenus Dr.Web Enterprise
Security Suite.

QunbTpaums LOCTyna C NpUMeHeHneM rmbkmx Gunb-
poB, B TOM 4uncne no MIME-Tnny, nmeHam pecypcos,
rpynnam nofib3oBaTtenen.

= PerynupoBaHwue focTyna K Beb-pecypcam.

= OnTnMM3aLma NPoBePKM TpadyiKa 3a CHET UCMOob30Ba-
HUSA TexHonormm Preview. ]

[ PaboTa kak ¢ mpoTokonom IPv4, Tak 1 C MPOTOKOMOM
cnepytollero nokoneHus IPv6.

] M3onsuma 3apa>XeHHbIX 00beKkTOB B KapaHTnHe.
u I'Ipe,u,OCTaBneHme OTHETHOCTN B y,D,O6HOM Bunae.

] O6pa60TKa HECKOJIbKMNX 3aMpOCOB B X04e O4HOro n
coeHeHWd.

n 3allMTa OT HeCaHKLMOHNPOBAHHOTO AOCTYNa.

u MOHVITOpVIHF M aBTOMaTm4yeCKoe BOCCTaHOBJIeHNE -
pa6OTbI cncreMbl.

= OnoseLleHWe Nonb30BaTens O MorbITKax 3arpy3ku Bpe-
LLOHOCHOW CTPaHWLLbl U 00 0BHapykeHWN BMpyCa.

= VHTerpaums c cuctTeMamMy MOHUTOPWHTA MO NMPOTOKOMY
SNMP.

NMopnepxmBaembie OC

= Linux, nmetoLme Bepcuio aapa 2.6.37 v Bbllle,
a Takke Bepcuio glibc 2.13 v BbiLe.

[ FreeBSD Bepcuun 9.3 v Bbiwe (ans nnatdopmsl Intel x86
namd64).

[ Solaris Bepcum 10 (ans nnatdopmsl Intel x86 1 amd64)

= Jliobble NpoKcK-cepBepbl, NOMHOLEHHO NOAAEPXMBalO-
wwe npotokon ICAP, B YactHocTK Squid He Huxe 3.0.

[ OnepaumoHHasa cMcteMa OOMKHa NOAAEPXMBATb
MexaHU3M ayTeHTUdUKaumm PAM.

lNMonesHble ccbinikn
Onucanue: http://products.drweb.com /gateway /unix

Dr.Web gns nutepHet-

wnto3o0B Kerio

AHTUBMPYCHas NpoBepKa Tpaduka, nepe-
naBaemoro no nportokosiam HTTP, FTP, SMTP
1 POP3, a Takxxe nocpencTsom Beb-cepBuca
Kerio Clientless SSL VPN

Mpemywecrea

HazexHas 3awmTa goctyna B VIHTepHET Kak ans
YaCTHbIX NOSMb30BaTeNen, Tak U Ons KoMNnaHum moboro
pa3mepa 1 poda LesTebHOCTU.

BO3MOXHOCTb paboThbl B pexrMe LieHTpan3oBaHHOM
3aLUMTbl Npy nomMoLLm LieHTpa ynpasnerus Dr.Web
Enterprise Security Suite.

Yno0CTBO afMUHUCTPUPOBAHMS — BO3MOXHOCTb MOy -
4aTb COODBLLEHNS 000 BCEX BUPYCHBIX MHLIMOEHTaX
KaK 4epes NoyToBble yBeAOMIIEHUS, Tak 1 Yepe3 CMC.

MuHUManbHOe BpeMA 4OCTaBKN CcoobLLEeHNI 3a cyeT
MHOIOMOTOYHOM npoBepPKN.

KnioueBbie pyHKLMN

[leTeKkTpOBaHMe BPeLOHOCHbIX 0OBEKTOB, Nepe-
nasaeMbix no nportokonam HTTP, FTP, SMTP 1 POP3,
a Takxke nocpencrsom Beb-cepsuca Kerio Clientless
SSL VPN.

[leTekTpoBaHMe MHDULMPOBAHHbBIX BIIOXEHWU
B 3JTEKTPOHHBIX MMCbMaXx A0 X 06paboTku No4To-
BbIM CEPBEPOM.

DopMMpoBaHME CNMCKa NPOBEPSEMbIX MPOTOKOSIOB
obMeHa JaHHbIMN.

MpocmoTp nHbopMaumm o paboTe NPorpammb
yepes Beb-KOHCOSb.

CKaHMpOBaHMe C BO3MOXXHOCTbIO HACTPOMKM Mapa-
MEeTPOB: BbIOOP MakcMManbHOro pa3mMepa, TUMoB
npoBepsieMbIx 00beKToB, CNocoboB 06paboTkM
NHPULMPOBAHHBIX (DanoB.

MpUMeHeHne OencTBU K 0GHapyKeHHbIM yrpo3am
cornacHo Hactponkawm Kerio.

BknioyeHme /OTKITIoYEHNE [ETEKTUPOBAHMSA BPelo-
HOCHbIX Mporpamm (Mo nx TMnam).

Perncrpaums owmnboK 1 MPONCXOAALLMX COOLITUN
B XKypHane perucrpaumm cobbimuin (Event Log)
1 TEKCTOBOM XXypHare.

Paccbinka noYToBbIX yBED,OMJ'IEHI/IPI O Pas3nmM4HbIX
CobbITUAX Bbl6paHHbIM NMoJsib30BaTeNAM.

ABTOMaTNYeCcKMe 0OHOBNEHWNS BUPYCHbIX 0a3.

CucremHble TpebGoBaHuA

Bepcums ana Windows

He meHee 350 MbB cBo6OAHOMO AMCKOBOMO
npocCTpaHCTBa

OnepaLpoHHas cuctema Microsoft Windows 2000
SP4 + Rollup 1/XP/Vista/7, Microsoft Windows Server
2003/2008 (32- 1 64-6UTHbIe BEpCK)

MexxceTeBOM 3KpaH:

Kerio WinRoute Firewall 6.2 nnu Bbiwwe;

Kerio Control 7.0.0 nnu Bbliwe

Bepcus ans Kerio Control VMware Virtual Appliance

1 Kerio Control Software Appliance

He meHee 290 MbB cBoOOOHOMO AMCKOBOTO
NpOCTpaHCTBa

OnepaupoHHas cnctema Kerio Control VMware Virtual
Appliance nnn Kerio Control Software Appliance
Me>kceTeBOM 3KpaH:

Kerio Control 8.x nnu BblLle

MNone3sHble ccbinku
OnucaHwe: http: //products.drweb.com /gateway /kerio
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Dr.Web pna Microsoft ISA
Server u Forefront TMG

NMpenmywecrea
[ ] bonbLire BO3MOXHOCTM Mo yCTaHOBKE U TOHKOM Ha-
CTpoViKe.

[ Bo3MoXXHOCTb paboThl Ha cepBepax Nobomr KoHbUry-
paLmm — B TOM YMCTie C MasbiM KOMNYeCTBOM Onepa-
TVBHOW NaMaATH.

= 3alimTa peasnbHbIX M BUPTyasibHbIX CEPBEPOB.

= Bbicokas ckopocTb NpoBepKM Tpaduka Npu MUHN-
MasbHOW Harpy3ke Ha OnepaLMoHHYIO CUCTEMY 3a CHET
MCMOMb30BaHWs TEXHOMNOTMIA MHOTOMOTOYHOW NPOBep-
KW Y AMHAMUYECKOro aHanm3a Heobxo4MMbIX pecyp-
COB.

m BcTpoeHHbI aHTCNaM, He TpebyoLmin 0byyeHns
(mencrByeT C MOMeHTa YCTaHOBKM), 0becneynBaloLLAn
CHU>XEHME Harpy3KWn Ha CepBep 1 yBeIMYeHMe Npons-
BOLUTESTIbHOCTM TPYAA COTPYLHNKOB.

| MckntodeHne NPOHNKHOBEHWI BMPYCOB C 3aBe4OMO
BPELOHOCHBIX PECYPCOB U YMEHbLUEHWe 06beMa
Tpacmka brnarogaps PyHKLMM BIIOKMPOBKM LOCTyMa
K pasnuyHbiM NHTEPHET-PeCypcam N BO3MOXHOCTA
unsTpaummn No TMnam annos.

[ ] YHUKanbHble TEXHONOMMN o6Ha|oy>KeH|/|9| Hen3BeCTHbIX
(HoBenwmx) YNaKoBLUMKOB 1 BPeEOOHOCHbIX 0ObeKTOB.

= YnobHas cncrema ODHOBEHUN.

] MC‘-IepI'IbIBa}OLLI,aﬂ OOKYyMeHTalMAa Ha PyCCKOM A3bIKe.

KnioueBble pyHKLMN

LleHTpann3oBaHHOe ynpaBieHe NPOAYKTOM BO3MOXHO

¢ noboro KoMnbloTepa. YnpasneHne Npom3BOANTCS Yepes
Opay3ep no 3awuieHHomy npotokony HTTPS 1 He Tpebyet
yCTaHOBKM fononHuTensHoro MMO.

AHTUBUNpYC

®  AHTUBMPYCHas NPOBEpPKa BCEro NPOXoasLLero Tpacu-
Ka, B TOM YWCNe BIOXEHHbIX (DaNoB, Mo NPOTOKOAY
HTTP (Bkntodas FTP nosepx HTTP)

[ Hosoe! Mopaep>kka kNactepHbIx peLieHnn. Dr.\Web
ons Microsoft ISA Server n Forefront TMG no3sonset
00BbEANHUTL CEPBEPbI, Ha KOTOPbIX YCTaHOBIIEHBI MEXX-
ceTeBble 3kpaHbl Microsoft, B eqmHbin knacrep (aepe-
BO M1aBHbIX U NMOAYMHEHHbBIX CEPBEPOB) M YNPaBnsTh
BCEWN CUCTEMOW 3aLLMThI C OLHOTO CepBepa

[ Hosoe! KoHTponb 3a paboTon npunoxeHus. B ciydae
BO3HWKHOBEHWS OLLNOOK B paboTe NpunoxeHns cep-
B1C Dr.Web SSM 3anyckaeT ero 3aHOBO, MO0 Npom3-
BOOMT nepe3arpysky

s CkaHVpoBaHVe C NpUMeHEeHVeM 3afaHHbIX Napa-
MEeTPOB: BbIOOP MaKCMManbHOro pa3mMepa 1 TUMoB
npoBepseMbIx 0OBEKTOB, AENCTBUI (B TOM YnCTe
1 ons annos, He NOLAAAIOLWMXCSA NPOBEPKE), a TakxKe
cnocoboB 06paboTKN MHDULMPOBAHHBIX 06EKTOB

= [leTekTMpoBaHMe BPeLOHOCHbLIX OObEKTOB B MHOMO-
KpaTHO 3aapXMBUPOBaHHbIX harnax

L] JleveHne MHPULMPOBAHHbIX (harnoB

] BJ'IOKl/IpOBaHI/Ie A0CTyMNa K I/IHCDI/ILI,I/IpOBaHHbIM OAHHbIM
anda Bcex nonb30BaTenem NoKaabHbIX CETEN

= OrpaHuyeHune LOCTyNa Nonb3oBaTenen K MHTepHeT-pe-
cypcam ¢ nomoLbio OPUCHOTO KOHTPOSS

u ﬂpMMeHeHllle Pa3nn4HbIX OeVCTBUN B 3aBUCMOCTM OT
BWOa CnaMa

= V30n4umio MHPUUMPOBAHHBIX 1 MOAO3PUTENbHBIX
annoB B kKapaHTUHe

= YBeLoMIeHVe afMUHUCTPATOPa O BUPYCHbBIX MHLMN-
JeHTax

=  COop cratncTmkm paboTbl KoMMekca

BHmaHume!

AHTnBMPYC Dr.Web ans Microsoft ISA Server u Forefront
TMG onTMMM3MPOBaH MO CKOPOCTU 06paboTkmM HTTP-

MakKeTOB 1 CCbISIOK MO CpaBHEHUIO C Bepcme|7| C aHTNUCNaMoM.

AHTUBUMPYC + AHTUCNaM
HononH1TeNbHO K MYHKUMAM aHTUBKMPYCa:

[ AHTUCNaM-PUbTPaLMa NOYTOBOro Tpadwmka no NpoTo-
konam SMTP 1 POP3.

= Co3gaHvie rpynn nosnb3oBateniei 1 NPpUCBOEHME UM
npodunen aHTUBNPYCHOM 3aLLUTbI.

u [obaeneHue conpoBOAMTENTbHONO TEKCTA K MO4YTOBbIM
COO6LL|,€HI/IFIM, KOTOpPble COAep>KaJln Yyrpo3bl Oe3onac-
HOCTW.

CucremMHble TpeGoBaHUA

Mpw ncnonbsosaHuu Microsoft ISA Server:

Mpoueccop Pentium Il 733 MIL 1 BbiLwe.

O3Y: 1 b v bonblue.

CBobogHOe anckoBoe npocTpaHcTeo: 700 Mb ans ycra-
HOBKM. [1oNONHNTENbHbIN HeOOX0AMMbIV pa3mep cBoboa -
HOTO [AMCKOBOIO MPOCTPaHCTBa TpebyeTcs AN BpeMeHHOro
XpaHeHUs JaHHbIX Ha 3Tane aHTUBUPYCHOW NPOBEPKM.

OC: Microsoft® Windows Server® 2003 x86 ¢ Service Pack 1
(SP1), Microsoft® Windows Server® 2003 R2 x86.
Mpokcn-cepsep: Microsoft® ISA Server 2004, Microsoft®
ISA Server 2006.

Mpwu ncnonb3zoaHum Microsoft Forefront TMG:
Mpoueccop Pentium [l 1.86 ITL v BbiWwe.

O3Y: 2 I'b n bonblue.

CeobopgHoe anckoBoe npocTpaHcTeo: 700 Mb ang ycra-
HOBKM. [1ONONHNTENbHbIN HEOOXOAMMBIV pa3mMep cBoOOA-
HOro AMCKOBOIO NPOCTPAHCTBA TPebyeTCs AN BPEMEHHOMO
XPaHeHWs [aHHbIX Ha 3Ta- Nne aHTUBMPYCHOW NPOBEPKM.
OC: Microsoft® Windows Server® 2008 SP2, Microsoft®
Windows Server® 2008 R2.

Mpokcu-cepeep: Microsoft® Forefront® TMG 2010.

MonesHble CCbIIKN
Onucanwe: http://products.drweb.com /gateway/isa

Dr.Web ona Qbik WinGate

AHTVBYMPYCHasA 1 aHTUCMaM-NPOBepPKa
Tpaduika, nepefaBaeMoro rno nNpoToKonam
HTTP/POP3 /FTP npokcn-cepsepa 1 SMTP-
cepsepa Qbik WinGate

Mpenmywecrea

u Dr.Web ona Qbik WinGate — eqUHCTBEHHbIN Ha
CEerofHAWHNIN AeHb NMOHOCTbIO PYCUhULMPOBAHHbI
nnarvH ona Qbik WinGate.

[ Tonbko Dr.Web gna Qbik WinGate nmeeT kak goky-
MEHTaLMIO, Tak U TEXHUYECKYIO MOAAEPXKKY Henocpes -
CTBEHHO OT NMPOU3BOAUTENS.

] B oTnmyme oT KOHKYPUPYIOLLMX @HanoroB, MPOayKT
KoMnaHnn «okTtop Be6» MMeeT BO3MOXHOCTb aHTU-
cnam-unerpaumm. SPDEKTUBHBIN 1 KOMMAKTHBIN
MOLylb aHTUCNamMa He TpebyeT obyyeHus, No3BonseT
3a[1aBaTb Pa3nNMyHble AEUCTBMS AN KaXKO0M U3 Tpex
NpenycMOTPEHHbIX NPOrpaMMON KaTeropum cnama,

a TakKe co3[aBaTb YePHbIN 1 Befbli CNNCKN SNEKTPOH-
HbIX apeCcoB.

= Hanuuue He MMeloLLE aHANIOrOB AOMNONHUTENBHOM
TEXHONOMMM 0BHaPYXXEHWS HEM3BECTHBIX BPEAOHOCHbIX
obbekToB (Origins Tracing™!), B TOM Y1Cne B apxumBax C
Her3BeCTHbIM (POPMATOM.

KnioueBble pyHKLMUN

[ AHTUBMPYCHAs M aHTMCNaM-NpPoBepKa NOYTOBbIX CO-
obLeHN, NnepenaBaemMblx No npoTokonam SMTP r
POP3, BKMtoYas MpoBEPKY BNOXEHHbIX hanoB.

= AHTVBMpPYCHas NpoBepka Mannos 1 AaHHbIX, Nepena-
BaeMbIx Mo npotokonam HTTP n FTP.

u JleyeHne MHOUUMPOBaHHbLIX Panos, NepefaBaeMbix
no npotokony HTTP.

= XypHan perucrpaumm cobbITUi.

] CobcTBeHHas NaHenb ynpasneHna n MeHeg>xep KapaH-
TWHa.

] ABTOMaTUYeCKMe OOHOBNIEHWS BNPYCHbIX 0as.

CucremMmHble TpEGOBaHVIﬂ
[ ] MecTo Ha xecTkom amcke: He meHee 50 MB.

] OnepaumoHHas cncteMa: Microsoft Windows
2000/XP/Vista/2012, Microsoft Windows Server
2000,/2003/2008 (32- 11 64-6UTHble CUCTEMbI).

] Mpokcn-cepsep: Qbik WinGate 6.

lNMone3Hble CCbIKU
OnucaHue: http://products.drweb.com /gateway /qbik

Dr.Web gna MIMEsweeper

AHTVBMPYCHAsA 1 aHTUCMAM-3aLLMTa NOYTO-
BOro Tpaduika, MPOXOASLLErO Yepes cepBepbl
KOHTeHTHOW dunbTpaumm ClearSwift
MIMEsweeper

Mpemywecrea
] MpocToTa ycTaHOBKWU U HAaCTPOMKMN.

BctpoeHHble B Dr.Web ans MIMEsweeper cpeactsa
KOHUrypaLmm — Mmactepa Co3naHns CLieHapueB —
MO3BONAOT aBTOMATM3MPOBAHHO CO3MaBaTh Hanbonee
COBpeMeHHble CLieHapWm NPOBepPKIM COOBLLEHN

(tvin 1 no knacandmkaumm ClearSwift).

n CosmectmocTb ¢ DEP.

Dr.Web ana MIMEsweeper nogaep>XX1BaeT TEXHOMOTMIO
npenoTBpalleHns BbinonHeHNs daHHbIX (Data Execution
Prevention, DEP), koTopast no3BonsieT 4OMNONHUTENbHO
NpoBepATb NaMATh 1 NPefoTBPaLLaTh 3anyck Bpe4oHOC-
Horo kofa. bnarogaps 3ToMy NONb30BaTENAM HE HY>XHO
MEHATb pexxM paboTsl DEP — BpeoHOCHbIE Nporpam-
Mbl HE CMOTYT BOCMOJb30BaTbCS MEXaHN3MOM 00paboT-
KU ncknoyeHnn Windows.

L] MMOKMe HaCTPOMKMU.

Mpy 0BHapyXeHUN MHDULIMPOBAHHOTO 0bbekTa MnarvH
MbITAETCS BbINIEYUTb €r0 UK CPa3y yaasseT, eciv onums
neyveHns He BbIOpaHa. Ecnmn Kk no4ToBOMY coobliie-
HUIO NPUKPENIEHO HECKONbKO (DanoB NN apXMBOB,
nnarvH 0b6e3BpeXkMBAET TONBKO 3apakKeHHbIE BIIOXKEHWS.
Mpn 0BHapyXeHWUM BUPYCa B TeNE NMNCbMa KOHTEHTHBbI
DUNETP NepemeLLaeT NMCbMO B KapaHTUH. «HucTble»
nmcbMa, haribl M apXMBbl NEPefAloTCs NonyvaTenio
0e3 n3mMeHeHW. BpeLoHOCHbIe MUCbMa, KOTOpbIE Ma-
rH Dr.Web He MOXeT HelTpanv3oBaTb, MOMeYaloTCs
1 MO YMOMYaHMNIO NepeMeLLaloTCs B KaPaHTUH.
KnioueBble pyHKLMUN

=  [IpoBepka MoYTOBbIX COOBLLEHWI N X BOXEHWI, BKITIO-
4as apxmBbl, 1O MX 0OPabOTKM MOYTOBLIM CEPBEPOM.

= JleyeHre MHDULMPOBAHHBIX OOBEKTOB.

= /3onaums HOULMPOBAHHbIX 1 MOLO03PUTENBHbBIX
arnoB B KapaHTUHe.

] CDI/IﬂpraLI,I/IFl MO4Tbl Ha CMNaM, B TOM Huncsie C NCnoJib3o-
BaHMEM HYepHbIX 1 OenbIx Cr1CKOB.

] BeneHwe cratnctukm pa6OTbI KOMMJiekca.

] ABTOMaTUYECKME OOHOBNEHMS.

CucremMHble TpeOGoBaHUA
n Windows 2000 Server (SP4) nnu BbiLue.

[ ] Windows Server 2003 unu BblLLe.

lNMone3Hble CCbUIKU
OnucaHue: http: //products.drweb.com/mimesweeper
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http://products.drweb.com/gateway/isa

Dr.Web Mobile
Security Suite

3alimTa MOBUbHBIX YCTPOWNCTB

Dr.Web ons Android
Dr.Web nns BlackBerry

JinueHsnpoBaHue
Dr.Web Mobile Security Suite

Dr.Web s 3aLimTbl MOOWIbHBIX YCTPOWCTB NNLIEH3MPYETCS
MO YACITY 3aLLMLLAEMBIX MODUITBHBIX YCTPOWCTB.

BapunaHTbl TULEH3UNA

Dr.Web ans Android Dr.Web gns BlackBerry

u KomnnekcHas 3aimrta + u KomMnnekcHas 3aiumrta
LleHTp ynpaBneHus

MpoaykTbl Dr.Web nns MobunbHBIX YCTPOWCTB AOCTYMHbI
Tak>Ke B COCTaBe 3KOHOMMYHbIX KoMrnekTos Dr.Web ans
Maroro v cpefiHero GusHeca.

Dr.Web ans Android

Dr.Web pns BlackBerry

KOMMOHEHTbI 3aLLMThI*

AHTVBUPYC

AHTUCNAM ™

AHTMBOP ™ *

URL-cbunstp Cloud Checker
BpaHamaysp

Aynutop 6esonacHocTv

AHTUBMPYC
Ayautop 6e3onacHocTn

LleHTpanm3oBaHHoe ynpasneHune B coctaBe Dr.Web Enterprise Security Suite

-

MopnepxvBaemble OC

MHoronoto4Has NpoBepka € pacnpegenieHneM 3agad Mexay agpamm npoLeccopa

Android OS 4.0-7.1, Android TV

KnioyeBble yHKLUMMN
+

BlackBerry 10.3.2+

poBepka darnos, nocrynatolmx Yepes GPRS/Infrared /Bluetooth /Wi-Fi/USB-coepnHeHns A I
VNn BO BpeMS CUHXPOHM3aLmn ¢ MK
[1Ba TMNa NpoBepKM: NONHas 1 BbIOOPOYHas aF +
BO3MOXHOCTb BKIIOHEHWS /BbIKIIO4EHWNA NOCTOSHHOW MPOBEPKYM KapTbl NaMATH F =
ABTOMAaTNYECKOE BOCCTAHOBNEHWE PabOTOCMOCOBHOCTH A =
CkaHMpoBaHvie Bcelt (hannoBowi CUCTEMbI UM OTAENbHbIX hanos 1 nanok no TpebosaHuio “F 4+
MpoBsepka darnos B apxvsax ZIP, SIS, CAB, RAR A 4
3anpert 3anycka Ha MOBUIbHOM YCTPOMCTBE TeX MPUNOXKEHWNIA, KOTOPbIE He BKIIOYEHDI B CIMCOK | + =
paspeLleHHbIX aAMUHUCTPATOPOM
Hacrporika npaBun paboTbl Ans KaXAoro npuaoXxeHns <+ -
OnepaTrBHbIN KOHTPOb 33 BXOAALUMM 1 MCXOAALLMM TPAathUKOM L1 KaKA0r0 NPUIOKEHUS A -
BO3MOXHOCTb OrpaHn4eHns Tpadyika Ha MCNoNb30oBaHVe MOBUABLHOIO MHTEPHETa F =
BO3MOXHOCTb YCTaHOBKM OrPaHNYEHNI AN KOHKPETHbIX MPUIOXEHWA B POYMUHTe A =
pepoTBpaLLeHe [OCTyNa K HepeKOMeHAyeMbIM pecypcam CeTU UHTEPHET aF -
3aLLuTa OT HEeCaHKLIMOHMPOBAHHOTO AOCTYNa NPY MOAKIIOHEHUM K 6eCNPOBOAHbIM CETSM A -
CkaHep ys3BUMOCTe <+ -
YepHble 1 Henble Cncki BXOAALLMX TenedoHHbIX 3B0HKOB 1 CMC-coobLueHumi ar —
MonnepxKa HeCKOMbKMX [LOBEPEHHbIX CUM-KapT + -
YoaneHune NHMOULMPOBaHHbIX Panios 4 aF
MepemelleHne NoAo3pUTENbHbIX (DaNOB B KaPaHTUH + +
BoccraHoBneHue hainos u3 KapaHTUHa F 4+
O6HOBNEHWS Yepe3 NHTepHeT: + +
| ] no npotokony HTTP c ncnonb3osaHnemM BcTpoeHHoro modynsa GPRS;
] yepes Infrared/Bluetooth /Wi-Fi/USB-coepunHeHne;
] nyTeM CUHXpoHm3aunm MK, nmeioLLero LOCTYN K CeT VIHTepHET, Yepes coeauHeHVe

ActiveSync.
[leTanbHble OT4eTbl O CKaHMPOBAHUM CUCTEMBI aF +
Pa3MeLLieHne MHDOPMaLMKM O HaNAEHHbIX Yrpo3ax Ha NaHenn 6NoKMPOBKM C BO3MOXHOCTbIO “F =
nepexoAa K Cnmcky yrpo3
OnoBetleHve 06 0OHaPYXXeHUN LENCTBUN, XapaKTePHbIX AN BPELOHOCHbIX MPOrpaMm A =
YaaneHHoe ynpasieHvie MOOUIbHBIM YCTPOMCTBOM B Clly4ae ero yTepu Uan Kpaxu — aF =
C MOMOLLbIO «AHTUBOPA»
Mony4eHne GPS-KoopaMHAT MOBUIBHOTO YCTPOCTBA B SMS-coobLieHnm + —
CloudChecker — npoBepka 13 «obnaka» CCbIfoK, OTKPbIBaEMbIX B Gpay3epe. A =
Pa3bnoknpoBka OT TPOSHLIEB-BbIMOraTeNneln — HET aHaNoroB Y KOHKYPEHTOB “F =

lNMones3Hble cCbiNKn
Onucanue: http://products.drweb.com /mobile

* [Ins ycTponcts nog, ynpasneHnem Android TV foCTymnHbI TONbKo AHTUBMPYC, BpaHaMaysp 1 Ayautop 6e3onacHocTy.

o lcnonb3oBaHwme 3TNX KOMMOHEHTOB Ha YCTPOCTBax 6e3 SIM-KapT HEBO3MOXHO.
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KOMMJIeKTbl
Dr.\Web

B coctaB KOMMJIEKTOB
BKJIO4EHbI MpoayKTel Dr.Web ans
3alMTbl BCEX TUMOB 0OBHEKTOB

KomnnekT Dr.Web «YHuBepcanbHbIn»

[loctynHas KkoMnnekcHas 3aLimTa enterprise-knacca ans
npennpUsTUIA Masnoro U CpefHero MacliTaba

HeborblLume KOMNaHWM 3a4acTylo He UMEIOT BO3MOX-

HOCTM BbIOENUTb 3HAYNTENbHbIE CPEACTBA HA KOMMIEKCHYIO
MHMOOPMAaLMOHHYIO 3aLUmMTy. IMEHHO Ha HUX paccymTaH
komnnekT Dr.Web «YHMBepcanbHbIN» — 3KOHOMUYHOE Npef-
NOXeHue ansa opraHmsaumm c yncnom MK ot 5 go 50.

BAXHO! Ha koMNnekT He pacnpoCTpaHaioTCa HUKaKne
CKMAKN, B TOM YKCIe Ha Npoanerme. YTobbl NpoaonxXumTb
Nonb30BaTbCs KOMMEKTOM, HEOOXOAMMO Np1obpecT
HOBYIO TIMLIEH3MIO 3@ MOJHYIO CTOMMOCTb. [pefocTaBnseTcs
CKWAKa Ha NpoAJIeHMe Npu NepexoLe C KOMMekTa

Ha oTaenbHble NpoayKTsl Dr.Web.

3awmuiaemole NvueH3ns KomnnekTtauusa

06beKThI

Dr_Web DeSktOp Secu rlty SU |-te Paboune cTaHLmn KomnnekcHas 3atimra OT15 0050
Dr.Web Server Security Suite (= AHTUBHPYC !
o o 0 P
Dr_Web Ma” Secu rlty SU |-te Monb3oBatenv NoYTbl AHTVBUPYC + AHTUCNAM Kgﬁ:zz_ﬁgy T
PaBHaeTcs
Dr Web Gateway SeCU r-|~ty SUite Monb3oBatenu Wno3os | AHTUBMPYC KOMNYeCTBY CTaHLMN
. (ot 25)
: 5 5 - P
Dr.Web Mobile Security Suite MoBnetsie ycTpoiicTsa | AHtusnpyc + Autvcnam | S

MonesHble CCbINKn

Komnnekrbl Dr.Web:
http://products.drweb.com /bundles /universal

YTunutsl Dr.Web

Dr.Web CureNet!

U,EHTpaHM3OBaHHoe NneyeHune NoKasnbHbIX ceTen nioboro
MacluTtaba, B TOM Yuncie ¢ YCTaHOBJIEHHbIM aHTUBUNPYCOM
Apyroro npomssoauntens

lMoTeHUManbHbIE NONb30BaTENN

Pewaemsblie 3agayun

OcobEeHHOCTM YTUANTbI

OnucaHue npogykTa

MNoppepxnBaemble OC

YT1o Takoe «Mowm Dr.Web CureNet!»?

JInueHsnposaHune

JdemoBepcus

CucTteMHble TpeboBaHUs

Nevatume ytmnutel Dr.Web npegHasHaveHbl ans amMardo-
CTVIKM U 3KCTPEHHOTO NleYeHns B Cllydae HeobXOoOMMOCT.
OHW He 0beCneYMBaloT NMOCTOAHHOM 3aLLMTbI KOMMbIOTEPa.

Marnble, cpefiHue, KpyMHbIe 1 O4eHb KpynHble MpeanpusaTms,
NIOKanbHbIX CETAX KOTOPbIX YCTaHOBMEH aHTUBMPYC APYroro
powv3BoauTens.

YaaneHHoe LeHTpann3oBaHHoe neyeHne pabounx cranLmi
1 cepeepoB Windows.

MpoBepKa ka4ecTBa aHTUBMPYCHOW 3aLLmTbl APYroro Npoms-
BOAUTENS.

He TpebyeT AemHCTannsumMm aHTMBUpYCa APYroro Npov3Bo-
AVTens nepep NPOBEPKON N NeYeHUEM.

He TpebyeT Hanu4ns cepsepa UNW yCTaHOBKM LOMONHUTENb-
Horo MO.

MOo>eT MCnonb30BaTbCH B CETAX, MOMHOCTBIO M30MPOBAH-
HbIX OT VIHTEepHeTa.

Mactep Dr.Web CureNet! MoXHO 3anycTuTb ¢ NtoHOro BHeww -
Hero HocuTens, B ToM Ynchie ¢ USB.

ttp://curenet.drweb.com

MS Windows 2012 / 8, 8.1 (Professional /Enterprise) / 2008

P2 / 7 (Professional /Enterprise /Ultimate) / 2008 / Vista SP1
Business/Enterprise/Ultimate) / 2003 SP1 / XP Professional SP2
32- 1 64-OUTHas apxmUTeKTypa)unmn ycrpoinctso iPhone 4, iPod
ouch 4+ nop ynpasneHuem iOS 7.0+.

TO NINYHBIA KaOMHET, B KOTOPOM B TEYEHWE BCErO CPOKa LeNCTBUS
NLEH3MM XPaHUTCH MHAMBMAYaNbHaA CCbiika A8 CKa4MBaHNS
OHOBIIEHHOTO ANCTPUOYTVBA. TakxKe Yepes NM4HbI KabnHeT
O>HO CBA3aTbCst CO CIY>O0M TeXNOALEPXKM, OTMPaBUTb NOAO-
puTenbHbIV ain Ha aHanms, BOCMONb30BaTbCA APYTMMUN CEPBU-
amMu.

pok nuueH3un Ha Dr.Web CureNet! coctasnset 1, 2 unu 3 rofa,
ONNYeCTBO NPOBEPSEMbIX CTaHLMIN — OT 5.

€3 PYHKLUMM NeYeHns.

Macrep (] Tiobon MK nog ynpasnexHnem MS Windows
2012 / 8, 8.1 (Professional /Enterprise) / 2008
SP2 / 7 (Professional /Enterprise /Ultimate)
/ 2008 / Vista SP1 (Business/Enterprise/
Ultimate) / 2003 SP1 / XP Professional SP2
(32- 1 64-OUTHas apxuUTeKTypa).

(] CBobofHas onepaT1BHas NamMsTb: He MeHee

360 Mb.

] CBOOOAHOE MECTO Ha XEeCTKOM [MCKe: He MeHee
200 Mb.

] [MoaknioyeHme ko BCeM NpoBepsaeMbIM CTaHLN-

am no npotokony TCP/IP.
] [octyn B VIHTepHeT: Ans 0OHOBMEHWS BUPYCHBIX
©a3 1 komnoHeHToB Dr.Web CureNet!

[] Tiobon MK nog ynpasnexHem MS Windows
XP Professional 1 bonee no3nHnx Bepcuni,
kpome Windows® Server 2003 x64 Edition n
Windows® XP Professional SP2 x64 Edition.

] CBobofHas onepaTtvBHas NamsTb: He MeHee
360 Mb.

] CBOBHOAHOE MECTO Ha XXeCTKOM [MCKE: He MeHee
200 Mb.
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Dr.Web Curelt!

JKcTpeHHoe neyeHue MK 1 cepeepoB nop ynpasneHuem
Windows, B TOM 4ucne ¢ ycTaHOBJIEHHbIM aHTUBUPYCOM
Zpyroro npovsBoguTens

[MoTeHUManbHbIE NONb30BaTENMN

Pewaemblie 3apauun

OcobeHHOCTN YyTUANTBI

OnucaHue npogykTa

NopnepxunBaemblie OC

JlnyeHsnpoBaHue
OCOBGEHHOCTM NULEH3UPOBAHNS

HemoBepcus

CucteMHble TpeboBaHUS

Manble, cpegHue, KpyrHble 1 O4eHb KPYMHble NPeanpuaTus, Ha
KOMMblOTEPax KOTOPbIX YCTaHOBEH aHTUBMPYC L PYroro Mpon3so-
anTtens.

] DKCTPEHHOE NedeHme paboymrx CTaHUMIN 1 CepBEPOB

Windows.

[ ] MpoBepKa Ka4ecTBa aHTUBUPYCHOM 3aLLMThbl APYrOro Npoums-
BoauTenS.

] He TpebyeT ycTaHOBKM, He KOHMMKTYET HU C OLHWUM aHTU-

BMPYCOM, a 3HAYWT, Ha BPEMsi CKaHUPOBaHWS He TpebyeTcs

OTKJIlO4aTb yCI'aHOBJ'IeHHbIl;I AHTUBKMPYC 4 PpYroro npomssBogmn-

Tens.
[ lMoBbllWEeHHas camo3alLmTa U YCUAEHHbIN peXUM Ans 3d-

(heKTMBHOTO NPOTUBOLENCTBUS GrokMpoBLmKaM Windows.
[ OGHOBNEHNS OOMH UMW HECKOSBKO Pa3 B Yac.

[ ] YTUINTY MOXHO 3aMyCTUTb C I0OOro BHELLIHErO HOCUTENs,
B TOM 4mcne c USB.

http:/ /free.drweb.com/cureit

MS Windows 10/8/7 /Vista/2012 /2008 (32- 1 64-6uTHble
cncTembl), XP/2003 (32-6uTHble crcTeMbl)

Ytunuta nuueHsupyetca Ha 12, 24 n 36 mecsLes.

Yrunuta 6ecnnatHa Ans neveHus cobctBeHHoro goMaluHero MK.

OTcyTCTBYET.

] MK nog ynpasneHnem OC MS Windows 8/7/
Vista/2012/2008 (32- 1 64-6uTHble cuctemsl), XP/2003
(32-6UTHble crcTembl)

[lporpaMmMHO-
arnnapaTHble

KOMTMMeKChbl
Dr.Web Office

Shield

BbicokonpousBoanTenbHble

N OTKa30yCTONYMBbIe CEPBEPDI
L7191 KOMMNEKCHOW LeHTpasnm-
30BaHHOW 3aLLMTbI pabo4mx
CTaHUMN 1 (hanoBbIX CEPBEPOB
Windows, a Takxe No4TOBOro

N UHTEpPHET-TpadurKa

Mpenmyuwecrea

= DKOHOMMWYHasl 3allmTa KOPrOpaTUBHOM CETU PeLLeHM -
em enterprise-knacca.

m BO3MOXHOCTb UCMOMb30BaHWA PeLLIEHNS B YCIOBMAX
OTCYTCTBUSA BbICOKOKBANMMULIMPOBAHHbIX CreLmani-
cToB («MocTaBun 1 3a0bIn»).

= CHuxXeHWe noTtepb paboyero BpeMeHu, MpocToes
060pynoBaHMs 1 NepcoHana bnarofaps yMeHbLUEHNIO
KOMMYEeCTBa BUPYCHBIX MHLMAEHTOB 1 BbICOKOW YCTON-
YMBOCTU YCTPOWCTBA K BHELLIHMM aTakaM.

= CyllecTBeHHOE COKpaLLeHMe PacXOLoB Ha HTEPHET-
TpamK 1 BO3MOXHOCTb KOHTPONS Ha, AeATeNbHOCTbIO
COTPYLHWUKOB B CETU VHTEpHET.

u DKOHOMMA pa6oqero BpeMeHN CNCTeMHOIo adMNHN -
CTpaTOpa 3a CHET NPOCTOTbI yNpaBieH4.

Dr.Web Office Shield mo)Ho ncnonb3osaTb
B KayecTBe:

= CepBepa AeMUIIUTaPU30BAHHOM 30HbI — MaKCMMallbHO
M30NIMPOBaHHOIO OT BHYTPEHHEW CETU YCTPOWICTBA,
OTBEYAIOLLErO 33 aHTVBUPYCHYIO W aHTWCMaM-3aLLUmTy
npeanpusTns;

m NpPOoKCK-cepeepa (LWo3a 4oCTyna nofb3oBatenen
BHYTPEHHEN MHTPAHET-CeTU K pecypcam MHTepHeTa),
npefHasHa4YeHHoro Ans obecneyeHns 3almTbl No-
YTOBOIO U MHTEPHET-TPaMKMKa OT BUPYCOB, Pa3NUYHbIX
BPELOHOCHbLIX OObEKTOB 1 crama. Mcnonb3oBaHue
Dr.Web Office Shield B ka4ecTse Lwino3a 3Ha4UTENBHO
CHUXAET 3aTpaTbl KOMMaHU Ha 6e30MacHOCTb 4OCTYNa
Kk CeTni 1 no3BongeT CyLleCTBEHHO 3KOHOMWUTb NHTEepP-
HeT-TpauK;

= BHYTPEHHEro cepBepa NokaNbHOW ceTu, obecneymBalo-
LLero LLeHTPanm3oBaHHyIo 3aLmTy paboumx craHLmin
1 hannosbix cepsepoB Windows.

Dr.Web Office Shield MoxHO ycTaHOBUTbL B AENCTBYIOLLYIO
CeTb WM MCNONb30BaTh B Ka4eCTBe OCHOBbI 415 CO34aHWNS
HOBOW CETWN — 3TO BaxHast 0COBEHHOCTb NPOrpaMMHoO-anna-
paTHoro komMmnnekca. Hanndme cepsmcos DHCP

1 DNS no3BonuT NpoBecTu 3Ty paboTy ¢ MUHNMANbHbIMU
ycuAnamu.

B coctaB Dr.Web Office Shield BxopsaT:

= Dr.Web Desktop Security Suite — LieHTpanv3oBaHHas
3aWmTa paboymx CTaHUMM 1 hannoBbIX CEPBEPOB
Windows;

m Dr.Web ans nHtepHet-wnto3os UNIX — 3awmTa fo-
CTyna nonb30BaTeneln BHyTPEHHEN NHTPAHET-CETU K
pecypcaM NHTepHeTa;

[ Dr.Web ans noytoBbIx wnio3os UNIX — aHTUBMpPYCHas
1 aHTMCMNaM-3aLlUmMTa MOYTOBOIO TpaduKa;

[ KOPMOPATUBHbBIA MEXCETEBOW SKPaH;
= VPN-cepsep;

[ DHCP&DNS-cepsep;

= Toyka gocryna Wi-Fi.
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3almiiaemMblie 00beKTbl

[ MOYTOBBIN TPAMK

| VHTEPHET-TpadumK

PekomeHpyeMoe kon-Bo nonb3oBatenent: ot 10 go 150

3awmuiaemMbie 0ObEKTbI

= paboune craHummn Windows

= dannosble cepepbl Windows
B MOYTOBbI TPAUK

NEO B WHTepHeT-Tpaduk

PekomeHpyemoe kon-Bo nonb3osatenei: or 10 go 50
3almiaemMblie 0ObEKTbI
u paboune ctaHummn Windows
= dannosble cepepbl Windows
®  MOYTOBbIN TPADUK
B WHTepHeT-Tpaduk
PekomeHpyemoe kon-Bo nonb3osatenel: ot 50 go 250
3awmiaemMblie 06bEKTbI
= MO4TOBbIN TPAhMK

TWISTER B WHTepHeT-Tpaduk

PekomeHpyeMoe kon-Bo nonb3oBatenen: ot 50 go 250

JlnueHsunpoBaHue
| be3numuTHanA nnueH3suna.

= JIMUEH3Ms NO KONMYEeCTBY 3aLLMLLLAaeMbIX OObeKTOB:
paboumX CTaHUMA, NONb30BaTENEN NOYThI
1 WSTIO30B.

MpUMEHSIOTCA BCe AENCTBYIOLLIME Ha MOMEHT MOKYMKMN
CKMOKM, NpedycMoTpeHHble Ans npoayktos Dr.Web (kpome
cnyyas ¢ 6e3NMMUTHOM NULLEH3MER).

Dr.Web LiveDemo

CepBWC yOaneHHOro oHnamnH-TectposaHus Dr.\Web
LiveDemo no3BonseT eLle [0 NpuobpeTeHns MporpamMmHo-
annapaTHOro KOMMeKca UCnbiTaTb BbIOPaHHYIO KOHN-
rypauuio B BUPTyanbHOW NOKaNbHOW CETU Ha cepBepe
KoMMaHum «loktop Beb».

lNMonesHble ccbIKN
Onucanue: http: //solutions.drweb.com /office shield
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125124, Mocksa, 3-4 ynuua AAMckoro nons, Bn. 2, kopn.12 A
TenedoH: +7 (495) 789-45-87 (MHOrokaHanbHbI)

@akc: +7 (495) 789-45-97

BecnnatHbIn TENedOH TEXHUNYECKOV MOAAEPXKKN:
8-800-333-7932

www.drweb.ru | curenet.drweb.ru | www.av-desk.com |
free.drweb.ru

Doctor Web Deutschland GmbH
Rodenbacher Chaussee 6, D-63457 Hanau
TenedoH: +49 (6039) 939-5414

dakc: +49 (6039) 939-5415

www.drweb-av.de

TOO «[lokTop Beb — LieHTpanbHasa A3ua»

050009, Anmarsbl, yn. LLleB4eHko / yr. yn. Pagoctosua,
1656/72r, opnc 910

TenedoH: +7 (727) 323-62-30, 323-62-31,323-62-32

www.drweb.kz

Doctor Web Software Company (Tianjin), Ltd.

TAHbL3MHCKAA 30Ha SKOHOMMUYECKOTO N TEXHUYECKOro
pa3suTtus, 4 npocnexT, 4. 80, TexHonapk «TaHbOA»,
CeBEPHbIN COPT-KOPMYC

RETEFRAFELXEWNREHIOSHAREALHE112
TenedoH: +86-022-59823480

@akc: +86-022-59823480

E-mail: y.zhang@drweb.com

www.drweb.cn

00O «LleHTp TeXHMYEeCKON NoAAEPXKKU «[JoKkTop Beb»

01601, YkpauHa, . Knes, yn. MyLikuHckas, 4. 27,
5-1 3T1ax, od. 6

TenedoH/dakc: +38 (044) 238-24-35, 279-77-70

www.drweb.ua

Doctor Web France

333 b Avenue de Colmar, 67100 STRASBOURG
TenedoH: +33 (0) 3-90-40-40-20

@akc: +33 (0) 3-90-40-40-21

www.drweb.fr

Doctor Web Pacific, Inc.

NKF Kawasaki building 2F, 1-2, Higashida-cho, Kawasaki-ku,
Kawasaki-shi, Kanagawa-ken
210-0005, Japan

TenedoH: +81 (0) 44-201-7711

www.drweb.co.jp
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