CepBUCHbIe MapLupyTUu3aTopbl cepumn ESR

TexHUUyeckoe onucaHue .’_“ie LTGX

KomnneKkcHble peleHna ana nocTpoeHua ceTei

Tunosble 3aaaum, peLlaemble € NOMOLLIbIO CEPBUCHbBIX MapLLPYTU3aTOPOB:

— MapLpyTnsaumna gaHHbIX

— MHoronpoToKonbHas KommyTauusa no metkam (MPLS)

— MNocTpoeHue 3awuiLeHHoro nepumeTpa cetu (NAT, Firewall)

— MOHUTOPWHT 1 NpeaoTBpalleHune ceTesbix atak (IPS/IDS)

— MOHUTOPUHT KayecTBa obcnykusaHma (SLA)

— ®unbTpauma ceTeBbIX AAaHHbIX NO PA3/IMYHBIM KPUTEPUSM (BKItOYaAR
bUNBTPALMIO NO NPUIONKEHUAM)

— OpraHusauma 3alMLLEHHbIX CETEBbIX TYHHENel mexay dunnanamm
KOMMaHWM

— YaaneHHoe NogKAYeHNe COTPYLHUKOB K oducy

— YnpasneHue v pacnpegeneHune WnpuHbl IHTEpHeT-KaHana B opuce
nocpegctsom QoS es 1700

— OpraHusaumsa pe3epBHOro coeguHeHus (NPoBoAHOE AU
nocpeactsom 3G/LTE-moaema)

— TepMUHMPOBaHME K/IMEHTOB W OFrpaHUYeHMIA No nosoce
nponyckaHuns BRAS (IPoE)

MNpoussogutTenbHOCTbL

KntoueBbiMK anemeHTammn cepum ESR ABnatoTCcA cpeacTtsa anmnapaTHOrO YCKOpeHWa obpaboTKM AaHHbIX, NO3BoAAOWME
[O0CTUYb BbICOKMX YPOBHEN NPOMN3BOANTENBHOCTU. [TporpammHan 1 annapaTHaa obpaboTka pacnpeneneHa Mmexay y3namu
YCTpONCTBa.

®PYHKUMOHANbHOE Ha3HauYeHue

CemelicTBO MapLpyTnsaTopoB ESR — 3To ycTpolicTBa, Nnpeactasastowme coboi yHMBepcanbHyo annapaTHyto naatoopmy u
CrnocobHble BbIMNOMHATL LWMPOKUIN KPYr 3a[a4, CBA3AHHbIX C CETEBOWM 3aLLUUTON, WNbPOBAHMEM MepeaaBaemMblX AAHHbIX,
TEPMUHUPOBAHMEM MONb30BaTeNeN U T.4. B nMHeliKe npeacTaBaeHbl MOAENM, OPUEHTUPOBAHHbIE HA MPUMEHEHUE B CeTaX
Pa3/IMYHbIX MaclITaboB — OT ceTel NpeanpuUaTUIA pa3MYHOIro maclutaba 4o ceTell onepaTopoB CBA3U U AaTa-LEHTPOB.

— MacwTrabupyemoe pelleHre ANs pPasandHbix 0b6aacteit NpUMeHeHus

— MbKoe KoHPUrypmpoBaHue CePBUCOB

— BO3MOXHOCTb COMpsiXeHuMs ¢ 060pya0BaHMEM BedyLLMX NPOU3BOAMUTENEN
— AnnapaTHoe yckopeHue 06paboTKKM JaHHbIX

Cxema npumMeHeHus

UHTepHeT

LleHTpanbHbI odpuc

ESR-1000/ESR-1700

[pynna nonb3osateneit 1 pynna nonb3osatenein N

TC TC
===
= L e

Cepsepbl

Softswitch&IMS
ECSS-10

CeTeBble cepsuchbl 1 CeTesble cepsucbl N

www.eltex-co.ru




CepBUCHblE MapLUpyTU3aTopbl cepun ESR

TexHUUYEeCKUe XapaKTEPUCTUKU

_ ESR-1000 ESR-1200 ESR-1500 ESR-1511 ESR-3100 ESR-1700

O6wue napameTpbl

DHELTEX

KomnnekcHble pelleHna gaa NoCTpoeHua ceTen

Broadcom
XLP780

Marvell-Cavium
CN8370

NaKeTHBI MDOLECCO Broadcom Broadcom Broadcom

poueccop XLP316L XLP516 XLP532
UHTepdeicbl

Combo 10/100/1000BASE-T/ . 4 4 4

1000BASE-X SFP (LAN/WAN)

Ethernet 10/100/1000BASE-T

(LAN/WAN) 24 12 4 4

10GBASE-R SFP+/1000BASE-X SFP 2 3 4 4

(LAN/WAN)

40GBASE-X QSFP+ (LAN/WAN) = = = 2

Console (RJ-45) 1

0OO0OB = = 1 1

USB 2.0 2 2 2 2

USB 3.0 — — — —

Pasbem gna ycraHosku HDD = = = =

Cnot gns SD-KapT 1 1 1 1

8 4
8 8
= 1
= 2
2 —
= 2
1 —

MNpown3soauTeNbHOCTb

MpounssoanuTeNIbHOCTb

. 8,78 reut/c; 12,33 réur/c; 18,36 réut/c;
Firewall/NAT/mapipyTrsaumm ! ! ! ! ! !
2 101 1512
(Gpeiimbi 1518B) 723 k nKt/c 015 k nkTt/c 512 k nkt/c
E:::\:Zﬁ?ﬂ:;m;:ﬁ;msawM 425 M6uT/c; 616 M6UT/c; 881 M6UT/c;
(Gpeiimbi 70B) 718 k nkt/c 1100 k nkTt/c 1489 k nkt/c
MpousBoguTensHocTb IPsec VPN 2,37 reut/c; 3 réut/c; 4,63 I6ut/c;
(dpeimbl 1456B) 203 k nkT/c 257 k nkTt/c 398 k nkt/c
MpoussoautenbHocTb IPS/IDS 10k 584,89 M6éuTt/c; 759 Méut/c; 1130 M6éut/c;
npasun 116,62 k nkt/c 150 k nKkt/c 231 k nkt/c
Ec’:m?'igﬂ:;e&”:&”b 9,71 r6ut/c; 16,38 [6ut/c; 16,72 [6uT/c;
yrau 800 k nkt/c 1349 k nkr/c 1381 k nKT/c

(dperimbl 1518B)

CuUcTEMHbIE XapaKTEPUCTUKM

13,52 éut/c;
1113 k nkt/c

39 réut/c;
3216 k nKkt/c

665 M6éut/c;
1123 k nkt/c

2672 Méut/c;
4513 k nKt/c

2,10 réur/c; 13,6 éut/c;
180 k nKkT/C 1168 k nkTt/c
850 Mbut/c; 3430 M6éuT/c;
170 k nKkt/c 684 k nkt/c
* *

KonnyectBo VPN-TyHHenew

CTaTuyeckme mapLipyTbl

KonnuyectBo KOHKYPEHTHbIX
ceccui

MNoppepka VLAN
Konunyecteso mapupytos BGP
Konunyecteso mapwpytos OSPF

Konunyecteso mapupytos RIP

Tabnnua MAC-agpecos 16k

Pa3smep 6a3bl FIB 1,7M

VRF Lite

Habop ¢yHKLMIA cooTBeTcTBYET Bepcum MO 1.13.0
* By4eT usmepeHo nosaHee

500

11k

512k

0o 4k aktmeHbix VLAN B cooTBeTcTBMM € 802.1Q

5M
500k
10k
128k 128k 128k
1,7M 1,7M 1,7M
32

2k 3anucelt Ha
bpuaxK
1,7M

128k

3,0M
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CepBUCHbIe MapLupyTUu3aTopbl cepumn ESR
TexHUueckoe onucaHue ’ e LTeX
39

KomnneKkcHble peleHna Ana nocTpoeHna ceTel

dusnueckue xapakTrepUCcTUKm

_ ESR-1000 ESR-1200 ESR-1500 ESR-1511 ESR-3100 ESR-1700

duU3MYeCcKMe XapaKTePUCTUKU M YCI0BUA OKPYXKaloLen cpeapbl

Makc. notTpebasemas MOLHOCTb 75 BT 85 BT 125 Bt 128 Bt 123 Br 250 Bt
Makc. ypoBeHb Lwyma 58 ob 58 nb 70 pb 70 pb 70 pb 70 pb
176-264 B AC,
50-60 Iu;
100-240 B AC, 50-60 Iu; 36-72B DC
MuTtaHne 36-72 B DC [o oByx
[0 ABYX UCTOYHMKOB MUTAHMA C BO3MOXHOCTbIO ropAYei 3aMeHbl VCTOYHWUKOB C

BO3MOXHOCTbHO
FOpFNeVI 3aMeHbl

NHTepBan paboumx Temnepatyp oT-10 pgo +45 °C

NHTepBan TemnepaTtypbl
XpaHeHua

ot -40 go +70 °C

OTHOCUTENbHAA BAAXKHOCTb NPy
P He bonee 80%

sKcnayaTaumm
OTHOCUTENbHAA BNAXKHOCTb NPU oT 10% A0 95%
XpaHeHun
Fa6aputbi (LUXBXI, mm) 430x44x352 430x44x425 430x44x425 430x44x425 440x88x490
Macca 3,6 Kr 5,5 Kr 7 Kr 7 Kr 5Kr 12 kr
CpOK cy»bbl He meHee 15 net
Q)yHKLI,VIOHaI\beIe BO3MOXXHOCTU
NopgKntouyaemble MHTepdencobl ®yHKuumn L2
— USB 3G/4G/LTE-moaem (kpome ESR-1700) — KommyTtaumsa naketos (bridging)
— E1 TopGate SFP — STP, RSTP, MSTP 802.1D (Tonbko ESR-1000)

KnunenTtbl Remote Access VPN — Arperauua uHtepdeiicos LAG/LACP (802.3ad)

— PPTP/PPPOE/L2TP/OpenVPN/IPsec XAUTH — Noaaepxka VLAN (802.1Q)
— M3onauusa noptos (Port Isolation) (Ttonbko ESR-1000,

ESR-1200, ESR-1500, ESR-1700)
— Private VLAN Edge (PVE) (Tonbko ESR-1000, ESR-

Cepsep Remote Access VPN
— L2TP/PPTP/OpenVPN/IPsec XAUTH

Site-to-site VPN 1200, ESR-1500, ESR-1700)
— IPsec: pexummbl «policy-based» n «route-based» — Jlornyeckue uHTepdeicsb
- DMVPN — LLDP, LLDP MED

— Anroputmbl wndposaHusa DES, 3DES, AES, —VLAN Ha ocHose MAC

Blowfish, Camellia

— AyTeHTuduKaumsa coobuieHnii IKE MD5, SHA-1, ®yurumm L3 (IPv4/IPvE)

— TpaHcnauma agpecos NAT, Static NAT, ALG

SHA-2 — CTaTMyeckme mapLipyThl
TyHHenuposaHue — AnHamuueckme NpoToKoNbl mapLipytnsaumm RIPv2,
— IPOGRE, EoGRE OSPFv2/v3, IS-IS, BGP
—IPIP — ®unbrpaums mapuwpyTtos (prefix list)
—L2TPv3 — VRF Lite
— LT (inter VRF-lite routing) — Policy Based Routing (PBR)

— BFD gna BGP, OSPF, ctaTyeckmx mapLupyToB

Habop ¢pyHKuMIA cooTBeTcTBYeT Bepcum MO 1.13.0
T AKTMBUMPYETCA NNLLEH3NEN
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CepBUCHbIe MapLupyTUu3aTopbl cepumn ESR

TexHUUyeckoe onucaHue "’be LTeX

KomnneKcHble peleHna Ana nocTpoeHna ceTel

QPyHKUMOHAAbHbIE BO3MOXHOCTU (MPOAO/NKEHUE)

BRAS (IPoE)’ — DHCP Relay Option 82

— TepmuHauua nosib3oBaTenen — BcTpoeHHbiit cepsep DHCP, nogaep»kKa onuunit 43,
— benble/yepHble cnmckn URL 60, 61, 150

— KBoTMpoBaHuMe no 06bEmy TpadurKa, Mo BpeMeHU — DNS resolver

ceccuu, No CeTeBbIM NPUNOKEHUAM —IP unnumbered
— HTTP/HTTPS Proxy Cpepacrsa obecneyeHnA HaAEXHOCTU CETU
— HTTP/HTTPS Redirect — Dual homing (Tonbko ESR-1000)

— AKKayHTUHT ceccuii no npotokony Netflow —VRRP v2,v3
— Bsanmogeiictane c ceppepamn AAA, PCRF — Ynpas/ieHne MapLupyTammn Ha OCHOBE COCTOAHMA
— YnpaBneHue Nnosocoi NponyckaHus no opmcam u VRRP (tracking)

SSID, ceccnam nonbsosatenent — banaHcMpoBKa Harpysku Ha WAN-uHTepdeiicax,

— AyTeHTnduMKauma nonbsosateneit no MAC- um IP- nepeHanpasieHne NOTOKOB AaHHbIX, NepeKoHeHmne
aapecam NpW OLLEHKe KayecTBa KaHana

®YHKLUMM ceTeBOM 3aLUTDI — Pe3epBupoBaHue ceccuit firewall

— Cuctema obHapy»KeHuaA 1 NpeaoTBpaLLeHns MOHUTOPMHT M yNpaBneHue

BTOp3eH i (IPS/IDS)’ — NopaepXKa CTaHAAPTHBIX M paclumpeHHbix SNMIP
— B3anmogeiicTeue c Eltex Distribution Manager MIB, RMONv1

ANA NONYYEeHUSA TNLUEH3UPYEMOrO KOHTEHTa — — BCTpoeHHbiii Zabbix agent

Habope! npasun, npeaoctaenaemble Kaspersky — AyTeHTdMKaLMA NoNb30BaTe el MO NOKaNbHOI Base

safeStream II cpeacTBamu npoTokonos RADIUS, TACACS+, LDAP
— Web-¢unbTpauma no URL, no cogepxumomy — 3awmTa oT OWMB0K KOHOUTYPUPOBaHMA,

(cookies, ActiveX, JavaScript) aBTOMaTM4YECKOe BOCCTaHOBNIEHME KOHPUIypaLMK.
— Zone-based Firewall BO3MOXHOCTb cHpoca KOHPUTYpaLMM K 3aBOACKUM
— dunbtpauma Ha 6ase L2/L3/L4-nonent n no HacTpoiikam

NPUNOKEHNAM — UnTepdeitcbl ynpasnenusa CLI
— MNopaepsKKa cnUckos KoHTponsa aoctyna (ACL) Ha — MNMopaaepxka Syslog

6ase L2/L3/L4-nonen — MOHUTOP MCMOb30BaHMA CUCTEMHbIX PECYPCOB
—3awyra ot DoS/DDoS-atak v onosewyeHne 06 — Ping, traceroute (IPv4/IPv6), BbiBOA, MHPOPMALMK O

aTakax nakeTax B KOHCONM
— JlornpoBaHue cobbiTUi aTak, cobbITUi — O6HoBReHue M0, 3arpy3Ka U1 BbIrpy3Ka

CcpabaTbiBaHKUA Npasun KoHurypaumm no TFTP, SCP, FTP, SFTP, HTTP(S)
KauectBo ob6cnyxxmusanusa (QoS) —Noppepkka NTP
— [0 8-MU NPMOPUTETHBIX NN B3BELUAHHbIX — Netflow v5/v9/v10 (akcnopT ctatuctmkmn URL ans

oyepegent Ha nopT HTTP, host ans HTTPS)

—L2- u L3-npuoputnsauma tpadmka (802.1p (cos), — JlokanbHOe ynpaBneHue Yepes KOHCO/bHbIN NopT RS-

DSCP, IP Precedence (tos)) 232 (RJ-45)

— MpepoTBpalleHne neperpy3kn odyepeaen RED, — YpaneHHoe ynpasnaeHue, npotokosbl Telnet, SSH

GRED (IPv4/IPv6)

— CpeacTtBa NnepemapKupoBaHMA NPMOPUTETOB — BbiBOA, MHPOPMaLMKM NO cepBucam/npoLeccam

— NpumeHeHne noantuk (policy-map) — JlokanbHoe/yaaneHHoe coxpaHeHue KoHdUrypaumi
— YnpasneHue nonocoi nponyckaHus (shaping) MapLupyT13aTopa

— UNepapxunyeckunin QoS MPLS

—MapkuposKka ceccuii — MNopaepKa npotokona LDP

YnpasneHue IP-agpecauumeii (IPv4/IPv6) —MNoppep»Ka L2VPN VPWS

— Cratnueckue IP-agpeca — Mogaep»xka L2VPN VPLS Martini Mode

— DHCP-KknneHT — Moapepxka L2VPN VPLS Kompella Mode

—Nopgpepxka L3VPN MP-BGP

Habop ¢pyHKuMIA cooTBeTcTBYeT Bepcum MO 1.13.0
T AKTMBMpPYeETCA NNLEH3MEN
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CepBUCHbIe MapLupyTUu3aTopbl cepumn ESR
TexHUuyeckoe onucaHue

SHELTEX

KomnneKcHble peleHna ana nocTpoeHna ceTei

DyHKUMOHaAbHbIE BO3MOXXHOCTH (MPOAONKEHUE)

— Wellink SLA (wiSLA)'

®DYHKLMKN KOHTpOAnA SLA

— Eltex SLA
OugeHKa NapameTpoB KaHa/0B CBA3MU:

— Delay (one-way/two-way)

— Jitter (one-way/two-way)

— Packet loss (one-way/two-way)

— KoagpduumeHT owinbok B nakeTax

— HapyweHue nocnenoBaTeibHOCTU A0OCTaBKK
nakeTos

NUHdopmaumsa anA 3akasa

CepBucHbI maplupyTmsaTop ESR-1000, 24x10/100/1000BASE-T, 2x10GBASE-R SFP+, 1xConsole (RJ-45), 2xUSB
2.0, 1 cnot gns SD-kapT, 4I'6 RAM (8I6 goctynHo no 3anpocy), 16 NAND-Flash, 2 cnota gns moayneu
nutaHma 100-240 B AC nan 36—72 B DC.

Habop ¢yHKLMIA cooTBeTcTBYeT Bepcun M0 1.13.0
T AKTUBMpPYETCA NnLIEH3NeN

ESR-1000

CepBuCcHbI MmapwpyTrsaTop ESR-1200, 4xCombo10/100/1000BASE-T/1000BASE-X, 8x10GBASE-R SFP+,
12x10/100/1000BASE-T, 1xConsole (RJ-45), 2xUSB 2.0, 1 cnot gaa SD-KapT, 4I'6 RAM (86 aoctynHo no
3anpocy), 16 NAND-Flash, 2 cnota gns mogynen nutaHmna 100—240 B AC nnm 3672 B DC.

ESR-1200

CepBuCHbI MapLpyTrsaTop ESR-1500, 4x10/100/1000BASE-T, 4xCombo 10/100/1000BASE-T/1000BASE-X,
4x10GBASE-R SFP+, 1xConsole (RJ-45), 1xO0B, 4T RAM, 1T'6 NAND-Flash, 2 cnota ans mogynein nutaHua
100-240 B AC nnan 36—72 B DC.

ESR-1500

CepsucHbI maplupyTmsaTop ESR-1500, 4x10/100/1000BASE-T, 4xCombo 10/100/1000BASE-T/1000BASE-X,
4x10GBASE-R SFP+, 1xConsole (RJ-45), 1xO0B, 4I'b RAM, 16 NAND-Flash, 2 cnoTta gns moaynein nutaHua
100-240 B AC nan 36—72 B DC.

ESR-1511

CepBucHbIn maplupytnsatop ESR-3100, 8x10/100/1000BASE-T, 8x10GBASE-R SFP+, 1xConsole (RJ-45), 2xUSB
3.0, 1 cnot gnsa SD-kapT, 166 RAM, 4T eMMC, 2 cnoTa aas moaynen nutaHma 100-240 B AC unam 36-72 B
DC.

ESR-3100

CepBuCcHbI MapwpyTrsaTop ESR-1700, 4xCombo 10/100/1000BASE-T/1000BASE-X, 8x10GBASE-R SFP+,
1xConsole (RJ-45), 1xO0B, 32I'6 RAM, 1I'b SSD, 2 pasbema g1a yctaHoBKkM HDD, 2 cnoTta ana moaynen
nutaHua 176-264 B AC nunn 36—72 B DC.

ESR-1700

BAoku nuTaHus’

YcTpoucTBO baok nutaHua AC baok nutaHua DC

ESR-1000 PM160-220/12 PM100-48/12
ESR-1200 PM160-220/12 PM100-48/12
ESR-1500 PM160-220/12 PM160-48/12
ESR-1511 PM160-220/12 PM160-48/12
ESR-3100 PM160-220/12 PM160-48/12
ESR-1700 PM350-220/12 PM350-48/12

? 3aKa3blBatOTCA OTAENbHO

Caenatb 3aka3s O komnaHuum Eltex

Npeanpuatue «3/ITEKC» — BeaylWwMin pPOCCUNCKUIA pa3paboTumK u

Q ﬁ @5 npousBoANTENIb KOMMYHUKaALMOHHOTO obopyaosaHusa c bonee yem 25-

+7(383) 274 10 01 eltex@eltex-co.ru Www,ef{gx.co,m netHen uctopueli. KOMNAEKCHOCTb peleHnit U BO3MOXKHOCTb UX

+7 (383) 274 48 48 6eCLOBHOW MHTErpaunm B MHPPACTPYKTYpy 3akasyMKa — npuoputeTHoe
HanpaBaeHWe Pa3BUTUA KOMMAHUMN.

www.eltex-co.ru
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